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Welcome to WIN-911

WIN-911 is the most proven and advanced alarm notification software
suite available for the automation industry. Capable of using a wide
variety of notification methods, WIN-911 can reach you wherever you
are. WIN-911 interfaces with SCADA/HMI data servers to monitor
values and flag alarms. When an alarm is detected WIN-911 will notify
remotely located users by dispatching electronic messages containing
vital information and allowing the recipient to respond by replying to
the message with acknowledgement instructions. In addition to simple
notification, WIN-911 allows users to interact with your SCADA/HMI by
accepting requests for both report data and current alarm conditions.

This product is a complete rewrite of our flagship product WIN-911,
using current technology and standards. This release supports Email,
Voice, SMS, and Mobile-911 messaging for remote notification
delivery and subscribes as a client to any OPC DA server or GE iFIX
node for data monitoring and alarm reporting.

Key differences from the WIN-911 Version 7 product are:

e The configuration tool is a browser-based GUI that configures the product live
during runtime from any system on the network.

o Each module has two primary components, an Application Server running in
Internet Information Services (IIS), and a runtime executable running in the
system's services. Hence, WIN-911 is "always on" and does not require a restart
to apply configuration changes; nor is it affected by Windows users logging in
and off the host computer.

e The Email notification method for WIN-911 is capable of two-way
communication. Thus, a remote user will receive alarm notifications in near-real
time and be able to acknowledge alarms by responding with the proper
credentials. The user can also request information from WIN-911 at his/her
convenience.
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o Dramatic enhancements to the Schedule interface allows the user to easily create
complex schedules via a calendar presentation. Schedules use appointments that
can revolve around blocks of time, days of the week, weeks of the months, etc.

e WIN-911 introduces a revolutionary concept in the design and deployment of
complex notification tasking: Tactics and Strategies. Alarms are associated with a
single Strategy. Each Strategy controls the execution of any number of Basic or
Advanced Tactics which conduct remote notification procedures.

Release Highlights for Version 3.18.14

o Introducing the WIN-911 Heartbeat for InTouch: a function to signal WIN-911's

operational status

e Introducing the WIN-911 Heartbeat for System Platform: a function to signal
WIN-911's operational status

e Introducing InTouch SuiteLink Node Name specification to facilitate applications
with distributed toolkit hosting

o Conducted routine maintenance on the Dispatcher module (see link to release

notes for details)
» Conducted routine maintenance for the WIN-911 installation experience (see link

to release notes for details)

For details see the Release Notes on our website: www.win911.com > Resources >
Documentation > 3.18.14 Release Notes

Getting Started with WIN-911



https://win911na.blob.core.windows.net/files/Products/WIN-911/3.18.14/WIN-911_3_18_14-ReleaseNotes.pdf
https://win911na.blob.core.windows.net/files/Products/WIN-911/3.18.14/WIN-911_3_18_14-ReleaseNotes.pdf
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WIN-911 Installation

WIN-911 3.18.14 System Requirements
WIN-911 Server

Personal Computer with dual core processor. Quad core processor is recommended.

Please note: Two physical processor cores are required. A single processor core with
hyper-threading enabled will not meet the system requirements.

e 4 GB of RAM or more. Additional RAM is recommended if additional programs are
to be run simultaneously.
e 4 GB of hard disk space.
o Compatible OS environment - one of the following with all Windows updates
applied:
Please note: Since Microsoft operating systems feature continuous updates, you
should run the Windows update feature to get the most up to date software.

e Microsoft® Windows® 7/8/8.1/10 (64-bit only), Professional Edition (or higher).
e Microsoft® Windows® Server 2008 R2, Service Pack 1, Standard Edition (or
higher).

e Microsoft® Windows® Server 2012, Standard Edition (or higher).
e Microsoft® Windows® Server 2012 R2, Standard Edition (or higher).
e Microsoft® Windows® Server 2016, Standard Edition (or higher)

e Microsoft SQL Server 2008 R2 through 2017 (Express, Standard, and Enterprise
Editions) Note: SQL Server 2014 Express (included with WIN-911) requires Microsoft
NET 3.5 and will also require SP1 for Server 2008 R2.

e Internet Information Services (lIS). Application Initialization will be installed for IIS 7.5
(Windows 7/2008 R2).

o Microsoft .NET 4.0 required for install (NET 4.5.1 will be installed)

e Optional Notification Hardware and Software:

TAPI Voice calls
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e TAPI voice modem
e Dedicated analog phone line

VolP calls require a SIP compatible VolP internet account or PBX

Supported VolP Providers:
Skype Connect VolPtalk

Axvoice SureVolP

Supported VolP PBX Systems:

Ozeki Phone System XE Trixbox
Cisco Unified CM OpenSER
Cisco Call Manager Express PBXnSIP
Asterisk PBXpress
Asterisk Now SipX ECS
Kamailio Elastix
FreeSwitch FreePBX
OpenSIP SwyxWare

Aasta MX-One

Mobile-911

o Broadband always-on internet connection for Mobile-911 Server
e i0S,Android and Blackberry devices for the Mobile-911 app.

Email

o Email server with a DEDICATED Email account from which WIN-911 can send alarm
messages and receive acknowledgement and report requests.
e POP/IMAP for incoming & SMTP for outgoing messages.
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SMS

e MTC-G3 (GPRS), MTC-H5 (HSPA), and MTC-C2 (CDMA) with the AT&T and Verizon
networks.

e MTR-G3 (GPRS), MTR-H5 (HSPA), and MTR-C2 (CDMA) with the AT&T and Verizon
networks.

e MTR-LVW?2 (LTE) with Verizon networks.

e MTR-LAT1-B07 (LTE) with AT&T networks.

WIN-911 Client

o Internet Explorer 8 through 11 for Windows
e Microsoft Silverlight 5.1.50907.0 (June 2017)

SQL Server Requirements

WIN-911 uses an SQL Server database to store its configuration data.
If an SQL Server is not already on your computer then it is important
to take into consideration the requirements of the different versions of
SQL Server. You can opt for the WIN-911 Launcher to install SQL
Server Express 2014 for you, which is good for small to medium
configurations (5,000 data points or less).

For more information about specific requirements for SQL Server
installation and configuration, see Microsoft documentation available

online.

"https://msdn.microsoft.com/en-us/library/bb545450.aspx"

e WIN-911 is not compatible with SQL Server 2000.


https://msdn.microsoft.com/en-us/library/bb545450.aspx
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e In order to authenticate with a remote SQL Server, identical credentials must
be configured on both machines, and the SQL instance must be configured
with those credentials.

Option 1: Allow WIN-911 to setup SQL

If you install WIN-911 and an SQL Server instance named "WIN911" is
not found, SQL Server 2014 Express can be installed as by the Install
Launcher. This version is suited for small configurations, up to 5,000
data points, and is ideal for a single-node.

Note: Server 2008 R2 requires SP1 in order to install SQL Server
2014.

Option 2: Install higher edition of SQL Server prior to installing
WIN-911

For medium and larger systems, the following versions are supported:

o Recommended version: SQL Server 2014 SP2, Standard or Enterprise edition
e SQL Server 2008 R2 through 2017, Standard or Enterprise edition

For more information about the comparative capabilities of different
SQL Server editions, see "Features Supported by the Different Versions
of SQL Server 2012" at the following URL:

"http://msdn.microsoft.com/en-us/library/cc645993(v=SQL.110).aspx"

If a compatible version of SQL Server is already installed and an
instance named "WIN911" is available on the network or locally, WIN-
911 Launcher installation will continue without interruption. If an


http://msdn.microsoft.com/en-us/library/cc645993(v%3dSQL.110).aspx
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incompatible version (SQL Server 2000) is present, the process will be
halted, and you must remove it before the installation can continue.

Option 3: Install SQL Server remotely prior to installing WIN-911

If you would like to install SQL Server Express on a different computer
than the WIN-911 host, you should copy the SQL Server Express folder
provided with the WIN-911 install to the desired computer. Ensure that
the installing user is an administrator with the same credentials as
WIN-911's host user. Then run the WIN971SQL executable located in
the root of the SQL Server Express folder.

Note: Higher editions of SQL are also supported remotely.

Data Source (SCADA) Compatibility Matrix

WIN-911 is compatible with the following data source version:

Data Source (SCADA

- HMI) Versions

OPC DA OPC Data Access Classic 1.0, 2.0, 3.0
10.1, 2012 (10.5), 2012 R2 (10.6), 2014

InTouch (11.0), 2014 R2 (11.1), 2017 (Including

Updates 1 & 2)

InTouch Machine

Edition 8.1

2012 R2 SP1, 2014 R2, 2014 R2 SP1,
2017 (Including Updates 1 & 2)

FactoryTalk Alarms and 6.00.00, 6.10.00, 7.00.00, 8.00.00,

System Platform

Events 8.10.00, 8.20.00, 9.00.00, 10.00.00

FIX 5.1,5.5, 5.8, 5.8 SP1, 5.8 SP2, 5.8 SP2
R2,5.9

CIMPLICITY 8.2,9.0
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Installation Path

WIN-911 will install files in two locations on your system,
C\inetpub\wwwroot and C:\Program Files (x86).

WIN-911 Setup

Attention International Users: Ensure that the Regional settings of
the operating system are set to the desired region and language
BEFORE installing WIN-911.

The WIN-911 Launcher requires .NET 4.0 (or higher). If the target
machine lacks this framework, you will need to add the framework in
order to commence. In Windows 8.x, this can be done through
Programs and Features> Turn Windows features on or off. With Server
operating systems use Server Manager> Add roles and features.
Additionally, you can find an installer for the framework in the support
sub folder of the installation media or online.

To install WIN-911
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WI N_ 9 7 1 THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT
i A Welcome to the WIN-911 Setup. The following dialogs will

guide you through the process of installing WIN-911. Click the
'Next' button to begin.

=

Operator
© 2017, WIN-911 Software, All Rights Reserved. U.S. Pat. No. 9,535,570
WIN-911® and Mobile-911® are registered trademarks of WIN-911 Software.

All other trademarks cited herein are the property of their respective owners.

Read Install Guide Next Cancel

Click “Next >" to begin WIN-911 Setup.

The installation program checks whether or not the environment
requirements are met.
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WI N_ 9 7 7 THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

A The following environment requirements have not been met:

Insufficient Number of CPU/Cores (2 CPU minimum) ~

=)

Requirements have not been met. Please
click 'Cancel' to abort this installation.

Read Install Guide

Cancel

Such environment requirements include:

e Supported 64-bit OS

o Sufficient minimum disk space

« Sufficient minimum processors/cores

 Installing user be a member of local administrator's group

See WIN-911 3.18.14 System Requirements at the top of this
document for more information.

Note: If these requirements are met, this page will not appear.

10
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The installation program will then check for the required features.

WI N_ g 7 7 THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

Installation requires the following Windows Features:

15 Default Document disabled -
[I5 HTTP Redirection disabled

15 Static Content disabled

15 Basic Authentication disabled

15 Windows Authentication disabled

15 Application Initialization disabled

15 ASP NET 4.5 disabled

MET WCF HTTP Activation disabled

[ Damage Report _] o

= Dpera'[ar

Enable Features

Reguirements have not been met. Click

the ‘Enable Features' button to continue. Cancel

Read Install Guide

Feature requirements include the following:

Microsoft .NET 4.5

Windows Edition and Feature Set Detection

WIBU CodeMeter Control Center

lIS Features: Application Initialization, Basic Authentication, Windows Authentication,
HTTP Redirection and ASP.NET 4.5, HTTP Activation

Any missing feature can be enabled by clicking the Enable Features
button at the bottom right.

11
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Note: If these requirements are met, this page will not appear.

SQL Server Installation

The install script will check the WIN-911 host for an SQL Server
instance named "WIN911". If there is no suitable SQL Server, the

following pop-up will appear:

named "WIN911".

Create New

Use Existing

The WIN-911 installer was unable to detect a local SQL instance

Select if you would like to install a local SQL
Express instance named "WINS11",

Select if you plan to use a custom named or
remotely located SQL instance.

This is an optional step and is not required in order to continue with
the installation, but WIN-911 cannot be used until the SQL Server

requirement is satisfied.

Note: if you are upgrading, you should select "Use Existing" to keep your

existing data.

12
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InstallShield Wizard

WIN_g 77 THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

pgar  WIN-311 Essential 3. 18. 3 requires the following items to be installed on your
S¥T computer, Click Install to begin installing these requirements.

Status  Requirement

Pending Silverlight

Pending Microsoft Visual C++ 2015 Redistributable Package 24215, 1 (x64)
Pending Microsoft Visual C++ 2015 Redistributable package 24215, 1 (x88)

[ Damage Report =

= Op-erator

The WIN-911 InstallShield wizard will now guide you through the WIN-
911 setup. Click "Install" to continue.
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MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

WIN-9717

SOFTWARE LICENSE AGREEMENT R®

IMPORTANT: READ CAREFULLY - BY INSTALLING,
COPYING, OR OTHERWISE USING THESE SOFTWARE
COMPONENTS, YOU AGREE TO BE BOUND BY THE
TERMS AND CONDITIONS OF THIS SOFTWARE
LICENSE. IF YOU DO NOT AGREE TO THESE TERMS
AND CONDITIONS, DO NOT INSTALL, COPY, OR USE
THESE SOFTWARE COMPONENTS.

1. Software License. WIN-911 Software (a DBA of Specter
Instruments, Inc.), a Delaware corporation ("Licensor™), grants
Customer a limited, revocable, nonexchisive license to use the WIN-
911 proprietary software and related documentation, which may

"'1 include but is not limited to WIN-911, Mobile-911, WEB-911 W

[ON accept the terms of the license agreement

" 1 do not accept the terms of the license agreement

= Gp-eralar

Da e Report
[ mage Repal

Accept the terms of the Software License Agreement by clicking the
top radio button and then select “Next >" to advance.
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THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

Enter the account under which *IN-311 services will execute. Thiz account must be a member of
the local Administrator: group and will be given permisgion to host HT TP endpoints if neceszany.

User name (User accounts must be in the format Domain'User)

MyComputerMyUser

Passwaord

[ Show Password

51| Damage Report 2
ige Repal

= Operator

®

Enter the "'DOMAIN\username” and password that WIN-911 Services
will run under. If a user name and password are not yet set up in the
operating system you can use the “New User Information ...” script
to create one (Windows 8 and higher). This can be found via the
control panel, User Accounts. For Active Directory users you will need
to contact your network administrator or log onto a domain control to
create an account with the proper permissions. When entering a
domain user's name be sure to include the fully qualified domain
name.

Note: You must be logged in and executing this installation as an owner
and administrator of the SQL instance. Additionally, the selected user
here (if different) must be a member of the Windows local or domain
administrator group with administrative privileges on the SQL instance.

15
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WIN_g 7 7 THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

Select the SOL Server instance to use for WIN-317 data storage. |f you selected 'Use Esisting'
earlier, pleaze specify your exizting zerver below. Mote that both the installing user and
WIM-911 uzer selected previously [if different] must have SOL permizgions.

Database Server:
| MyComputeriWINS 11 |

Mote: Existing data will be migrated upon upgrade and will be re-initialized for modules

being re-installed.

[ Damage Report o

=2 Operator

®

Select the desired database server from the pull-down list. (Server OS's

may require you to enable/start SQL Server Browser service in order to
browse for SQL Servers.)

If you do not see your target server, you may type it into the text entry
field as you see it from SQL Management Studio.

16



WIN-911 User Guide

ald Connect to Server -

Microsoft SQL Server 2014

Server type Database Engine

Server name: I MyComputer' WING11 W |
Authentication: |Windnws Authentication v |
| Connect | | Cancel | | Help | | Options ==

Click "Next >" to advance.

WIN_g 17 THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

Chooze your WIN-911 Support modules below:

¥ Dispatcher

¥ Mavigation

¥ Reporting

Damage Report -
= Operator

iz

Cancel
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The support module selection menu allows you to choose which
components of WIN-911 you install. As a general rule, all support

features should be installed.

If a selection box appears greyed out then installation/upgrade of the
module is mandatory.

Click "Next >"to advance.

THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

Chioosze pour WIN-311 Source modules below:

-
-
-
-
-
-
-

InTauch

InTauch ME

System Platform

CIMPLICITY

iFIX

FactoryTalk Alarms and Events

13m

!

OPC DA

Damage Report -
= Operator

®

Cancel

Source modules provide connectivity to various data sources that
WIN-911 supports. The source module selection menu allows you to
choose which components of WIN-911 you install. Only install the
source modules you intend to use. You can always add features later
that are not originally installed by re-running the setup.

18
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If a selection box appears greyed out, then option has already been
installed.

Click “Next >" to advance.

THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

Chooze your WIN-311 Matifier modules below:

[ Email

[~ Mobile-911

[~ SMS

v Voice

The Voice module provides alarm notification and reporting options through SIP enabled
VolIP servers and TAPI voice modems,

{ Damage Report -

B Operator

Version to be installed: 3.18.1.0
é) Version currently installed: Mot installed

WIN-911 provides several methods of remote notification to users;
including Email, Mobile-911, Voice, and SMS. The notifier module
selection menu allows you to choose which components of WIN-911
to install. Only install the notifier modules you currently intend to use.
You can re-run the setup program later if decide to add notifiers to
your system.

If a selection box appears greyed out, then that option has already
been installed.
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Click “Next >" to advance.

WIN_g 7 7 THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

Fleaze review the lizt to ensure accuracy.
|Jze the Back button to go back and edit selections.

‘rou have selected the following items to install.

Dizpatcher
Mawvigation
Fieporting
OFC DA
Ermnail

Damage Report =
= Operator

®

Cancel

This page presents the manifest of selected modules to be installed.
Please review and click the < Back button to change the list or Next >
to begin the installation and initialization phase of the setup.
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WI N_ 9 77 THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

-.. s Fleaze wait while Mavigation
f T | iz inztalling to wour system,

= Operator

[ Damage Report ;I‘

Iet=l|=tielE

This portion of the install may take several minutes, especially for the
dispatcher module.
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WIN.g 17 THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

W Setup Complete

Setup has successfully installed WIN-911 3.18.14,

Damage Report -
= Op-erator

(el o

Cancel

Click Next > to conclude the installation process.
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THE MOST WIDELY USED ALARM NOTIFICATION
PLATFORM IN INDUSTRY AND lloT

WIN-911 installation complete

Setup has completed installing WIN-911 3.18.14. You must reboot your computer before
WIN-911 will function properly.

(% Yes, | want to restart my computer now.

(™ Mo, | will restart my computer later.

Click Finish to exit WIN-911 3.18.14 setup.

L3m

!

[ Damage Report =

= Operator

®

Once the installation completes, a restart will be required before WIN-
911 can be used. You can elect to do so immediately or later. Make
your selection and click Finish.

Modifying WIN-911
Adding features to your existing WIN-911 installation

Run the WIN-911 Install in the same manner as listed above when
installing for the first time. When you get to the Select Features page
the currently installed modules will appear grayed out, indicating that
they are not available for installation. All currently uninstalled features
should be available for selection. Select the desired check boxes and
continue through the install process until you reach the Finish page.
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You will then be required to reboot before using WIN-911 in its
modified form.

Removing features from your existing WIN-911 installation

WIN-911 features can be uninstalled via Control Panel\Programs and
Features. Each module will have to be uninstalled individually. Right-
click the WIN-911 module and select Uninstall. Repeat this process
until all undesired features have been removed. You will then need to
run the WIN-911 Endpoint Mapper before using WIN-911 in its
modified form.

Note: To uninstall WIN-911, remove all modules.

WIN-911 Network Module Mapper

Logical System @

All WIN-911 Madules which communicate with each other belong to the same Logical System. Please select your Logical System
and confirm the list of its currently installed modules is complete, Use the "browse’ button to locate missing modules

WIN-911 Logical System Name:

[ MYCOMPUTER-911 ]|
Existing Modules: O

A MYCOMPUTER-911 (1 Computer)
4 mycomputer (5 Modules)
@ Email

® O

Whenever you modify your WIN-911 system by uninstalling software
modules you will need to run the WIN-911 Network Module Mapper.
The mapping process might take several minutes to appear and may
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need to be refreshed if the proper number of modules are not
listed. This is normal so allow for extra time during the post-
modification reboot.

The proper number of modules depends on the number of data
sources and notifiers you selected during the feature selection. If fewer
modules appear, then click the refresh button until the proper number
are listed. To calculate the expected number of modules in your
system add the Support + Notifiers + Data Sources from the feature
selection.

Once the proper number of modules are listed, click the save button.
This will conclude this portion of the install. You should not need to
run the WIN-911 Network Module Mapper again unless you
remove certain features included in the initial install.

See WIN-911 Network Module Mapper for more details.

Licensing WIN-911

Note: After an initial installation WIN-911 will be configured with a
demo license that will run 30 days without restriction.

To license WIN-911 click on the CodeMeterControl Center thumbnail
located in the lower right of your tray.

Click the “License Update” button and follow the wizard to generate a
license request file.
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File Process View Help

License | Events

Licensing WIN-911

WIN-911 Dema
128-4587624

WIN-911
128-8942013

Mame: WIM-911 Demo
Serial: 128-4587624

Version: CmActlicense 1.19

! @ License activated

License Update| |Remove License |

Select the container with the active license (1). The Status indication
will verify "Empty license container”. Then click Activate License (2).
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@ CmFAS Assistant

Welcome to the CmFAS Assistant!

The CodeMeter Field Activation Service (CmFAS) assistant helps you adding, changing and deleting
licenses from the license management system CodeMeter.

With the CmFAS assistant you can create license request files, which you can send to the vendor of the
software by email. You can also import the received license update files with the CmFAS assistant into
the license management and create a receipt of the import for the vendor,

Mekt = Help

Click the Next > (3) button to advance past the welcome screen.

» I

I';(:—:I @ CmFAS Assistant

Please select the desired action

(® Create license reguest * il

Choose this option if you want to create a license request file in order to send it to the vendor of the
software.,

() Import license update

Choose this option, if you received a license update file from the software vendor and want to
impaort this file.

() Create receipt

Choose this option if vou want to confirm the successful import of a license update file for the
software vendor. 5
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Select the Create license request (4) option and then click Next > (5).

» BN

i(—) @ CmFAS Assistant

Please select the file name

| k:\Wsers\specter! WibuCmRaC

Select a file name for storing the license request file file, Then dick on 'commit’ to create the file. You can
then send this file to the vendor by email.

Note the location of the license request and then click Commit (6).

Log onto our website, complete the license request form and submit
the license request file.

Upon receipt of the license file, save it to the desktop.

Double-click on the license file. This will import and activate the
license.
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File Process View Help

License Events

WIMN-911 Enterprise Edition Der
R

@ WIMN-911 Enterprise Edition Serial:
m Erial:

Version: CmActLicense 1.19

Mame; WIN-911 Enterprise Edition

: @ License activated

|License Update| |{Remove License |

Remove the Demo license by highlighting it and clicking "Remove
License".
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& CodeMeter Control Center M

File Process View Help

License Events

@ VIN-911 Enterprise Edition Déhﬁﬂwa 11 Enterprise Edition Demo

WIM-911 Enterprise Editicn )
@ Serial:

Version: CmActlicense 1.19

Status: License activated

|License Update| Remove License

CodeMeter is started. WebAdmin

11

To verify proper licensing, reboot the host machine, then check the
Event Logger for any WIN-911 related errors.

Upgrading from a version prior to 2.16.1

WIN-911 v.2.16.1 introduces a new licensing schema that is
incompatible with licenses issued for prior versions. If you have a
license version previous to 2.16.1, you will need to request a new
license before you can install the upgrade.

Affected Versions

WIN-911 v.1.14.2, v.1.14.5, v.2.15.1, and v.2.15.6
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Re-licensing

Requesting a New License for WIN-911 w/ FactoryTalk Alarms and
Events

ONLY follow these directions if you have purchased WIN-911 with the
FactoryTalk Alarms and Events connection. If you're unsure whether
your license contains FactoryTalk, please contact our Sales department
via phone at 1-800-331-8740 or email at sales@win911.com. If you
did not purchase WIN-911 with the FactoryTalk Alarms and Events
connection, jump to Requesting a New License for WIN-911.

*NOTE** WIN-911 Software will only respond to license request
during normal business hours, Monday - Friday 8 AM - 5 PM Central
Time Zone (UTC-06:00). If you remove your license in order to upgrade
WIN-911 w/ FTAE, WIN-911 will not be functional until you receive a
new license.

1. Open CodeMeter by double clicking on the @ icon on your system tray.

2. Select your license container on the left side of the CodeMeter Control Center
window and then select Remove License.

3. We now need to generate a new license file, to do this you must download a tool
which will generate the license for you, you can download the tool from
here. [Download License Tool]

4. Extract the ZIP file on your computer and run Generate License.bat. This will
generate a new license file in CodeMeter.

5. Go back to CodeMeter and select your new license container on the left side of the
CodeMeter Control Center window and the select Activate License.
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Licensing WIN-911

S

File Process View Help

License Events Borrow

CodeMeter Control Center

@ WIMN-911 Enterprise Edition

Mame: WIN-911 Enterprise Edition

Serial;

Viersion: CmActlicense 1.19

Status: @ License activated

License Lpdate | |Remove License

CodeMeter is started.

_oEEN

WebAdmin

e The CmFAS Assistant wizard will appear. Select Next >
e Select Create license request and select Next >

e Choose where you would like to save the license request file and select Commit.

« Your license request file will be generated. Select Finish to close the wizard.

« Upload your license request file to our licensing page. You will need to enter your

WIN-911 Serial Number so hav

e it ready.

e Once we receive your license request we will create a new license and send it back to
you as soon as possible. We can only respond to license requests Monday - Friday 8

AM - 5 PM CST.

To verify proper licensing, reboot the host machine, then check the
Event Logger for any WIN-911 related errors.

Requesting a New License for WIN-911
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Only follow these directions if you have purchased WIN-911 WITHOUT
the FactoryTalk Alarm and Events connection.

Note: If you have installed a previous version of WIN-911 and it
was never licensed, you will need to contact us to request a new
demo license before installing v.3.18.14.

e Open CodeMeter by double clicking on the © icon on your system tray.
o Select your license container on the left side of the CodeMeter Control Center
window and then select License Update.

) CodeMeter Control Center = K

File Process View Help

License Events Barrow

@ WIN-911 Enterprise Edition Name: WIN-311 Enterprise Edition

Serial;

Version: CmActlicense 1.19

Status: @ License activated

License Update | |[Remove License

CodeMeter is started. WebAdmin

e The CmFAS Assistant wizard will appear. Select Next >
o Select Create license request and select Next >.
o Choose where you would like to save the license request file and select Commit.
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» Your license request file will be generated. Select Finish to close the wizard.

e Upload your license request file to our licensing page. You will need to enter your
WIN-911 Serial Number so have it ready.

« Once we receive your license request we will create a new license and send it back to
you as soon as possible. We can only respond to license requests Monday - Friday 8
AM - 5 PM CST.

To verify proper licensing, reboot the host machine, then check the
Event Logger for any WIN-911 related errors.

Install Upgrade License

e Once you receive your new license file you can import it into CodeMeter.
e Open CodeMeter Control Center. Find your new license file and drag it onto the box
on the left side of the License tab

() CodeMeter Control Center - olEN|

File Process View Help

License Events Borrow

Drag and drop license file here!

CodeMeter is started. WebAdmin

Your new license is installed, and you can now install WIN-911 3.18.14.
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To verify proper licensing, reboot the host machine, then check the
Event Logger for any WIN-911 related errors.
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WIN-911 Overview

WIN-911 provides an innovation to alarm notification products and
methods. With these new concepts, complex alarm notification rules
can be easily rendered, significantly reducing development,
deployment, and maintenance efforts. WIN-911 Software introduces a
novel flow chart-style graphical interface to easily set up notification
“Strategies” and “Tactics.” Appropriate strategies are triggered by
events such as an alarm state (for example, a new alarm condition or
alarm that has recurred within a defined amount of time, etc.), and in
response the strategy invokes a set of instructions (tactics) based on
the policies developed by the WIN-911 administrator. Each tactic can
contain multiple instructions and can even contain other tactics (which
are referred to as sub-tactics). The method of assembling remote
alarm notification scenarios afforded by WIN-911 is substantially easier
to build, understand, visualize, and modify than other currently
available products.
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Figure 1 GUI(s)
1) | AppServers o
/’ ___________ \\ K
O : ] (11)
(I |
| 1
: Automated :
: Machinery I Dispatcher )
I : Module Email
: $\L I Remote
: 3) : | Notifier
| /( v (7) 5) Module
I SCADA I
: : Strategy(s)
\\..~ ’/,
“““““ MY
[ |
| ¥
Source 9)
Module
Tactics(1, 2,...n)
J ¢
Schedules | |[Roles

Figure 1 is a conceptual drawing that shows both the environment of
WIN-911 Version 8 and its main components. The typical environment
will be a plant or factory controlled by automated machinery (1)
embodying programmable logic controllers (PLCs) or the like. Such
machinery will typically be integrated into a SCADA network (3) hosted
by operating systems that will likewise host WIN-911. The automated
machinery uploads its data to the SCADA Network which centralizes
that data in a well-known manner and makes it available to other
applications and services running within the operating systems. WIN-
911 may comprise user-defined modules that query data from the
SCADA network and invoke strategies that receive alarm events and
gueue tactics that conduct remote notification procedures. A
configuration can contain an unlimited number of strategies (5). Based
upon a derived alarm event (7) each strategy can then invoke any
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number of user defined tactics (9). Each tactic may comprise a logical
series of tasks that handle alarm event messaging based on
predetermined conditions and user input. The tasks are configured by
utilizing a set of instructions that are subdivided into notifications,
decisions and miscellaneous. A tactic can likewise invoke other tactics,
which are called sub-tactics. When the tactics are complete, or the
alarm event terminates, the tactics and strategies end.

WIN-911's architecture is distributed between software modules that
seamlessly interact with each other. Each module consists of three
primary components which include an application server and GUI that
runs within Microsoft's Internet Information Services (11S) (11). This
allows the invention to be programmed and monitored through
internal password protected URLs that can be accessed by any
computer in the network. The third component is the runtime
executable that runs in the Operating System's Services. The module
manifest includes the dispatcher, data source, Email notifier, and
report modules, which are detailed below.

Dispatcher

The Dispatcher module is the primary component of WIN-911's
infrastructure. It maintains the execution of all strategies and tactics;
receives and implements programming from the GUI whenever a
schedule, strategy, tactic, or role edit is saved, and directs notifier
modules during runtime operations.

Data Source

The data source module communicates directly with the SCADA
network and receives alarm event data which it distributes to the
Dispatcher and the GUI. It receives and implements programming from
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the GUI whenever an edit is saved and works in conjunction with the
GUI to conduct alarm database imports. The module subscribes to
alarm services provided by the SCADA and validates the data's
integrity and security. It also receives alarm acknowledgement
messages from the Email notifier modules which it delivers to the
SCADA and receives acknowledgement confirmation messages which
it routes to the controlling strategy.

Notifier

Notifier modules receives remote notification tasking from tactics
running in the Dispatcher, subscribes as a client to the configured
gateway server, and contains the contact connection and gateway data
entered from the GUI. It receives and implements programming from
the GUI whenever an edit is saved. It utilizes the configured
notification protocols to deliver alarm messages, receives responses
from the alarm-responder with alarm acknowledgement requests and
report requests which it relays to the data source module for
processing by the SCADA.

Reporting

The Reporting module receives report tasking from tactics running in
the Dispatcher Module and interfaces directly with the data source and
notifier modules to conduct reporting as required by a tactic or an
alarm-responders request. The Reporting module receives and
implements programming from the GUI whenever an edit is saved.
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Figure 2
GUI
Source Strategy
Module Condition:  Acti
onattion: ction Email Notifier
New Alarm: Call Tactic 1 — , > | Email Tom Jones
g Tactic 1 No response
= VOIP Notifier
L | VOIP Cail Bob Smith
< No Ack Received
5| State Change: Call Tactic2 | — > | VOIPCallAll
Tactic 2 ‘Managers’
A B e el M et 1- Received Ack
—+>|  Alarm Ack: Stop All Tactics | —> Message
Terminal: End Strate .
&y Dispatcher Module
v

Figure 2 shows a hypothetical time-based series of events that
demonstrate the interaction of the modules during runtime. This figure
highlights how strategies and tactics share information in order to
execute remote notification rules during the life of an alarm event.

The scenario begins when the WIN-911 administrator assigns an alarm
event to the strategy he/she developed in the GUI.

Sometime after the configuration goes live the source module delivers
an alarm event message that it received from the SCADA and routes it

to the associated strategy within the Dispatcher module.

The strategy processes the alarm event condition according to its
policy and calls Tactic 1.
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Tactic 1 immediately instructs the Email Notifier to send an alarm
message to Tom Jones and waits the configured amount of time for a
response from Tom.

After the elapsed time expires, Tactic 1 again instructs the Email
Notifier to call Bob Jones and deliver the alarm event message and
process Bob's response, if any. In the scenario Bob declines to
acknowledge the alarm and Tactic 1 informs the strategy and
terminates.

Sometime later the source module receives an updated message from
the SCADA that the alarm event has escalated and routes the update
to the Strategy. The escalation event takes the form of a state change
and the stategy's state change policy calls Tactic 2.

Tactic 2 instructs the Email notifier module to broadcast an
asynchronous batch of Email messages to all Email connections
designated with "Manager" roles. One of them responds with an
acknowledgement code which the Email notifier relays to the source
module and subsequently delivers acknowledgement request to the
SCADA.

The SCADA accepts the acknowledgement and informs the source
module. The source module routes the acknowledgement
confirmation to the strategy which stops all tactics in progress in
accordance with its alarm acknowledgement policy and then
terminates the strategy.

Overview of Tactics and Strategies

Tactics are smart notification lists that determine who gets notified
and in what order. Strategies receive alarm events and invoke tactics in
response. As the state of the alarm changes the strategy updates the
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tactic by stopping it, restarting it, or invoking an entirely different
tactic. When the alarm state becomes terminal (inactive and
acknowledged) the strategy concludes by ending all associated tactics.
So tactics determine who gets notified, and strategies determine
when.

Two kinds of tactics are available for the WIN-911 user: 1) Basic and 2)
Advanced. The basic tactic (Figure 3) is a simplified, straightforward
callout list that operates in a synchronous fashion using configurable
delays to stagger the callout progression. Advanced tactics (Figure 4)
utilize a highly configurable notification flowchart that give the user
the ability to render complex escalation rules in an intuitive visual
format.

Name Escalation Routine 2
Description

Delay Before Notification Minutes 0 T Seconds 0 5

Repeats 0

Callout List | | Connection | Type | Re‘tries‘ Delay Between Retries Delay After
Torm Jones E 03 Minutes 2 5 Seconds 0 -
Wayne Smith 4 | 0 3 Minutes 0 ; Seconds 0O -

Figure 3: Basic Tactic
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B<]  Tomlones
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Operators ;,ﬂ' Wayne Smith
B 5
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®

Figure 4: Advanced Tactic

Strategies are composed of policy statements that specify a condition
and a subsequent action. For example: a policy could state that when
an initial alarm event occurs a particular tactic is to be invoked to
dispatch alarm notifications. The condition would be the initial alarm
event and the action would be to start tactic X.

In its simplest form (Figure 5), a strategy will contain three policy
statements, 1) an initial condition -> start tactic x, 2) on a change of
state -> renotify, and 3) on termination of the alarm event -> Stop
Strategy. An unlimited number of policy statements (Figure6) can be
used by clicking the Advanced Mode button.
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Tactics @

Name Alarm Notification Manager 3

Description

Start Tactic Escalate Level 3 O

Stop Condition  Alarm Becomes Terminal -
Advanced Mode

Policies Initial Event = Start Tactic Escalate Level 3
Any Alarm State Change 2 Re-Notify

Alarm Becomes Terminal 3 Stop Strategy

Figure 5: Strategy

Tactics @

Name Alarm Notification Manager 4

Description
Condition 2 Action

Policies
Initial Event ~ % Start Tactic ~ | Escalate Level 3 O
Any Alarm State Change ¥| @ | Re-Notify -

Alarm Becomes Terminal ¥ | 2 | Stop Strategy

Alarm Becomes Acknowledged ~ % Stop Tactic ~ Escalate Level 3

O

|Unspecwﬁed B Re-Notify -

®
Figure 6: Advanced Mode Strategy

WIN-911 Graphical User Interface Basics

WIN-911 introduces a website driven GUI that can be accessed
anywhere on the network. This frees the user to configure WIN-911
from any computer on site after providing the proper credentials.
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WIN-977 | Contact Notification, Alarming Reporting System @
» Link Driven Menu
Workflow
Welcome to WIN-911 = | Configure Contacts
Start here to define the connections WIN-911 wﬂrl contact and
WIN-911 Software is proud to present its newest and most advanced alarm ihclaciewaz i Sl ilusSiolrsac e outskishvoriy

notification system. WIN-911 Enterprise Edition introduces uprecedented reliability.
security, flexibility, and performance in a complete alarm notification system to
monitor your warld. Configure Notification

Define how alarm netification should take place. Create and
manage schedules and design custom notification strategies.

4

Configure Alarming
Create. manage. and orgranize the alarms monitored by the
WIN-911 system.

=3
=)

Workflow

Configure Reports
Create reports to summarize current data values and alarm
states.

Configure System
Manage your WIN-911 system's configuration.

il

Icon Driven Menu

The GUI is logically designed to follow a left-to-right (and top to
bottom) configuration workflow that is largely self-

documenting. Across the top is a link-driven menu the provides
navigation to all the WIN-911 workspaces. The large icon menu
located in the center of the welcome page is the more verbose
workspace and leads the user through the configuration process with
little need to refer to user documentation. In the event that more
information is required a help icon can be found on the upper right
corner.

Connections Selector List

On the left side of any workspace that exposes multiple objects for
editing is a collections selector list. Each list is equipped with powerful
tools for sorting, filtering and grouping the objects based on their
properties. The active sorting column is indicated by a black triangle in
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the middle of the column heading. Active filtering is indicated by a
yellow column header.

In the example below the Mobile-911 Connections list is shown.

WMobile-2911 Connections

Search: @

S
Name Y Description Y Device ID Y Roles Y
Tom Jones 3254dg21fg
Wayne Smith desdgger-dgeet-sgds321

2 records

®

Selecting a connection to edit: An individual connection is selected by
clicking the check box to the left of the connection'’s properties. Only
one connection can be selected at a time.

Sorting

When the name column has a black triangle pointing down, the
Mobile-911 connections will be arranged by name in descending
alphabetical order. Clicking on the triangle will reverse the list and
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cause it to be arranged in ascending order. A third click on the triangle
will deselect the column. Any property column can be sorted.

Search

The search field will filter the Mobile-911 connections collection
selector list by suppressing the display of Mobile-911 connections that
do not contain the character string entered. Any property column can
be searched. The search field will be highlighted yellow while the
search filter is in session. The refresh button © to the right.

Mobile-911 Connections

Search: Tom| @

S
Name Y Description Y Device ID Y Roles T

Tom Jones 3254dg21fg

Filtering

On the right side of the property column heading is a black filter
symbol. Clicking it brings up a custom filter design form. This form
provides several options the WIN-911 administrator can use to exclude
unwanted Mobile-911 connections from being listed in the collection
selector. "And/Or" expressions can be created that key on the selected
property data for inclusion or exclusion. A filter can be configured for
any property column. The selected property (Name or Description)
column header will be highlighted yellow while the custom filter is
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applied. If more than one column has filters applied, each will be
highlighted.

Grouping

Dragging and dropping a property column header into the grey area
above the Mobile-911 connections list will cause the collection
selector to group the Mobile-911 connections accordingly. The
collection selector now lists the title of the selected object in bold font
with a drop-down arrow to the left. Click on the drop-down arrow and
the collection selector will drop a list of all the Mobile-911 connections
that contain a particular object title. Groups can be compounded by
dragging another object into the "Group by" field. Grouping can be
removed by hovering over the group title and clicking the "X" that
appears to the right of the title. Any property can be grouped.

Mobile-911 Connections

Search: @
S
Mame Y Description Y Device ID Y Roles ¥
Toem Jones 3254dg21fg
Wayne Smith desdgger-dgest-sgds321
Create/Copy/Delete
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Select an object by clicking on the selection tick-box to the left of the
object name. This will enable the Create, Copy, and Delete buttons on
the bottom list. With them you can make copies of objects, create new
ones and delete existing objects.

Mobile-211 Connections

Search: @

S
Name Y Description Y Device ID T Roles Y
B | Tom Jones 3254dg21fg
Wayne Smith desdgger-dgest-sgds321
Create  Copy 2 records Delete

Ol®

Example: Configuring an Advanced Tactic

Design advanced tactics by clicking the navigation links
/notification/tactics/advanced tactics/. Click the add-create icon (+) at
the bottom right of the tactics list to bring up a blank advanced tactic
workspace in edit mode (Figure 7). Enter a unique name for the tactic
and give it a brief description in the fields provided. The blank tactic is
represented by a green circular start node (where the tactic begins)
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and red end node (where the tactic concludes) and directional link
lines that represent the flow of tasking.

@

Name

Description

@ The Name field is required.

®

Figure 7: Blank Tactic Workspace

Drag and drop tactical instruction blocks from the right-hand pane (1)
directly into the tactic design workspace (2). Blocks are chosen from
the three categories Notification, Decision, and Miscellaneous. Position
the block by dropping it on the link in the place where you want the

block to execute (Figure 8).
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Name Enter a name for this tactic 7
Description
|
® m
{ Unspecified }
X

& Send Report to
I
+
S Sub-Tactic

@ The Mame field is required,

Figure 8: Placing Notification Block in Tactic
One the notification block is in place, double-click over the center

(Unspecified) of the block with your mouse to open the edit option
selection box. Click to enter the edit dialog.
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7]

@O
@C‘D@@E

Figure 9: Entering Notification Block

The Edit Properties box will populate the connections list with all of the
connections in your Contact database. Select the one you want to

remotely notify and then close the properties box by clicking @
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Edit Properties x
Connection

Search: @

P
Type Y MName 7V Description T ConnectionString Y Acknowledgable ¥ Roles 7

H  Email Tom Jones tom@win911.com I

Mobile911 Wayne Smith 234ave-skoh749-bthotu
1 of 2 selectad
Ignore Schedules

Wait for Maotification to Complete

O

Figure 10: Edit Properties of Notification Block

Once the edit is complete the tactic will appear (Figure 11) with the
Notification block appearing with the selected connection named and
type of connection shown by the red icon on the left (in this example
Tom Jones is an Email connection).
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O =4 Notify
. |
Name Enter a name for this tactic
Description II Notify Al
(=1
Send Reportto
i £ Recipient

B Tom Jones

X

.

@ The Name field is required.

Figure 11: Complete Edit of Notification Block

To add a delay (Figure 12) between Tom Jones notification and the
next task, click the Misc tab (1) at the bottom right. The Misc panel
with display and from that click and hold the Delay block (2) icon and
drag-and-drop (3) it on the tactic beneath Tom's Notification block.

: % €
(T O G
B4 Tom Jones " I /

Description

@ The Name field is required.

Notifications  Decisions

54



WIN-911 User Guide

Figure 12: Adding Delay Block to Advanced Tactic

Double-click the center of the Delay block to open the Edit Properties
dialog. From there, use the up-arrows in the Minutes combo-box to

set the delay for 5 minutes. Click Q.

Edit Properties *
Minutes o
Seconds o3

O

Figure 13: Editing Delay Block Properties

Next click the Decisions tab (1) and the Decisions selection panel
appears. Drag-and-drop the Ack Decision block (2) on the tactic,
beneath the Delay block (3). The left side of the Decision icon with the
red tip points to the false path that the tactic will take of the alarm
event is NOT acknowledged when the tactic reaches that point. If the
alarm event IS acknowledged, then the tactic will make a right turn and
take the true path.
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@

V

10
-
A

@ The Name field is required.

>
<o

® Nutiﬂ(aliuns Misc
Figure 14: Adding Decision Block to Advanced Tactic

Lastly in this example, click the Notification tab (1) and the Notification
panel reappears (Figure 15). Drag-and-drop the Notify All block (2) in
the false path (3) of the Ack Decision block.

o) N

@ *
= =
Name Enter a name for this tactic
Description @
—
7 ] sendReportto
? \

Notify All & ’
b 4/’

@ The MName field is required.

Figure 15: Adding Notify All to Decision Block
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Edit the Notify All block by double-clicking the center of the icon. This
will open the Edit Properties dialog (Figure 16) of the Notify All block.
Select Operators Role and then click Q.

Edit Properties x
Role
Search: @
s
Name Y Description T

LEVEL T Managers of all levels

. ReWEELT Field Operators

1 of 2 selected
Ignore Schedules

Wait for Notification to Complete

OO,

Figure 16: Notify All Edit Properties Dialog

The advanced tactic is now complete and ready to be saved (Figure
17), however, the button is disabled (1). The configuration information
bar at the lower left (2) states that the tactic must be given a name
before it can be saved. Enter a unique name in the Name field (3) and
the save button will be enabled, allowing you to save the tactic for use
in a strategy.
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© :

Name

Description

2

®
©

@ The Name field is required.

Figure 17: Tactic Complete

Send Repert to =
Recipient

II Send Reportto O

Al

B
wn
&
4
8

ALY Decisions  Misc
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Getting Started with WIN-911

The following guide will explain some key concepts of WIN-911 by
walking new users through the configuration of a simple alarm
notification system with OPC DA and Email. While the specific
technologies discussed may not be applicable to your system,
WIN-911 has been designed in such a way that configuring a
connection to one data source or configuring a specific notification
method is not that different from configuring another. The
fundamental concepts are the same and this guide will serve as an
introduction to the platform as a whole.

Note: This scenario is based on the OPC DA datasource, due to its
generic and wide-spread use. If you are using a different
datasource, the details concerning your datasource configuration
are likely to be significantly different in this respect.

There are three basic things that must be configured in every WIN-911
system: who must be notified, when must he be notified, and what he
must be notified about.
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Accessing the WIN-911 Configuration

e@ﬁ; ittp://win-pojakblifol/WINZ11//MainPag O ~ & || & /MainPageWorkspacePag... ‘ | f A I
WIN-9T7 Contact Notification Alarming Reporting System

Welcome to WIN-911 Configure Contacts

Start here to define the connections WIN-911 will contact and
the gateways WIN-911 will use to reach the outside world.

)

WIN-911 Software is proud to present its newest and most advanced alarm
notification system. WIN-911 introduces unprecedented reliability, security,
flexibility, and performance in a complete alarm netification system to monitor your
world, Configure Notification

Define how alarm netification should take place. Create and
manage schedules and design custom notification strategies.

P

Configure Alarming
Create, manage, and orgranize the alarms monitored by the
WIN-911 system.

Configure Reports
Create reports to summarize current data values and alarm

© 2017, WIN-911 Software, All Rights Reserved. U.S. Pat. No. 9,535,570.
WIN-911@® and Mobile-911® are registered trademarks of WIN-911 Software. All other trademarks cited herein are the property of their respective owners.

WIN-911 is configured with a web-driven interface that resides in the
Internet Information Services (IIS) of the WIN-911 host computer.
There are two ways to open this website: 1) clicking the shortcut that
was created in the WIN-911 host's start menu, or, 2) opening a
browser anywhere on the WIN-911 network and entering the WIN-911
Configuration URL.

The WIN-911 installation creates a "WIN-911 Configuration" shortcut
in the start menu of the OS that hosts WIN-911. Simply double-click
on the shortcut and your browser will open to the WIN-911
Configuration website. You will be challenged for the proper
credentials before you are allowed to proceed.

The WIN-911 Configuration website can be accessed from any

computer that is on the WIN-911 network, if you have the proper
credentials. Simply open a browser and enter the URL: "http://'WIN-
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911 computer name'/WIN911". Note that the last segment of the URL
does not contain a hyphen in WIN911. For example: if WIN-911 is
installed on a computer named COMP1 and you are a remotely
located user (say on computer COMP6), you would start IE and enter
http.//COMP1/WIN911. From there you can enter your credentials and
modify WIN-911 as desired.

Configure a Notification Method

Gateways

It is considered a best practice to configure any new installation by
starting on the notification side of things, so we will begin by
configuring our Email Gateway. Every Notifier has a Gateway. The
Gateway defines the set of information required by WIN-911 to access
the outside world. In the Mobile-911 Notifier this is your Mobile-911
server address, for SMS, your modem hardware settings, for Voice, this
is your SIP server address and its associated settings or your TAPI
modem configuration.

Launch the WIN-911 user interface by opening the shortcut placed in
your Windows Start Menu after installation. This will open your
browser and navigate to the locally installed Silverlight application.
Find the Email Gateway workspace by clicking Contact > Email >
Gateway.

Configuring your Email Gateway is much like configuring any Email
client like Outlook or a smart phone application. WIN-911 supports
SMTP for outgoing mail and POP or IMAP for incoming mail. Obtain
your mail server settings from your network administrator, Email
hosting provider or ISP. Customers using Exchange Server should
consult with their mail administrator about configuring an SMTP relay.
Place the settings provided to you in their respective fields.
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WIN-977 Notification Alarming Reporting System ©)
m Mobile-911 SMS Voice Roles Schedules
Connections Formats

QOutgoing Server Incoming Server
Type SMTP
Host smip.mycompany.com

m Use TLS/SSL
Allow invalid certificates
Port 587 &

Email Address win911@mycompany.com

m My server requires authentication

Username win911@mycompany.com

Password ssssssssases

Test Outgoing Server Settings

WIN-977 Notification Alarming Reporting System @
m Mobile-911 SMS Voice Roles Schedules

[€EIEVEV] Connections  Formats

Qutgoing Server ncoming Server

m| Enable Incoming Email (Required for Acknowledgement and Requests)

Type POP3
Host pop.mycompany.com
m Use 55L

Allow invalid certificates

Port 995 §

Poll Rate (min) 13

Use Outgoing Credentials Specify

| Test Incoming Server Settings |
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There are two configuration items worth bringing to light here. The
first is, in order to connect to your mail server, you must acknowledge
the fact that WIN-911 needs exclusive access to the mail account
credentials you provide. WIN-911 will use this account to send and
receive mail. It will also delete any mail sent to this address as it
processes it, for this reason, you should not use this account for any
other purpose. Secondly, you can disable incoming mail by unchecking
the incoming mail option on your gateway. This means that users will
not be able to acknowledge alarms or make alarm and report requests.
If you wish to allow some users to have incoming mail privileges and
others not to, enable the feature here and configure the option on a
per-user basis. We'll discuss this in the next section

Connections

A connection defines the specific endpoint WIN-911 will send a
notification to. For the Email module, this is an Email address. In other
modules, like SMS and Voice, this is a phone number. The connection
also defines the format that should be applied to messages, for both
alarms and reports. The connection also determines the hours during
which a user should be notified, his personalized Schedule.
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o & hitp://desktop-rbtpddh/ Wit O ~ & || (& /Contact/Email/Connections

WIN-977 Notification = Alarming. Reporting . System @
Mobile-911 SMS Voice Roles Schedules
Gateway Formats

Email Connections v 1 General Alarm Format Report Format Ack Options Alarm Reques »

Configure Gateway @

Name Bob Jones
-
®  Name Y Description Description

Email Address bobjones@mycompany.com

Schedule Always - @
Connection Type SENGEGRIQETROGLL MWl Use an Email to 5MS Gateway

- @ ®

| Send Welcome Message

B

Enter a unique name for the connection and an Email address. Pick a
Schedule from the list of default Schedules available to you, or if none
of these meet your needs, click the arrow next to the list of Schedules
to be taken to a workspace where you may define a new one.
Schedules are configured using a calendar control much like any
scheduling application. Use the GUI to configure when a connection is
on or off duty. When you're done, use your browser’s back button to
finish configuring your connection. You may also attach a Role to a
Connection. Roles are used to organize connections. We'll talk about
Roles more when we discuss alarm escalation. There are a few
predefined Roles already configured. Use the arrow button to create a
new one, if you would like to. An arrow next to any field will take you
to a workspace where you may configure that setting. You'll find this
pattern repeated throughout the WIN-911 user interface.
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- O X
e & http://desktop-rbtpddh/ Wik O ~ & (2 /Contact/Email/Connections

WiIN-977 [Rncel Notification  Alarming Reporting  System @A
HCll] Mobile-911 SMS| Voice Roles Schedules

Gateway Formats

Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Subject | Default Subject (WIN-911 Alert) M

Email Connections

Body HTML Short v

Preview

To: bobjones@mycompany.com

Subject:  WIN-511 Alert
WIN-911 Alert

Pump Station #5 : Tank #42 : below a safe level is...

ACTIVE ACKED

Alarm Details

Area: Pump Station #5
MName: Tank #42
Condition Name: below a safe level
Severity: 50

Acked By: Actor

Comment: Ack Comment

H ™).

Select an Alarm Format that best suits your needs. You may format the
subject and body in any way you wish. WIN-911's message formats are
stored as XSLTs. XSL is a powerful programming language used for
transforming XML documents. WIN-911 uses XSLTs to transform
alarms into Email messages, voice calls, text messages, etc. Editing XSL
is quite a complex task and is well outside the scope of this document.
For more information on creating XSLTs, consult with W3Schools or
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contact WIN-911's support department. We'll be glad to help you
design a Format that best suits your needs.

o & nttp:// desktop-btpddh/WINE O ~ & & /Contact/Email/Connections

WIN-97T Notification., Alarming = Reporting System @
m Mohile-911 SMS  Voice Roles Schedules

Gateway [N Formats

General Alarm Format Report Format Alarm Request Options Utilizers

Ack Type Arknn ,-_!.n..,p‘.ph, i

Ack with Password

Email Connecions

Do Not Allow

Include the ticket number of the alarm you wish to acknowledge in the subject. Add a comment by writing
'Comment:" in the body of your email, followed by the comment you wish to provide.

OO,

The Ack Option tab defines how alarms should be acknowledged by
this connection, or if this connection should be allowed to
acknowledge alarms at all. Select “Ack on Any Reply” and when
WIN-911 receives a reply from this connection about an alarm,
WIN-911 will acknowledge the alarm. Select “Ack with Password” to
require a specific phrase be present in the reply message.

There are a few more settings available for you to configure, but they
are not necessary. For the full documentation regarding Email
Connections, see the WIN-911 Email manual. Save the Connection and
we'll move on to configuring your escalation rules.

Configuring Escalation
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The Dispatcher module is responsible for accepting alarms from data
sources, running your escalation rules to determine who should
receive those alarm messages and when. It sends these messages out
to the appropriate notification module, which will, in turn, send them
to their final destinations.

Strategies

Strategies are simply a list of events and how WIN-911 should respond
to those events.

e & hitp://desktop-rbtpddh/WIF O ~ & || & /Matification/Strategies
WIN-977 Contact \[sJiilecldel)] Alarming, Reporting - System @
Tactics

Strategies Policies  |ILeRES
sesren @ Tactics @
Name Default
Name T Description  Motify All, Re-notify on state changes, and Stop when Inactive and Acknowledged
B Default |:
Do Net Notify Policies Initial Event 2 Start Tactic Notifyr All

Any Alarm 5State Change 2 Re-Notify

Alarm Becomes Terminal = Stop Strategy

1 *

4 v
1 of 2 selected

Ol

The Default Strategy will send every alarm to every connection
configured in your WIN-911 system and send every update about
every alarm to every user who previously received a message about
the alarm. It will stop sending messages after the alarm is Terminal. An

0 This built-in object may not be modified. Use the copy button to create an editable version.
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alarm is considered Terminal when it is inactive and acknowledged.
The Strategy only has three rules, formally called Policies, which define
this behavior.

Initial Event -> Start Tactic “Notify All”
Any Alarm State Change -> Re-Notify
Alarm Becomes Terminal -> Stop Strategy

The first rule means that when the initial alarm is received, WIN-911
should start a Tactic called "Notify All.” The Tactic determines who
should actually be notified for an event. The “Notify All" Tactic tells
WIN-911 to notify every connection configured in the system about
the alarm. When it does so, it takes into account the Schedule defined
for the connection. If the connection is on-duty, the alarm will be sent,
if it is off-duty, the connection will be passed over. We'll talk more
about Tactics later.

The second rule says that when any state change is received for the
alarm, WIN-911 should send a message to anyone who previously
received a message regarding the alarm. An alarm is considered to
have changed state when either the active or acknowledged state
changes.

The last rule says that when the alarm is both active and
acknowledged, it should stop processing the strategy rules for the
alarm. This ends the life-cycle of the alarm.

There are two types of Tactics, Basic and Advanced. Basic Tactics are
simply a list of connections. When a Basic Tactic is started, everyone
on the list is notified. Basic Tactics are easy to configure, and
correspondingly, offer less flexibility regarding notification. That said,
they meet the majority of users’ needs and have the added benefit of
being quite easy to maintain.
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Advanced Tactics are essentially flow charts which determine who
should hear about an alarm. Each block in the chart represent either an
action to be taken or a decision to be made. These actions are
generally Notification Blocks. Notification Blocks send messages to the
connections specified in the block. You may also place a Role in a
Notification Block. When you do this, any connection which has that
Role attached, will be notified. Decision Blocks allow the chart to
branch, decisions may be made based on properties of the alarm or
the amount of time the tactic has been executing. Advanced Tactics
are quite powerful and quite nuanced. A full discussion on them can
be found in the Dispatcher manual. You may have noticed that we
haven't configured anything on the Dispatcher yet. We'll go ahead and
stick with the Default Strategy for now, and move the discussion along
to the OPC module.

Configure Data Sources

Sources

WIN-911 needs to know where to look for your alarms, or in the case
of OPC DA, where to access your data so it can generate alarms based
on the information it's provided. This point is an important one, so I'll
state it plainly. Alarms are configured in WIN-911 for OPC DA data
sources and WIN-911 determines when a specific alarm condition
exists. Other Data Sources, like iFIX, CIMPLICITY and FactoryTalk
determine when an alarm condition exists and pass that information
onto WIN-911. This means that, with the exception of OPC DA, all of
your alarm maintenance remains in your SCADA where it belongs. The
remainder of this guide will assume that you have a locally installed
OPC DA server and at least one digital point configured in that server.

69



Getting Started with WIN-911

= O *
e (2 hitp://desktop-rbtpddh/WIl O ~ & || & sAlarming/OPC-DA/Sources
WIN-977 Contact Noetification Reporting. - System @

[ely ey InTouch RtOl CIMPLICITY FactoryTalk A&E iFIX Labels
Alarms Import

OPC DA Sources

MName My KEPServer
Description

Machine Name  localhost
F N
®  Name Y Description ¥ Ma

I:' Server Class Kepware KEPServerEX.VS

OO

B

Start configuring your OPC DA module by connecting WIN-911 to
your OPC server. In the OPC DA menu, create a new Source. Once
again, the Name field is user defined and does not relate to any
setting on your server, so be as descriptive as possible. The Machine
Name is the hostname or IP address of the computer that your OPC
DA server is installed to. If the server is running on the same machine
as WIN-911, set this to “localhost.” The server name is the name of
your actual OPC DA server. Leave the radio button set to “Single
Source.” Redundant OPC DA is outside the scope of this document.
Save the Source and click the Alarms link in the navigation menu to
create an OPC DA alarm.

Alarms

70



WIN-911 User Guide

— O X
o 2 http://desktop-rbtpddh/ Wit O ~ & (2 /Alarming/OPC-DA/Alarms

WIN-977 Contact Noetification Reporting. - System @

[ely ey InTouch RtOl CIMPLICITY FactoryTalk A&E iFIX Labels
Sources Import

Items v h tem Alarms

Name Freshwater Gate Valve

Description

®  Name Y ItemID

Area
Source My KEFServer M @

Item 1D SCADA FreshWaterTank.GateValve
Update Rate 1,000 ms -

Units

Item Labels @ @

B

There are two components to any OPC DA alarm, the data on which
the alarm is based, and alarm definition itself. Create a new item and
enter a descriptive name for it. Again, the Name field is user-defined
and does not relate to any setting on your OPC DA server. Select the
OPC DA Source you configured previously. Type the Item ID of your
OPC DA item in the Item ID field, or click the browse button to browse
your server directly. Units are optional and are always a good idea, if
you're dealing with an Analog Item. Since our point is Digital, we'll skip
it.

Labels

Labels are another organization feature of WIN-911, much like Roles.
Tactics can treat Alarms with specific labels differently that other
alarms. For instance, if you label alarms by building or assembly line,
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you can use a Label Decision Block to notify one set of your personnel
about alarms on assembly line 1 and another set for alarms on
assembly line 5. We'll skip labels for our Digital Alarm for now, but this
is a powerful feature that you'll want to revisit once you create your
production configuration.

— O x
e 2 hitp://desktop-rbtpddh/ Wit 2 ~ & (2 /Alarming/OPC-DA/Alarms

WIN-977 Contact Notification Reporting | System @

[O1X @MY InTouch RtOl CIMPLICITY FactoryTalk A&E iFIX Labels
Sources m Import

Items T8 ltemn Alarms
Name Valve Open
Description
[ ] Mame T ltemID

Condition Item Value 7 0
Strategy Default - @

Units
Severity ] 500 =

Item Labels

Labels @ @

H®

Click the Alarm tab to define the condition under which this OPC DA
Item will generate an alarm. Our alarm will be triggered when the
value is not zero. Enter a descriptive name for the Alarm and set the
Condition so that when the Item Value is not equal to zero, our alarm
is triggered. Set the Strategy to the Default Strategy, which we
discussed earlier. The Strategy selection you make here is how WIN-
911 associates alarms with specific Strategies. We're telling WIN-911
that when this alarm condition is met, it should execute the Strategy
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defined here. The Strategy then executes the Policies configured
within it.

Before we save our Alarm, it's worth mentioning that WIN-911's
configuration is live. As soon as you make changes to your
configuration, they're executed. If you need to do maintenance on
your WIN-911 system and wish to avoid sending nuisance alarms to
your users, you should place WIN-911 into Standby Mode. You'll find
this option in the navigation menu under "System >
Standby/Activate."

Once you're satisfied with the changes you've made to your
configuration, simply place WIN-911 back into Active Mode.

Let's save our alarm and toggle the OPC DA item in our OPC DA server
to "1." You should receive an alarm message at the Email address you
configured at the beginning of this guide. It should look something
like this:

WIN-911 Alert

: Freshwater Gate Valve : Valve Open is...

ACTIVE UNACKED

Alarm Details

Area:

Mame: Freshwater Gate Valve
Condition Name: Valve Open

Severity: 500

Congratulations on configuring you first WIN-911 System.
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What just happened? You triggered the alarm by toggling it to a non-
zero value. This is the Initial Event that the Default Strategy
mentioned. Because the initial event was received, WIN-911 started
the Notify All Tactic, which sent the alarm message out to everyone in
your WIN-911 system. Everyone includes our one and only Email
connection, so we received the alarm message.

Toggle the OPC DA item back to zero and the alarm state will become
inactive. Because this represents a state change, the Default Strategy
will execute the Policy for Any State Change., which tells WIN-911 to
renotify everyone who was sent the alarm message again. You should
get an Email indicating that the alarm is now inactive.

If you set your connection up with the "Ack on Any Reply" setting,
reply to this message. Leave the subject alone, it contains a ticket
number, which WIN-911 uses to identify which alarm you would like to
acknowledge. You can leave the body of the Email blank, or leave it
filled with the history of your thread. If you set WIN-911 to require a
password to acknowledge the alarm, enter that password anywhere in
the body of your Email.

After WIN-911 acknowledges the alarm, you'll receive another
message, because of your renotification policy, which will indicate that
the alarm has indeed been acknowledged. Because the alarm in now
Inactive and Acknowledged, WIN-911 will stop the executing Strategy
and the lifetime of the alarm is now completed.
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The contact information, including Gateway Settings, Connections,
Roles, and Schedules are specified in the Contact pages. Start here to
define the connections WIN-911 will contact and the gateways WIN-
911 will use to reach the outside world.

Manage Email Settings

Email notification allows for one-way or two-way communications with
any Email capable device. Messages may contain either rich HTML or
plain text for compatibility with a wide range of devices.

Manage Mobile-911 Settings

Start here to define the connections WIN-911 will contact and the
gateways WIN-911 will use to reach the outside world.

Manage Voice Settings

Voice notification allows for two-way communications with land-line,
mobile, and soft phones using TAPI or VolIP technology.

Manage SMS Settings

SMS notification allows for one-way or two-way communications with
any SMS capable device. Messages appear in plain text for
compatibility with a wide range of cellular devices.

Organize with Roles
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Roles represent a label for organizing connections based on

availability, location, or responsibility. Roles can be used in a
notification tactic to notify all connections with something in common.

Schedules

Schedules define the availability of connections and can be used in a
notification tactic to control notifications.
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Email Gateway

Define the settings required to connect to your local or Internet-based

Email server.

« All required settings are available from your Email administrator.

« WIN-911 is capable of using different servers for outgoing and
incoming mail.

« WIN-911 requires a dedicated Email address due to the way it
handles the inbox. Any messages left in the inbox will be deleted
from the server by WIN-911 at runtime.

Outgoing Server

Sl Rgi- gl Incoming Server
Type SMTP
Host mail.wini911.com
 Use TLS/S5L

Allow invalid certificates
Port 587 &

Email Address ©  Alarm.Server@win911.com

m My server requires authentication

Username Alarm.Server@win91 'I‘cum‘

Password [TTTITTITITTY

| Test Qutgoing Server Settings |

The gateway email account must be reserved for exclusive use by WIN-971. Do not attempt to access the account
from another mail client. Be aware that WIN-911 will delete messages on this account.

[ | understand the abave warning.

Type
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WIN-911 uses SMTP as the outgoing server protocol.

Host

Specify the server name or IP address of your outgoing Email server.

Use TLS/SSL

Check this box if the outgoing server WIN-911 will use requires
encryption.

Allow Invalid Certificates

Allow WIN-911 to transact with a server using a self-signed certificate
or an expired certificate. Note that this option is less secure.

Port

Enter the port number that the WIN-911 Email server will use to send
outgoing Email.

Email Address

Enter the dedicated Email address in the text entry box that WIN-911
will use to dispatch alarm and report messages, and receive
acknowledgement and report requests.

Username and Password

Specify the credentials required by your server.
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Test Outgoing Server Settings

Click "Test Outgoing Server Settings" button to test WIN-911 ability
to connect to the mail server and send messages. If the server values
have been properly set, WIN-911 will display a "success" message. If
the test fails, refer to the Windows Event Viewer for details
concerning the error that occurred when the test was attempted and
take corrective action.

Understanding required Warning Message

Note: Before the gateways settings can be saved, WIN-911 requires that
you read the following warning and check the confirmation box to the
lower right.

The gateway Email account must be reserved for exclusive use by
WIN-911. Do not attempt to access the account from another Email
client. Be aware that WIN-911 will delete messages on this account.

Incoming Server
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Qutgaing Server ncoming Server

u Enable Incoming Email (Required for Acknowledgement and Requests)

Type POP3
Host pop.wind11.com
g Use S50
Allow invalid certificates
Port 995 &
Poll Rate (min) © 1 &

Use Outgoing Credentials Specify

| Test Incoming Server Settings |

The incoming server can use either the POP3 or IMAP protocol to
receive incoming acknowledgement and report requests.

Enable Incoming Email (required for Acknowledgement
and Report Requests)

Click this check box to configure WIN-911 to receive incoming mail.

Type

WIN-911 supports POP3 and IMAP as the incoming server
protocol. The default protocol is POP3.

Host

Specify the server name or IP address of your incoming mail server.
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Use SSL

Check this box if the incoming server requires encryption.

Allow Invalid Certificates

Allow WIN-911 to transact with a server using a self-signed certificate
or an expired certificate. Note that this option is less secure.

Port

Enter the port number that the WIN-911 Email server will use to
receive incoming mail.

Poll Rate (min)

Enter frequency in minutes that WIN-911 will poll the server for
incoming mail.

Use Outgoing Credentials or Specify

In the event that the mail server uses the same credentials for
incoming mail as it does for outgoing, use the default setting of "Use
Outgoing Credentials". Otherwise select "Specify" and enter the
username and password required by the incoming server.

Test Incoming Server Settings

Click the "Test Incoming Server Settings" button to test WIN-911
ability to connect to the mail server and receive mail. If the server
values have been properly set, WIN-911 will display a "success"
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message. If the test fails refer to the Windows Event Viewer for details

concerning the error that occurred when the test was attempted and
take corrective action.
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Email Connections

Connections specify a destination for alarm notification reports. Email
connections also determine just what you will see in alarm and report
Email messages, connection availability and the permissions a
connection has been granted concerning acknowledgement and
report requests.

General

Alarm Format Report Format Ack Options Alarm Reguest Options Utilizers

Configure Gateway @

Name Tom Jones

Description

Email Address tom@wing11.com
Schedule Always

Connection Type Standard Email Connection

Roles

Send Welcome Message

Name

Each Email connection must have a unique name that identifies the
particular Email connection.
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Description

An extra text field for organization and administration purposes,
similar to a code comment.

Email Address

View or enter the Email address that WIN-911 will send assigned
alarm and report messages to for this connection. It is acceptable to
assign a unique Email address to multiple connections if your
situation warrants such action; however, a warning message will be
generated to inform the WIN-911 administrator that a pre-existing

connection already uses this address and lists the number of times it
has been used.

Schedule

View or select the schedule that WIN-911 will honor when sending
alarm and report messages. A connection can have only one assigned

schedule, but a schedule can contain multiple appointments. See
Schedules.

Connection Type

Standard Email Connection

This connection type is for sending email messages that will be
received as email.

User an Email to SMS Gateway

This connection type is for sending SMS messages to the alarm
responder that originate from WIN-911 as an Email
connections. This type requires a 3rd party Email to SMS proxy.
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Most wireless service providers offer this service. The alarm
responder can acknowledge the alarm by replying to the text
using the ticket number and password, which is discussed in the
Ack Options

Roles (for use by Advanced Tactics)

View or assign roles to the selected connection by clicking the add
button in edit mode. Each connection can have multiple roles. See
Roles.

Send Welcome Message

Click the "Send" button in view or edit mode to send a WIN-911
Welcome message to the selected connection. The welcome message
will test the gateway and connection settings as well as provide the
recipient vital information about how to use his/her Email account to
receive alarm and report messages and request acknowledgements,
reports, and alarm updates.

Alarm Format
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General Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Subject  Default Subject (WIN-911 Alert)
Body HTML Short

Preview

To: tom@wind11.com
Subject:  WIN-911 Alert

WIN-911 Alert
Pump Station #5 : Tank #42 : below a safe level is...
ACTIVE ACKED

Alarm Details

Area: Pump Station #5

Name: Tank #42

Condition Name: below a safe level

Severity: 50

Acked By Actor

Comment: Ack Comment

Subject

View or select the contents of the alarm message subject. It can
contain a static default subject of "WIN-911 Alert" or use a dynamic
alarm descriptor that is taken from the report definition during
runtime.

Body

View or select an alarm message format from the five available
options: Default Text Simple, Default Text Verbose, Default HTML
Simple, Default HTML Verbose, and Diagnostic. The simple selections
include minimal information about the alarm whereas the verbose
options include amplified details. The Diagnostic option is the most
detailed and includes information regarding Email notifier modules
interaction with the Email server and is not intended for normal
remote notification operations. The HTML options include a more
visually appealing, rich presentation with a color-coded alarm
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condition and acknowledgement information but will not be
compatible with "text-only" Email servers or devices.

Preview

A "What You See is What You Get" window shows the administrator
what an alarm message will look like with the current options
selected.

Report Format

Subject

View or select the contents of the report message subject. It can
contain a static default subject of "WIN-911 Report" or use a dynamic
report descriptor that is taken from the report definition during
runtime.

Body

View or select the report message format from the four available
options: HTML Report, Default Report (Horizontal), Plain Text Vertical
Report, and Plain Vertical Report Verbose. The simple selections
include minimal information about the alarm whereas the verbose
options include amplified details. The HTML options include a more
visually appealing rich presentation with color-coded alarm condition
and acknowledgement information but are not compatible with text
only Email servers or end-users.

Preview
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A "What You See if What You Get" window shows the administrator
what a report message will look like with the current options
selected.

Ack Options

General Alarm Format Report Format Ack Alarm Reguest Options Utilizers

Ack Type Ack on Any Reply

Ack with Password eFF2%z

Do Net Allow
nclude the ticket number of the alarm you wish to acknowledge in the subject. Write your password anywhere in the
body of your email. Add a comment by writing "Comment:" in the bedy of your email, followed by the comment you
wish to provide.

H

Select the connection's acknowledgement options with this tab.

There are three options each Email connection can be configured for
concerning the ability to issue acknowledgement requests: Ack on
Any Reply, Ack with Password, and Do Not Allow. In edit mode this
setting can be selected or modified by clicking the desired

button. The "Ack with Password" option contains a text entry box
where the ack password is defined. The password will not be visible in
view mode.

To provide a comment with your acknowledgement, enter
"comment:" followed by your comment in the body of your reply
Email.
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To acknowledge alarms using a password, include the password in
the body of your reply Email.

Note: If the connection type is set for "Use an Email to SMS Gateway"
you may not select "Ack on Any Reply" as your ack type.

Alarm Request Options

General Alarm Format Report Format Ack Options Alarm Request Options

n WIN-911, labels provide a way to organize alarms and connections have the ability to request alarms by label,
alarm state, etc. This connection has permission to request the following alarms:
All Alarms
Specific Labels @

® EEm~

B

WIN-911 labels provide a way to organize alarms and connections
have the ability to request alarms by label, alarm state, etc.

Select the connection's alarm request options by clicking one of the
two options: All Alarms, or Specific Alarms. If the Administrator wishes
to limit the connection’s alarm request to specific labels, the labels
must be added using the labels selection tool. There are no limits to
the number of labels that can be assigned to a connection.

See Labels for more details.
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Utilizers

General Alarm Format Report Format Ack Options Alarm Request Options Utilizers

FS
Type T Name Y
Tactic  Escalate Level 3

Tactic My Advanced Tactic

B

The Utilizers tab is a booking keeping device that lists all of the tactics
associated with this contact. When utilizers are present WIN-911
prevents the contact from being deleted. If you wish to delete the
contact, you will first have to modify the utilizing tactic in a manner
that will unlink it to this contact. Once all utilizers are cleared, the
contact can be safely deleted.
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Email Formats

Email Formats use XSL to determine how alarms and reports are
formatted in your e-mails. As of 3.16.9, WIN-911 allows users to create
and customize their own formats for each notifier.

WIN-377 Notification Alarming . Reporting..System @
Mobile-911 SMS Voice Roles Schedules
Gateway Connections

M Utilizers
Search: @ Name HTML Short
Target Data  Alarm
-
Name T DataType 7 Message Part ¥ Message Part  Body
Alarm Descripto Al Subject
arm Bescripter am R Message Format  HTML
Def: (WIN-O11 Alert)  Alarm Subject
Default Subject (WIN-011 Report) Report Subject Preview |
Diagnostic Alarm Body WI N _9 1 1 A ert
HTML Long Alarm Body Pump Station #5 : Tank #42 : below a safe level is...
HTML Report Report Body ACTIVE ACKED
m  HTMLShort Aarm Body
HTML Short Condition Alarm Body
Plain Text Long Vertical Report  Report Body Alarm Details
Plain Text Short Horizontal Report Report Body Area: Pump Station #5
Plain Text Short Vertical Report  Report Bady Na'“e_‘_ Tank #42
Condition Name: below a safe level
Report Descriptor Report Subject .
Severity: 50
Text Long Al Body
=kens am oY Acked By: Actor
Text Shert Alarm Body Comment: Ack Comment
Text Short Condition Aarm Body
o his built-in object may not be modified. Use tf button t t jitabl
1 of 15 selected

Format

WIN-911, when installed, will initially have 15 Email Formats. 10 of
them target alarms while the remaining five target reports.

To create a new Email Format from scratch, click on the '+' button

located at the bottom left corner of the XSL Templates list. The
following workspace will then appear:
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Utilizers

Name |

Target Data  Alarm

Message Part [LLl Subject

Message Format [glI%I Plain Text

XSIT |

* indicates required fields:

*Name: the name for this Format. Must be unique across all defined Email

Formats.

« Target Data: determines if this Format is for Alarms or Reports. By default, this
will initially be set to Alarm

e Message Part: determines if this Format is for the body of a message or the
subject. By default, this will initially be set to Body

e Message Format: determines if this Format will use HTML or plain text. By
default, this will initially be set to HTML

o *XSLT: the XSLT code that will generate the layout for this Format. Must be
valid code.

Due to the granular nature of the code syntax, WIN-911 Software
strongly recommends copying from one of the 15 original Formats to
get started. Select a Format from the XSL Template list, then click the
Copy button at the bottom of the list right next to the '+' button. You
can then tweak the existing XSLT code however you want to get your
desired Format.

Name | Default Subject (WIN-911 Report)

Target Data  Alarm
Message Part  Body
Message Format | HTML

XsLT - <?xml version="1.0" encoding="150-8859-1"7>
<xslstylesheet version="1.0" xminsxsl="http://www.w3.0org/1999/X5L/ Transform" >
<xshoutput method="text"/>
<xsktemplate match="/">
<xsltext>WIN-911 Report< fxsltext >
</xshtemplate>
</xsl:stylesheet>
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After saving a created Format, you can then select it under Email
Connections in the Format tabs. If it targets alarms, it'll show up in the

Alarm Format tab combo box, Report Format tab combo box
otherwise.

Notes:

o All Email subject Formats must use plain text. If you select 'Subject’, 'Message
Format' will automatically set to 'Plain Text'.

e All Email HTML Formats must target the body part of the message. If you select
'HTML', 'Target Data' will automatically set to 'Body'.

e The validity of the XSLT will partially be determined by which 'Target Data' is
selected, since 'Alarm' and 'Report' each comply with different XML prefixes.

Utilizers

The utilizers tab shows which Email connections make use of the
chosen format.
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Mobile-911 Gateway

WIN-911 communicates with your Mobile-911 clients through a server.
Specify the address of your Mobile-911 Server here.

Mobile-911 Server Location

Mobile-911 Server Location

Host  localhost

Port 59111 7

®®

Specify

With this selection the location of the Mobile-911 Server can be
entered manually by the WIN-911 administrator by entering the IP
address and port number in the text boxes that appear when the

Specify button is selected. The default IP address for Host is "localhost”
and the default Port number is 59111.

94



WIN-911 User Guide

Test Connection

Click this button to verify the Mobile-911 Server location. If WIN-911
cannot connect to the server check your settings and ensure that the
Mobile-911 Service is running.
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Mobile-911 Connections

Connections specify a destination for alarm notification reports.
Mobile-911 connections also determine what you will see in alarm and
report messages, connection availability and the permissions a
connection has been granted concerning acknowledgement.

General

Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Name Wayne Smith

Device ID 234ave-skoh749-bthotu

Schedule Always

B

Name
Each Mobile-911 connection must have a unique name that identifies
the particular Mobile-911 connection.

Description
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An optional field for entering information concerning the particular
connection.

Device ID

Enter the Mobile-911 Device ID for this connection. The Device ID is
found in the device's app under Settings. Since the ID is typically long
and cryptic we recommend using the Send Device ID option to Email
the Device ID to the WIN-911 computer. From there you can copy
and paste it directly into WIN-911.

Schedule

Select the schedule that WIN-911 will honor when sending alarm and
report messages. A connection can have only one assigned schedule,
but a schedule can contain multiple appointments. See Schedules.

Roles (for use by Advanced Tactics)

View or assign roles to the selected connection by clicking the add
button in edit mode. Each connection can have multiple roles. See
Roles.

Alarm Format
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Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Body Text Short

Preview Pump Siaticn #5: Tank £42 - below 3 safe level is Active and Acknowledged

B

View or select an alarm message format from the two available
options: Default Text Simple or Default Text Verbose. The simple
selection includes minimal information about the alarm whereas the
verbose option includes amplified details.

Preview
The Preview window shows the administrator what an alarm message

will look like with the current options selected.

Report Format
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General Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Body Text Vertical Report Simple -

Preview Index1
MName: Tank Pump Status
Value: 1
Units

Indlex: 2

Name: Tank Valve Status
Value: 1

Units

Index: 3

ltem Name: Tank Valve Status

Comment: Tank is overflowing

Index: 4

Name: Tank Level
Value: 85

Units: Liters

Index: 5
Item Name: Tank Level
Condition Name: Tank Overflow

QIO

Select the report message format from the two available options:
Plain Vertical Report or Plain Vertical Report Verbose. You can also
create custom formats using the Mobile -911 Formats tab.

Preview

The Preview window shows the administrator what a report message
will look like with the current options selected.
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Ack Options

General Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Should this connection be allowed to acknowledge alarms?

Ack with Password

Do Not Allow

B

Select the connection's acknowledgement options on this tab.
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Alarm Request Options

General Alarm Format Report Format Ack Options Alarm Reguest Opticns Utilizers

n WIN-911, labels provide a way to organize alarms and connections have the ability to request alarms by label,
alarm state, etc. This connection has permission to request the following alarms:

All Alarms

o
® B

H

WIN-911 labels provide a way to organize alarms and connections
have the ability to request alarms by label, alarm state, etc.

Select the connection's alarm request options by clicking one of the
two options: All Alarms or Specific Labels. If the Administrator wishes
to limit the connection’s alarm request to specific labels, the labels
must be added using the labels selection tool. There are no limits to
the number of labels that can be assigned to a connection.

See Labels for more details.
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Utilizers

General Alarm Format Report Format Ack Options Alarm Request Options Utilizers

QO

The Utilizers tab is a device that lists all of the tactics associated with
this contact. When utilizers are present, WIN-911 prevents the contact
from being deleted. If you wish to delete the contact, you will first
have to modify the tactic in a manner that will unlink it to this contact.
Once all utilizers are cleared, the contact can be deleted.
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Mobile-911 Formats

Mobile-911 Formats use XSL to determine how alarms and reports are
formatted in your Mobile-911 app. As of 3.16.9, WIN-911 allows users
to create and customize their own formats for each notifier.

WlIV'.971“ Notification ~Alarming - Reporting.System @
Email QYLlJICREARN SMS Voice Roles Schedules

Gateway Connections

XSL Templates M Utilizers
Search: @ Name Text Short

TargetData  Alarm

-
Name ¥V TargetData T Preview  Pump Station #5 : Tank #42 : below a safe level is Active and Acknowledged

= TextShort Alarm
Text Short Candition Alarm
Text Verbose Alarm
Text Vertical Report Simple  Report

Text Vertical Report Verbose Report

1 0f 5 selected

®O

Format

WIN-911, when installed, will initially have five Mobile-911 Formats.
Three of them target alarms while the remaining two target reports.
The alarm formats will fundamentally list the alarm state, the value of
the alarm when your Mobile-911 client is notified, who acknowledged
the alarm (if acknowledged), the acknowledgement comment (if
acknowledged), and the labels associated with the alarm. These five
original Formats cannot be edited nor deleted:
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Text Short: an alarm Format that starts with the area, followed by the alarm
name then the condition name

Text Short Condition: an alarm Format that starts with just the condition
description

Text Verbose: the most descriptive alarm Format for Mobile-911. This one lists
out both the alarm details and the condition details

Text Vertical Report Simple: a report Format that lists each report item's name,
value, and unit measurement. The alarms entries will include condition name,
condition, ack state, who acknowledged the alarm (if acknowledged), and the ack
comment (if acknowledged)

Text Vertical Report Verbose: a more descriptive report Format that builds on
Text Vertical Report Simple. For items, it'll also lists value time, quality, source,
and ID for items. For alarms, It'll also list the alarms' condition descriptions,
severity, alarm state, value when alarm was last triggered, value time, source
name, and native ID.

To create a new Mobile-911 Format from scratch, click on the '+*

button located at the bottom left corner of the XSL Templates list. The

following workspace will then appear:

*

y
Name | |

Target Data |alEliul Report

XSIT | )

indicates required fields:

* Name: the name for this Format. Must be unique across all defined SMS
Formats

Target Data: determines if this Format is for Alarms or Reports. By default, this
will initially be set to Alarm

* XSLT: the XSLT code that will generate the layout for this Format. Must be
valid code
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Due to the granular nature of the code syntax, WIN-911 Software
strongly recommend copying from one of the eight original Formats
to get started. Select a Format from the XSL Template list, then click
the Copy button at the bottom of the list right next to the '+' button.
You can then tweak the existing XSLT code however you want to get
your desired Format.

Name |Tex1 Short

Target Data ([EAELGN Report

XSLT | <?xml version="1.0" encoding="150-8859-1"7>
<xslistylesheet version="1.0" xminsxsl="http://www.w3.0rg/1999/XSL/ Transform” xmlns:ms="urn:schemas-
microsoft-com:xsit” xminsispecter="urn:specter-instruments”>
<xshoutput method="htm[" />
<ms:script language="C#" implements-prefix="specter"=>
<I[CDATA[
public string localTime(5tring str)
{
DateTime dt = DateTime.Parse(str);
return dt.ToLocalTime().ToString("T");
I
1=
</ms:script>
<xsl:template match="/">
<xslvalue-of select="NotificationEvent/AlarmEvent/Alarm/Area” />
<xsltext> 1 </ushtext>
<yshvalue-of select="MotificationEvent/AlarmEvent/Alarm/MName"/ =
<yshtexts 1 </ushtext>
<yslvalue-of select="NotificationEvent/AlarmEvent/Condition/Name®/ =
<xslitext> is </ xsltext>
<xsl:choose>
<xsl:when test="NotificationEvent/AlarmEvent/State/IsActive = 'true™>
<yshtext>Active < fxsltext>
< fxshwhen>
<xslotherwise>
<yshtext>Inactive</xsltext>

S S P

Note: The validity of the XSLT will partially be determined by which 'Target Data' is
selected, since 'Alarm' and 'Report' each comply with different XML prefixes.

Utilizers

The utilizers tab shows which Voice connections make use of the chosen format.
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Mobile-911 Advanced Network

Considerations

The Mobile-911 Server is a separate product that facilitates WIN-911's
dispatching of alarm notifications to Android, iPhone, and Blackberry
smart-phone apps. It receives tasking from the WIN-911 Notifier and
interfaces with Google's, Apple's, and RIM's push notification service
through a live Internet connection. The Mobile-911 Server can be
deployed on the local WIN-911 platform or on a separate computer
with network access to WIN-911.

In cases where the Mobile-911 Server is deployed on a remote node,
WIN-911 will need a method for locating Mobile-911. If WIN-911 is on
the same network segment, then "Discovery" is the preferred and most
easily configured method. When WIN-911 is located on a separate
network (or network segment), the Mobile-911 Server location must
be specified by entering the IP and port number at the WIN-
911>Contacts>Mobile-911>Gateway tab.

The network administrator will need to set up "port-forwarding" on the
Mobile-911 network router to enable incoming messages from WIN-
911 to be routed to the Mobile-911 Server's computer port. Likewise,
WIN-911's network router will need to be configured to route
incoming messages and from the Mobile-911 Server to WIN-911.

When configuring WIN-911to interface with a Mobile-911 Server on a
remote network, enter the Public IP address (or URL) of the Mobile-
911 network router. Then enter the router port number that has been
forwarded to the Mobile-911 Server.
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The WIN-911 Bridge port is set to 59109 and must be configured as
such in the Mobile-911 Server Settings Manager.

The Mobile-911 Server listening port is set to 59111.

Mobile-911 Server Router Setup

For WIN-911 Access

1) Open a browser on a computer that is part of the Mobile-911 Server
network and enter the router administration URL (normally
192.168.1.1). This usually requires a username and password for
administrative access.

Note: Be careful not to confuse the internal URL (192.168.1.1) with the
Public URL of the router. For this example, we'll use 24.123.252.111 for
the router's Public URL.

2) Navigate to the Port Forwarding page of the router administration
GUI. Select a unique port number for WIN-911 to request

communications with. For this example, we'll use 59100.

3) Enter the local network URL of the Mobile-911 computer (for
example: 192.168.1.123).

4) Enter the port number that Mobile-911 will use to receive messages
from WIN-911. The default port is 59111.

5) Click the "Apply" button to establish the new forwarding.
The router now actively sends any outside communication request for

Port 59100 to endpoint 192.168.1.123:59110. Thus Mobile-911 can
hear messages from WIN-911 on a different network.
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For Mobile-911 Smartphone Access

In order for a Mobile-911 Smartphone App to send data to a Mobile-
911 Server it will need a Public Port forwarded from the Mobile-911
network router to the Mobile-911 Server computer. This port is
separate from the port that WIN-911 will use.

6) Back at the Port Forwarding page of the router administration
GUI, select a new port number for Mobile-911 Smart phones to
request communications with. For this example, we'll use 59102.

7) Enter the local network URL of the Mobile-911 Server computer (for
example: 192.168.1.123).

8) Enter the port number that Mobile-911 will use to receive messages
from the smartphones. The default port is 59112.

9) Click the "Apply" button to establish the new forwarding.

The router now actively sends any outside communication request for
Port 59102 to endpoint 192.168.1.123:59112. Thus Mobile-911 can
hear messages from any smartphone configured with this endpoint.

10) From your Mobile-911 Smartphone App, navigate to the Settings
Tab. Select the Primary Server setup and enter the URL of Mobile-911
Server (24.123.252.111) and set the Port for 59102.

11) Click the Test Connection button and Mobile-911 App will attempt

to contact the Mobile-911 Server and provide feedback indicating
success or failure.
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WIN-911 Mobile Gateway Setup

1) From the WIN-911>Contacts>Mobile-911>Gateway page, select
Specify.

2) Enter the Mobile-911 Server router's Public URL (24.123.254.111, in
the example above).

3) Enter the Public Port Number for the Mobile-911 Server (59100, in
the example above).

4) Click the Test button and WIN-911 will attempt to contact the
Mobile-911 Server and provide feedback indicating success or failure.

5) If the test fails, ensure the perspective operating system firewalls are
set to grant local and public access to Mobile-911 Server and WIN-
911.

WIN-911 Network Router Setup

1) Open a browser on a computer that is part of the WIN-911 network
and enter the router administration URL (normally 192.168.1.1). This
usually requires a username and password for administrative access.
For the sake of this example we'll use 24.123.252.222 for the router's
Public URL.

2) Navigate to the Port Forwarding page of the router administration

GUL. Select a unique port number for Mobile-911 Server to request
communications with. For the sake of this example we'll use 59101.
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3) Enter the local network URL of the WIN-911 computer (for example:
192.168.1.223)

4) Enter the port number that WIN-911 will use to receive messages
from Mobile-911 Server. The default port is 59109.

5) Click the "Apply" button to establish the new forwarding.

The router now actively sends any outside communication request for
Port 59101 to endpoint 192.168.1.223:59109. Thus WIN-911 can hear
messages from Mobile-911 Server on a different network.

Mobile-911 Server Setup

1) From the Mobile-911 Server Manager Bridge Server tab, select
Specify.

2) Enter WIN-911's public router URL (24.123.254.222, in the above
example).

3) Enter the Public Port Number for WIN-911 (59101, in the above
example).

5) Ensure the operating system firewall is set to grant local and public
access to Mobile-911 Server.
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SMS Gateway

The SMS Gateway is used to configure the necessary settings for WIN-
911 to communicate with the cellular modem(s) it will use to conduct
remote notifications.

Gateway

Advanced Settings

Name Modem2

Connecf tion Type Telnet
Port COM4 O
Radio Type HSPA CDMA
Initialization
m Enable Incoming

B

WIN-911 needs exclusive access to a cellular modem registered with a
text service provider account. The gateway settings include the location
of the modem as well as all the necessary information about modem
COM parameters.

You can configure multiple modem gateways for failover protection in
the event that one modem becomes unavailable. WIN-911
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automatically load balances tasking between the configured gateways
to ensure optimum throughput.

Name

A unique name must be given to each SMS gateway. We suggest a
name that would help the administrator identify attributes of the
modem like its service provider, phone number, etc. The name given
is at the discretion of the administrator and does not have any
bearing on the systems functionality.

Connection Type

Serial

When a cellular modem is physically connected via USB or RS232 to
the WIN-911 host click the Serial button. You will then be prompted
for the associated COM port.

Port Option
Browse and select the serial port that WIN-911 will use to
communicate with the cellular modem. The proper syntax
would be "COM3" for comm port number 3. See Phone and
Modems or Device Manager for details.

Telnet
Remotely located cellular modems can be used by WIN-911 using
Telnet

Address (for Telnet connections)

Enter the IP address (or host name) and port number of the
remote cellular modem
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User Login (for Telnet connections)
Tick this box if the remote cellular modem is configured to
require credentials in order to log in.

User Name (for Telnet connections)
Enter the user name that the remote modem requires for
authentication during login.

Password (for Telnet connections)
Enter the user password that the remote modem requires
for authentication during login.

Radio Type

WIN-911 supports three types of radio standards, GSM, HSPA, and
CDMA. The type of radio you choose is dictated by the modem
hardware and the SMS texting service provider you choose to support
application. Check with your service provider and hardware
manufacturer to determine your radio type.

GSM

Multitech models MTC-G3, MTR-G3, MTCBA-G2 are supported
with GSM networks like AT&T and Verizon.

HSPA
Multitech models MTC-H5, MTR-H5, are supported with HSPA
networks like AT&T and Verizon

CDMA
Multitech models MTC-C3, MTR-C2, MTCBA-C1 are supported
with CDMA networks like Verizon.

Initialization
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This string represents the AT command sent to initialize and test
the modem.

Enable Incoming
Tick this box to enable WIN-911 to receive SMS messages from
the remote users such as alarm, acknowledgement, and report
requests.

Test Settings

Several parameters that determine the modem'’s ability to conduct
remote notification are tested when this button is clicked: signal
strength, registration with the service provider, and the bit error
rate. It also sends a test message to the phone number you enter
when prompted by WIN-911.

Network Registration Status: your modem should be properly
registered with your service provider and on its home network
(not roaming). If it reports as roaming, please contact your
service provider to correct the problem or check our
https://supportdesk. WIN-911.com/support/solutions.

Signal Quality: the network's signal strength should be in the
acceptable range to ensure a reliable connection to your service
provides. If the strength is insufficient you should consider
moving your modem to an area with better reception. Note that
the Telnet option allows WIN-911 to connect to a remotely
located modem, in the event that your WIN-911 host is located
in an area with bad reception. The appropriate signal strength
should be 10 or more.

Bit Error Rate: the number of bit errors per unit time.

Test Message: WIN-911 sends a test message to the phone
number you enter at the prompt. If WIN-911 receives a
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"message sent successfully” response from service provider then
the test message will be considered successful. The phone will
receive a message: The Modem configuration your provided
appears correct.

Advanced Settings

Gateway

Advanced Settings

Baud Rate 115200
Data Bits 8

Stop Bits 1

Flow Control RTS/CTS
Parity Naone

Timeout (seconds) 125

Test Settings

B

Baud Rate (serial connection)

The cellular modem's baud rate may be set from 110 to 921600
(115200 default). This selection controls the speed at which WIN-
911 will communicate with the cellular modem. Refer to the
modem's documentation or contact the modem manufacturer
for the specified recommended Baud.

Data Bits (serial connection)
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Stop Bits (serial connection)
The cellular modem stop bits can be set to "None, 1, 1.5, or 2".
The default setting is 1 stop bit. Refer to the modem's
documentation or contact the modem manufacturer for
recommended Stop Bits.

Flow Control (serial connection)
The cellular modem flow control can be set to "None,
XON/XOFF, RTS/CTS (default), and RTS/XOnXOff". The default
setting is RTS/CTS. Refer to the modem's documentation or
contact the modem manufacturer for recommended flow
control.

Parity (serial connection)
The cellular modem Parity can be set to "Even, Odd, None, Mark,
and Space". The default setting is None. Refer to the modem's
documentation or contact the modem manufacturer for
recommended Data Bits.

Timeout (seconds)
This is total time WIN-911 will wait for an expected response
from the modem. Setting this value too low may cause the
initialization and/or modem commands to fail. The default value
is 125 seconds and can be varied from a minimum of 20 and a
maximum of 600.

Test Settings
Several parameters that determine the modem's ability to
conduct remote notification are tested when this button is
clicked: signal strength, registration with the service provider,
and the bit error rate. It also sends a test message to the phone
number you enter when prompted by WIN-911.
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Purge SMS Queue

Purge all pending SMS messages from the queue so WIN-911
will be able to send alarm messages immediately.
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SMS Connections

Connections specify a destination for alarm notification messages.
SMS connections also determine just what you will see in alarm and
report text messages, connection availability and the permissions a
connection has been granted concerning acknowledgement and

report requests.

General

Alarm Format Report Format Ack Options

Name Ben Ford
Description

Country Code +1

Full Phone Number 5156369988
Schedule Always

Roles

Send Welcome Message

Alarm Reguest Options

Utilizers

Configure Gateway @

Name

Each SMS connection must have a unique name that identifies the

particular connection.
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Description

An extra text field for organization and administration purposes,
similar to a code comment.

Country Code

Enter the country code of the alarm recipient. US and Canadians
users enter +1 (default).

Full Phone Number

Enter the entire cell phone number, excluding the country code.

Schedule

View or select the schedule that WIN-911 will honor when sending
alarm and report messages. A connection can have only one assigned
schedule, but a schedule can contain multiple appointments. See
Schedules.

Roles (for use by Advanced Tactics)

View or assign roles to the selected connection by clicking the add
button in edit mode. Each connection can have multiple roles. See
Roles.

Send Welcome Message

Click the "Send" button in view or edit mode to send a WIN-911
Welcome message to the selected connection. The welcome message
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will test the gateway and connection settings. The test message
should read the following:

"Welcome to the WIN-911 System! For instructions on how to use

the system, make sure your SMS connection is saved, and send in
the text "help"."

Alarm Format

General Alarm Format Report Format Ack Options Alarm Request Options Utilizers
Body Long Condition Format

Preview

B

Body

Select an alarm message format from the six available options:
Condition Format, Diagnostic Format, List Format, Long Alarm
Format, Long Condition Format, and Short Alarm Format.

Condition Format, Diagnostic Format, List Format, Long Alarm

Format, Long Condition Format, and Short Alarm Format. The simple
selections include minimal information about the alarm whereas the
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verbose options include details. The Diagnostic option is the most
detailed and includes information

Preview

A "What You See is What You Get" window shows the administrator
what an alarm message will look like with the current options
selected.

Report Format

General Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Body Short Report -
Preview

Index: 1
MName: Tank Pump Status

B

Body

View or select the report message format from the two available
options: Long Report and Short Report. The short selection includes
minimal information about the alarm whereas the long option
includes amplified details.
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Preview

A "What You See is What You Get" window shows the administrator
what a report message will look like with the current options
selected.

Ack Options

General Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Should this connection be allowed to acknowledge alarms?
Do Net Allow
Ack with Ticket

Ack with Ticket and Password EECSIRT

Ack alarms by sending the alarm ticket numbers followed by '#' and then your comment. Include the password at the
beginning or end of your comment, e.g., "123#CommentPassword" or "123,124#

B

View or select the connection's acknowledgement options with this
tab.

Do Not Allow
The default selection for SMS connections is to not allow the

connection the ability to acknowledge alarms.

Ack with Ticket
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Alarms can be acknowledged by responding to the alarm
message with the ticket number included in the alarm message.

Ack with Ticket and Password
An added layer of security can be added by requiring the actor
to include a password along with the ticket number of the alarm
in the response message. This option contains a text entry box
where the ack password is defined. The password will not be
visible in view mode. To acknowledge alarms using a password,
include the password in the body of your reply SMS.

To provide a comment with your acknowledgement, enter "#:"

(pound or hash character) followed by your comment in the body of
your reply SMS.

Alarm Request Options

General Alarm Format Report Format Ack Options Alarm Reguest Opticns

n WIN-911, labels provide a way to organize alarms and connections have the ability to request alarms by label,
alarm state, etc. This connection has permission to request the following alarms:
All Alarms
Specific Labels @
@ Area XYZ

H

Connections have two options available for actively requesting alarm
information: All Alarms, or Specific Alarms. If the Administrator wishes
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to limit the connection’s alarm request to specific Labels, they must

be specified by using the Labels selection tool. There are no limits to
the number of labels that can be assigned to a connection.

See Using SMS for an example of an SMS alarm request.

See Labels for more details.

Utilizers

General Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Mo utilizers were found for this item

B

The Utilizers tab is a book keeping device that lists all of the tactics
associated with this contact. When utilizers are present WIN-911
prevents the contact from being deleted. If you wish to delete the
contact, you will first have to modify the utilizing tactic in a manner
that will unlink it to this contact. Once all utilizers are cleared, the
contact can be safely deleted.

124



WIN-911 User Guide

SMS Formats

SMS Formats use XSL to determine how alarms and reports are
formatted in your SMS text messages. As of 3.16.9, WIN-911 allows
users to create and customize their own formats for each notifier.

WIN-977 [0 Notification Alarming - Reporting...System ®

Email  Mobile-911 Voice Roles Schedules
Gateway Connections

Utilizers

Name  Short Alarm Format

Target Data  Ala

Long Report Report
m  ShortAlarm Format  Alarm

Short Report Report

10f 8 selected

®0O

Format

WIN-911, when installed, will initially have eight SMS Formats. Six of
them target alarms while the remaining two target reports. The alarm
formats will fundamentally list the alarm state, the value of the alarm
when the SMS connection is notified, who acknowledged the alarm (if
acknowledged), the acknowledgement comment (if acknowledged),
and the labels associated with the alarm. These eight original Formats
cannot be edited nor deleted:
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« Condition Format: an alarm Format with the condition description
as the first part of the message

. Long Condition Format: an alarm Format that starts with the
condition description, followed by the alarm state then the
condition name and other fundamental information bits

« List Format: an alarm Format that lists in the beginning the name
and description of the targeted alarm, followed by the
fundanmental information bits

« Short Alarm Format: an alarm Format that starts with the alarm
name, followed by the condition name then the fundamental
information

« Long Alarm Format: an alarm Format that starts with the alarm
description, followed by the condition description

« Diagnostic Format: the most descriptive alarm Format. Includes
alarm details, condition details, and diagnostic information for the
more curious. Diagnostic details include the alarm lifetime ID,
triggering Strategy, and executing Tactic

« Short Report: a report Format that lists each targeted report item's
name, value, and unit measurement

« Long Report: a report Format that lists each targeted report item's
name, description, area, value, unit measurement, value time,
quality, source, and labels

To create a new SMS Format from scratch, click on the '+' button
located at the bottom left corner of the XSL Templates list. The
following workspace will then appear:
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Name | |

Target Data eyl Report

XSLT | ]

* indicates required fields:
e * Name: the name for this Format. Must be unique across all defined SMS

Formats
o Target Data: determines if this Format is for Alarms or Reports. By default,

this will initially be set to Alarm
e * XSLT: the XSLT code that will generate the layout for this Format. Must be

valid code

Due to the granular nature of the code syntax, WIN-911 Software
strongly recommend copying from one of the eight original Formats
to get started. Select a Format from the XSL Template list, then click
the Copy button at the bottom of the list right next to the '+' button.
You can then tweak the existing XSLT code however you want to get
your desired Format.
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Mame | Short Report ‘|

Target Data  Alarm

¥SLT | <7xml version="1.0" encoding="150-8859-1"7>
<xslstylesheet version="1.0" xmIns:xsl="http://www.w3.org/1999/XSL/Transform" xmlns:ms="urn:schemas-
microsoft-com:xsit” xmins:msxsl="urn:schemas-microsoft-com:xsit™>
<xskoutput method="text"/>
<ysktemplate match="/">
<xslif test="Report/GenericResult/Succeeded ="false™ »
<xsktext> Error Fetching Result - </xsltext>
<xslkvalue-of select="Report/GenericResult/Error”/ =
< xsltext>

< fxsltext>
< fxshif=

<yslfor-each select="Report/ltems/*" >
<xslkchooses>
<xslkwhen test="GenericResult/Succeeded = 'false™ >
<xsltext=Error Fetching Result -</xsl:text>
<xslvalue-of select="GenericResult/Error"/>
<xusltext>
< fxsl:text>
< fushwhen>
<xsl:otherwises
<xslif test="Type="Data">
<wshtext=Index: </xsltexts>
<xslvalue-of select="Index"/>
<usltexts

S R, i

After saving a created Format, you can then select it under SMS
Connections in the Format tabs. If it targets alarms, it'll show up in the
Alarm Format tab combo box, Report Format tab combo box
otherwise.

Notes: The validity of the XSLT will partially be determined by which

‘Target Data' is selected, since 'Alarm' and 'Report' each comply with
different XML prefixes.

Utilizers

The utilizers tab shows which Voice connections make use of the
chosen format.
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Using SMS

Alarm event messages can be sent to a cellular device when triggered
by a WIN-911 Strategy or in response to a request made by a cellular
device user. The SMS notifier can provide one-way or two-way
communication with any number of cellular devices. With the two-way
setting the user can respond to alarm events with an
acknowledgement code or request current conditions by querying
reports.

Acknowledging Alarms

Alarm events will be assigned a ticket number that the recipient can
use to acknowledge the alarm. This is done by sending a text message
to WIN-911 with the ticket number and that the users alarm

An example of an alarm text message with a ticket number of 308 and
a valid acknowledgement response with a password of 123:

Message
308
TankLevel is
Above the High Limit & Unacknowledged

Value: 12 ft
1/22/2016, 3:03 PM

Response

308:123
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If you wish to enter a comment, type "#" and then your comment, e.g.,
"123#Comment’ or '123, 124#Comment.’

Requesting Alarms

Request alarms by texting in the word "get" followed by an alarm
state. e.g., "get active unacked." Your choices are a combination of
"active/inactive + acked/unacked."

get active unacked

get active acked
get inactive unacked

Requesting Reports

Request reports by texting the word "report” followed by a report's
name or number. e.g., 'report 1'.

report 3
report safety

Request a list of available reports by sending in "list reports."
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Voice Gateway

General

WIN-911 provides its users with two options for conducting voice
alarm notification: 1) SIP/VolP or 2) a TAPI compliant voice

modem. The SIP/VolIP option uses the Internet to place phone calls
and must be used in conjunction with a SIP service provider account.
The TAPI option requires a TAPI complaint modem and a dedicated
analog phone line. (See System Requirements for more details)

Voice Hardware: TAPI

Voice Hardware TAPI SIP/VOIP
TAPI Voice Modem M @

Dialing Prefix

TAPI Voice Modem
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Select the TAPI compatible voice modem currently installed on the
WIN-911 Voice Notifier machine. If the pull-down list is empty when
the down arrow is clicked, there is no TAPI compatible modem
installed or the current drivers for the modem do not include support
for TAPL.

Voice Hardware: SIP/VolP

Audio Messages

Voice Hardware TAPI SIP/VOIP

SIP Account
User ID 79785424735741
Display Name shebotz
Registration Required
Bi-Directional Channels 1 +
WIN-911 supports a maximum of & channels. Your 5IP provider may support more or less
Inbound Channels 0 +  than this amount - your configuration must specify a number of channels up to the lesser of
these amounts.
Outbound Channels 0
Network

Server Address sip.voip.com

Proxy Address

NAT Type None
Port 5060 +
SIP Port 5700 -

Minimum Port 5700 -

Maximum Port 5750 +

Binding Address Specify

Transport Type UDP

@ You must select a voice on the Audio tab.

SIP Account

User ID
The user name that identifies you as a subscriber to the SIP server.

Display Name
The name that will be displayed by the call receiver's caller ID.

Authentication Required

If your SIP server requires additional credentials tick this box to enter
an additional user name and password.
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D
SIP identification code for account authentication.

Password
SIP password for account authentication.

Number of Unreserved Channels

Channels can be reserved for inbound or outbound only call
processing. This setting designates the number of unreserved channels
for the specified SIP account.

Number of Inbound Channels
Channels can be reserved for inbound call processing only. These
channels will not process outbound calls.

Number of Outbound Channels
Channels can be reserved for outbound call processing only. These
channels will not process inbound calls.

Network

Server Address
Enter the URL of SIP server that WIN-911 will use to conduct

alarm notification.

Proxy Address (Optional)
Some SIP providers require connection via a proxy server. Enter
the URL of the proxy server that WIN-911 will use to conduct
alarm notification.

NAT Type
Select the type of Network Address Translation the SIP server
requires for WIN-911 to conduct alarm notification.
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o None: Default

o STUN: Simple Transversal of UDP over NATs is a protocol for assisting
devices behind a NAT firewall or router with their packet routing.

o TURN: Transversal Using Relay NAT is an extension for STUN-bis
protocol to facilitate NAT traversal when one or both endpoints are
behind NAT.

e Manual

Server
NAT types STUN and TURN use servers to route data behind
the NAT firewall. Enter the name of the NAT server that
WIN-911 will use to interface with the SIP provider.

Username
Enter the username that WIN-911 will use when logging on
to either a STUN or TURN NAT.

Password
Enter the password that WIN-911 will use when logging on
to either a STUN or TURN NAT.

Public IP
Enter the public IP address will use when logging on to a
Manual NAT.

SIP Port

Enter the port number that WIN-911 will use to interface with the
SIP server.

Minimum Port

Enter the lower port number of the range of possible ports WIN-
911 will use the conduct alarm notification.

Maximum Port

134



WIN-911 User Guide

Enter the upper port number of the range of possible ports WIN-
911 will use the conduct alarm notification.

Binding Address
IP Address used to bind to a particular port.

Transport Type
Select the transport protocol that WIN-911 will use to interface
with your SIP provider.

e UDP: User Datagram Protocol uses packet-based data that is sent as
discrete packets. UDP does not provide error correction.

e TCP: Transmission Control Protocol uses a stream of packets and provides
error correction.

e TLS: Transport Layer Security is a cryptographic protocol that provides
communication security over the Internet.

e STCP: Simple TCP is a full duplex, connection oriented transport layer that

guarantees in-order delivery.

SRTP Mode
Select the desired mode of Secure Real-time Transport Protocol
that WIN-911 will use to interface with the SIP provider. SRTP
provides encryption, message authentication and integrity, as well
as playback protection.

e None: Default
o Prefer: This mode prefers but does not require SRTP be used.

e Force: This mode requires the use of SRTP.

Test SIP Settings
This button only appears in view mode and when clicked will
invoke a dialog that will send a test message to the phone
number that you enter. Once the call rings through a test
message will be played indicating that your SIP gateway settings
are correct. If the settings are not correct then a error message
will be displayed which will advise you to check your settings.

135



Voice Gateway

Check you Event Viewer for a more detailed explanation of the
nature of the failure.

Audio

General

Speech Synthesis

Audio

Voice Selection Microsoft David Desktop
Speaking Rate Offset [} -1

Volume I 100

Greeting Message | This is the WIN-911 Alarm Notification System.

Codec Auto Select Specify Codec

Speech Synthesis

These are global settings that can be overridden in

Connections>Speech Synthesis section for individual voice

connections.

Voice

Select the Text to Speech voice that WIN-911 will use to conduct
voice alarm notification. The voice must use SAPI 5 or higher
speech engine.

Speaking Rate Offset
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Modify the default rate of speech -10 to 10 with the slider bar to
refine the speech rate for your application.

Volume
Modify the volume of speech -100 to 100 decibels with the slider
bar to refine the volume for your application.

Audio

Greeting Message
Enter the string that WIN-911 will use to speak the salutation.

Codec
A codec encodes a data stream for transmission, storage or
encryption, or decodes it for playback or editing.

e Autoselect: WIN-911 will automatically select the codec to use. (Default)
o Specify Codec: Enter the particular codec that WIN-911 will use to verbalize
alarm notification messages.
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Messages

General Audio

WIN-911 allows users to save their messages and automatically stores undelivered messages. How leng should
WIN-911 keep these messages?

1] 12 7 hours

Purge Messages Now

WIN-911 allows users to save their messages and automatically stores
undelivered messages. How long should WIN-911 keep these
messages?

This parameter can be entered using the slider bar or the text selector.
The minimum entry is 8 hours and a maximum of 168.
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Voice Connections

Connections specify a destination for alarm notification, as well as
scheduled availability and permissions. Voice connections also
determine what your alarms and reports sound like on the phone.

General

Alarm Format Report Format Speech Synthesis

Utilizers

Favorites

Options

Name Charles Specter

Configure Gateway @

Description
515-324-9518

Interactive MNon-Interactive

Authorization Code | 7

Phone Number

Interactivity

Greeting Message Hello Charles, this the alarm system|

Schedule Always

Roles @

Require additicnal Caller-ID authentication.

©O®

B

Name

Each voice connection must have a unique name that identifies the

particular connection.

Description
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An extra text field for organization and administration purposes, similar
to a code comment.

Phone Number

Enter the phone number of this particular connection. SIP account
require the country code at the beginning of the number. Many VolP
providers alternatively use an alpha-numeric string in place of a phone
number. It is acceptable to assign a unique phone number to multiple
connections if your situation warrants such action; however, a warning
message will be generated to inform the WIN-911 administrator that a
pre-existing connection already uses this number/string and lists the
number of times it has been used.

Interactivity

Interactive

This mode of alarm notification is a two way dialog between
WIN-911 and the user. It requires the recipient to enter an
authorization code and can be configured to allow remote
acknowledgements by use of an ack code. The user can
optionally be given permission to make inbound calls to request
alarm conditions and reports.

Note: The star key "*" can be used at any time to have WIN-911
repeat the current segment of the message and the zero key "0"
can be used to move the alarm message back one level. The
message can be backed up as far as the main menu and then a
subsequent zero key will end the call.

Non-Interactive

This mode of alarm notification is a one-way transmission of
alarm messages. It only conducts outbound calls, reports the
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alarm conditions, and disconnects the call on completion. It is
intended for public address announcements and leaving

messages on voice mail. It does not accept user input or answer
inbound calls.

Authorization Code

Interactive calls require user authentication by entering a numeric code
that can range from one to 24 digits in length.

Allow call in only from this phone number for this connection

Checking this box will cause WIN-911 to refuse access to this user if
he/she calls in on another line than the one listed in the Phone
Number as identified by caller ID.

Schedule

View or select the schedule that WIN-911 will honor when sending
alarm and report messages. A connection can have only one assigned
schedule, but a schedule can contain multiple appointments. See
Schedules.

Roles (for use by Advanced Tactics)
View or assign roles to the selected connection by clicking the add

button in edit mode. Each connection can have multiple roles. See
Roles.
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Alarm Format

General Alarm Format Report Format Speech Synthesis Utilizers Favorites Options

Body Default Alarm Format

Preview @

P,

er tank #42 in the main facility The tank is b evel and req
ck Comment” and with a severity of 50. as of 9:53:45 AM, This alarm is

ntion. was active and acknowledged by
hen the value is less than 200 ft. Its value

B

Body

The body of the voice notification consists of the information about
the individual alarms. The body is played after the salutation,
authorization code entry (Interactive only), and alarm enumeration
segment, and before the ack code menu (interactive only). If the call is
non-interactive, then the authorization code entry and ack code menu
are omitted. Each alarm message is announced as per the alarm
format and then the ack code menu is presented before moving on to
the next alarm message. Once all alarm messages and ack/save/delete
menus are processed the user is returned to the main menu.
Parenthesis indicate optional fields.

Short Alarm Format
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Area, Item Description, Alarm Condition Description, Alarm
State, Ack State, Actor, Event Time

Default Alarm Format
Area, Item Description, Alarm Condition Description, Alarm
State, Ack State, Actor, (Ack Comment), (Severity), Event
Time, Limit, (Value), (Units)

Long Alarm Format
Area, Item Description, Alarm Condition Description, Alarm
State, Ack State, Actor, (Ack Comment), (Severity), Event
Time, Limit, (Value), (Units), (Activation Time), (Label)

Preview

Click the play button to hear a sample of the alarm message format
that the user will hear.

Report Format

General Alarm Format Report Format Speech Synthesis Utilizers Favorites Options

Intro Default Report Intro

Body Default Report Body

Intro Preview @

Report number 22, Freshwater Storage contains 5 items.

Body Preview ®

ltem number 1: Tank Pump

B
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Intro

The introduction of the report identifies the particular report and
enumerates the number of items it contains.

Short Report Intro
Report Description, Total Number of Items

Default Report Intro
Report Number, Report Description, Total Number of Iltems

Body

The body of the voice report consists of the information about the
individual items. The body is played after the salutation, authorization
code entry (Interactive only), and report menu. If the call is non-
interactive then the authorization code entry and ack code menu are
omitted. Each item in the report is announced as dictated by the
report format body. Once all items are processed the user is returned
to the main menu.

Parenthesis indicate optional fields.

Short Report Body
Data ltems:
Item Number, Item Description, Value, Quality

Alarm Items

Item Number, Area, Item Description, Alarm Condition
Description, Alarm State, Ack State, Actor, Event Time, Limit,
(Value), (Units)

Default Report Body
Data Items:

144



WIN-911 User Guide

Item Number, Item Description, Value, Quality, (Labels)

Alarm Items

Item Number, Area, Iltem Description, Alarm Condition
Description, Alarm State, Ack State, Actor, (Ack Comment),
(Severity), Event Time, Limit, (Value), (Units), (Labels)

Intro and Body Preview

Click the play button to hear a sample of the report format that the
user will hear.

Speech Synthesis

General Alarm Format Report Format Utilizers Favorites Options

verride Gateway Audio Settings for this Cannection

Voice Selection Microsoft David Desktop
Speaking Rate Offset 1] 0

Volume || 88

H

Override Gateway Audio Settings

Each voice connection has to option to substitute the global speech
synthesis setting for the ones set on this page. If a particular user is
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hearing-impaired then his/her connection can be set to use a higher
volume than the rest of the users.

Voice
Select the Text to Speech voice that WIN-911 will use to conduct
voice alarm notification. The voice must use SAPI 5 or higher

speech engine.

Speaking Rate Offset
Modify the default rate of speech -10 to 10 with the slider bar to
refine the speech rate for your application.

Volume
Modify the volume of speech -100 to 100 decibels with the slider
bar to refine the volume for your application. This is a global
setting that can be overridden in Connections>Speech Synthesis
section for individual connection.
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Utilizers

General Alarm Format Report Format Speech Synthesis Utilizers Favorites Options

No utilizers were found for this item

®®

The Utilizers tab is a booking keeping device that lists all of the tactics
associated with this contact. When utilizers are present WIN-911
prevents the contact from being deleted. If you wish to delete the
contact, you will first have to modify the utilizing tactic in a manner
that will unlink it to this contact. Once all utilizers are cleared, the
contact can be safely deleted.
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F ites
General Alarm Format Report Format Speech Synthesis Utilizers
Favorite alarm requests can be configured here, which allow you to quickly request a set of alarms given an alarm state,
severity threshold and a set of labels.
Alarm State  All active alarms ’
Severity 4 II 3 128 and Above
w @
®
ABC
®
DEF
®
GHI
®
JKL

Favorite alarm requests can be configured here, which allow you to
quickly request a set of alarms given an alarm state, severity threshold
and a set of labels.

Each connection can be configured for as many as five favorites

filters. Each of the selected alarm properties (Alarm State, Severity, and
Labels) are combined together to define the filter in such a way that
the alarm would have to fall within the range of all defined properties
to be included in the request.
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Options

General Alarm Format Report Format Speech Synthesis Utilizers Favorites

Acknowledgement _ . . _
Should this connection be allowed to acknowledge alarms?

Require Password

Do Not Allow

Delete Options _ . .
Should this connection be allowed to delete alarms?

Allow Delete of All
Allow Delete of Acked

Do Not Allow

Alarm Request Options o
n WIN-911, labels provide a way to organize alarms and connections have the ability to
request alarms by label, alarm state, etc. This connection has permission to request the

following alarms:

All Alarms @

Specific Labels

B

Acknowledgement

Should this connection be allowed to acknowledge alarms?

Allows the user to acknowledge the alarm by pressing the
One key.

Require Password

Allows the user to acknowledge the alarm by entering the
assigned connection ack code.

Do Not Allo

Default selection that does not offer the user the option to
acknowledge the alarm.
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Delete Options

Should this connection be allowed to delete alarms?

Allow Delete of All
Allows the user to delete all of his/her alarm messages by
pressing the One button.

Allow Delete of Acked

Allows the user to delete all of his/her acknowledged alarm
messages while retaining the those which have not been
acked.

Do Not Allo

Default selection that does not offer the user the option to
delete alarm messages.

Alarm Request Options

In WIN-911, labels provide a way to organize alarms and connections
have the ability to request alarms by label, alarm state, etc. This
connection has permission to request the following alarms:

All Alarms

Specific Labels
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Voice Formats

Voice Formats use XSL to determine how alarms and reports are
formatted in your Voice messages. WIN-911 allows users to create and
customize their own formats for each notifier.

WIN-977 [rd Notification = Alarming Reporting  System ©

Utilizers
Name Short Condition Format
Target Data  Alarm
ar¢ Preview The tank is below the safe level and requires attention. is active and acknowledged by Actor as of 3:53:45 AM
arr
e e
e 5
Lon, Alarr
Short Alarm Format  Alarm
m | Short Condition Format| Alarm
Short Report Body Report
Short Report Intro Report
0 his built-in object may not be modified. Use the button t t fitabl
1 0f 8 selected

WIN-911, when installed, will initially have eight Voice Formats. Four of
them target alarms while the remaining four target reports. The alarm
formats will fundamentally verbalize the alarm state and when the
change in alarm state happened. These eight original Formats cannot
be edited nor deleted:

151



Voice Formats

o Default Alarm Format: an alarm Format that verbalizes the area, followed by
the alarm description. Will also verbalize the acknowledgement comment if
alarm is acked, the alarm's severity, and the condition for when the alarm is
considered active. It concludes with the value of the item that triggered the
alarm.

e Long Alarm Format: an alarm Format that verbalizes everything the Default
Alarm Format does. It will conclude with the labels associated with the
triggered alarm.

e Short Alarm Format: an alarm Format that starts by verbalizing the area,
alarm details, then the condition description. It concludes with the alarm state
and timestamp of the alarm.

« Short Condition Format: a short alarm Format that starts by verbalizing just
the condition description of the triggered alarm, followed by the alarm state
and timestamp.

e Short Report Intro: a report Format that verbalizes the name of the report.

o Default Report Intro: a report Format that verbalizes the report number,
followed by the name of the report.

e Short Report Body: a report Format that verbalizes basic information from
each item in the targeted report.

o Default Report Body: a report Format that verbalizes the report items in
greater detail. Additional detail includes values that activate each alarm.

To create a new Voice Format from scratch, click on the '+' button
located at the bottom left corner of the XSL Templates list. The
following workspace will then appear:

S
Name | |

Target Data  Alarm  Report

Message Part  Body  Subject

XSLT
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* indicates required fields:

* Name: the name for this Format. Must be unique across all defined Voice

Formats
* Target Data: determines if this Format is for Alarms or Reports.
* Message Part: determines of the Format has a message has a Body or a

Subject.
* XSLT: the XSLT code that will generate the layout for this Format. Must be

valid code.

Due to the granular nature of the code syntax, WIN-911 Software
strongly recommend copying from one of the eight original Formats
to get started. Select a Format from the XSL Template list, then click
the Copy button at the bottom of the list right next to the '+' button.
You can then tweak the existing XSLT code however you want to get
your desired Format.

Name | Short Report Body

Target Data  Alarm

Message Part [lilsls)ill Subject

KSLT | <?xml version="1.0" encoding="150-3859-1"7>
<xslstylesheet version="1.0" xminsxsl="http:/f/www.w3.org/ 1999/ X5/ Transform" xmins:ms="urn:schemas-
microsoft-com:xsit” xmins:dt="urn:schemas-microsoft-com:datatypes” exclude-result-prefixes="ms dt"»
<xsloutput method="xml"/>
<xsktemplate match="Report">
<p>
<usl:for-each select="ltems/*" >
<xslitext>ltem number</xsktext> <xshvalue-of select="Index"/ >
<xsl:choose>
<xslwhen test="GenericRasult/Succeeded = 'trug™'=
<ushtexts: </ ushtext=>
<xskif test="Type = 'Data">
<yslelement name="s">
<xsltext=The value of </xslitext>
<xshvalue-of select="ItemInfo/MName"/=
<xsltext> was reported as </xshtext>
«<xslvalue-of select="Vtg/Value"/>
<xsltext> </xsltext>
<xslwvalue-of select="EngineeringUnits"/>
<xsltext=, </ mshtexts>
</xslelement =
< fushif=
<xskif test="Type = "Alarm™ >
<xslelement name="s">
<xslitext=The alarm state of < /xshtexts
<xslchoose»

PO AR [N IR ) ISP PR S| o S S-SR RS PRSI PNy | DRI S S
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After saving a created Format, you can then select it under Voice
Connections in the Format tabs. If it targets alarms, it'll show up in the

Alarm Format tab combo box, Report Format tab combo box
otherwise.

Notes:

o All Voice Formats that target alarms must target the Body of the message. You
will not be able to save Alarm Formats that try to target subjects.

e The validity of the XSLT will partially be determined by which 'Target Data' is
selected, since 'Alarm' and 'Report' each comply with different XML prefixes.

Utilizers

The utilizers tab shows which Voice connections make use of the
chosen format.
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Roles

Roles represent a label for organizing connections based on
availability, location, or responsibility. Roles can be used in a
notification tactic to notify all connections with something in
common.

Note: Roles are utilized by advanced tactics only.

Roles Collection Selector List

On the left side of the roles workspace is a master list of all defined
roles. Each role object contains two properties, the Name and
Description, that are displayed in columnar format. These properties
can be used to sort and filter roles using tools provided within the
form.
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Schedules

Schedules define the availability of connections and can be used in a
notification tactic to control notifications. They can occupy a single
space in time, like an appointment, or be comprised of a pattern of
appointments which can recur based on days, weeks, months and even
support floating holidays.

WIN-911 provides a suite of predefined common schedules. The
default schedule is "Always". These schedules are hard coded and not
modifiable. Should these not meet your needs. If the specifications of a
particular tactic require a different schedule than the ones provided,
the WIN-911 administrator can create a custom schedule.

Name Swing Shift

June20t6 4 5 »

Sunday Monday Tuesday Wednesday Thursday Friday Saturday
5 29 30 31 01 02 03 04/t
z
=
R
E 05 06 07 08 09 10 11
z
12 13 14 15 16 17 18

Name
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Each schedule must have a unique name that identifies the particular
schedule.

Description

An extra text field for organization and administration purposes,
similar to a code comment.

Calendar/Agenda

Beneath the description text box is a color-coded calendar display with
three view formats: Day, Week, and Month. The default view is month,
which is highlighted on the left side of the black view selector bar
across the top of the calendar. The view can be toggled by clicking the
desired view name. On the right side of the view selector bar is the
currently selected date and time and navigation arrows for advancing
the view up or down the date and time selection. In this view, the user
can navigate to a particular point in time and examine the schedule
definition.

Appointments

Each schedule can be comprised of any number of appointments to
meet the users exact needs. Each appointment can have its own
subject, description, start and end times, recurrence pattern, category
and priority.

Once in edit mode you can add a new appointment by highlighting
the date and clicking the "Add New Appointment" icon, followed by
"Double-click to Edit". If the appointment is part of a series, the
appointment editor asks if you wish to modify this single instance or
carry the modification throughout the series.
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Appointment-Double-Click to Edit

Edit Recurrence | Show As | [l Busy v Green Category = @ &
Subject Double-Click to Edit
Description *
Start time 6/2/2016 5:00 PM
End tirme 6/3/2016 5:00 AM
All day event
oK Cancel
Subject

Each appointment may have a subject/title that identifies the particular
appointment. This subject need not be unique.

Start/End time

Input fields to select the beginning and end of a block of time the
appointment occupies. The time and date can be entered manually
following the provided format by clicking the calendar icon in the right
corner of the entry field to bring up a time and date selection dialog
box. The dialog only provides start and end times that begin on the
hour or half-hour. If you need a finer resolution you will have to enter
it manually.
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1 June - 2016 r
Sun Mon Tue Wed Thu Fri Sat | 1200AaM  1:00 AWM 200 AN 3:00 &AM
23 1 34 400AM  S:00AM  &00AM  T:00 AM
24 5 & 7 & 9 10 11
8:00 AM  G:00 AM 10:00 AM  11:00 AM
25 12 13 14 15 16 17 18
1200 PM  1:00PM  2:00PM  3:00 PM
26 19 20 21 22 23 24 325 -
28 8:00PM 00 PM  10:00 PM  11:00 PM
All day event

Check this box to select the entire 24-hour period of the selected day.

Edit Recurrence

If the selected appointment is to be a repeating series or part of a
pattern click the edit recurrence button to bring up the recurrence
dialogic box. From this window you can edit the appointment time,
establish a recurrence pattern designate the span of time the pattern is
to honored.
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t%] Appointment -Double-Click to Edit

Appointment time

Start 500 PM @
Duration | 0.5 days -
End 5:00 AM @
Recurrence pattern
Daily "
Recur every 1 5| weekis) on
® Weskly
Monthly Sunday B Monday B Tuesday (W] Wednesday
Vearly B Thursday W Friday Saturday
Range of recurrence
® Mo end date
Start | 6/2/2016 t End after 10 5  occurrences
End by  6/12/2016
oK Cancel

Categorize

Color-coded attributes that help the administrator visually organize
schedules.

Green Category ~
Clear

M Red Category
Green Category

M Blue Category

B Purple Category
Yellow Category

B Olive Category

M Pink Category

Priority
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Priority is an optional attribute that designates the appointment as
high (red exclamation point) or low (down arrow). Higher priorities
take precedence over lower priority appointments.

f%] Appointment -Double-Click to Edit

Edit Recurrence Shl::-wAs|.Eusy '| M Green Category = m

Subject Double-Click to Edit
Description -
Start time 6/2/2016 5:00 PM
End time 6/3/2016 5:00 AM
All day event

QK Cancel
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Notification

Notification

Define how alarm notification should take place. Create and manage
schedules and design custom notification strategies.

Design Basic Tactics

Basic Tactics makes it easy to define a list of connections for
notification.

Design Advanced Tactics

The Advanced Tactics Workspace provides the WIN-911 administrator
an easy to use, intuitive development environment that allows him/her
to create anything from simple, single-step notification routines to
complex logical flowcharts capable of circumstantial decisions and
user interaction.

Manage Strategies

The Strategies Workspace provides the administrator with an easy to
use, intuitive form for developing policies that invoke and regulate the
tactics developed in the previous workspace based on alarm events
and user input.
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Overview

Basic Tactics are simple callout lists which deliver alarm notifications to
the Connections listed within them. When a Basic Tactic is started, the
list of connections is processed in the order they appear. Notifications
are sent only to connections which are on duty at the time the
notification attempt is made. Also, notifications are processed
synchronously, that is, WIN-911 waits for each notification attempt to
be completed before it continues on to its next action. In the event of
a failure to send a notification to a connection, additional attempts
may be configured. Delays may be placed between attempts to notify
a connection and between different connections.

— m] K
@ 2 http://desktop-rbtpddh/WING11/2/ O ~ & || @ Natification/Tactics/Basic
WIN-9T77 Contact \eldiilElilels} Alarming Reporting System @

Strategies
Advanced

Basic Tactics Utilizers

Basic Tactics

Name Alert Operators

Description

Delay Before Notification Minutes 2 5 Seconds 0 -

Repeats 5 :
Callout List | Connection | Type | Retries | Delay Between Retries Delay After |
Sally Sullivan ﬁ 3 7 Minutes 0 5 Seconds 15 + Minutes 0 7 Seconds 0 -
Tomlones  [>4] 3% Minutes 0 5 Seconds 15 » Minutes 0 - Seconds 0 +
Wayne Smith €, 3 3 Minutes 0 3 Seconds 15 & Minutes 0 - Seconds 0 -
Jenny Karnes @ 3 7 Minutes 0 y Seconds 15 % Minutes 0 5 Seconds O »
® QO

B
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Name

Each Tactic, both Basic and Advanced, must have a unique name.

Description

An optional text field which provides additional context for the Tactic.

Delay Before Notification

The amount of time that should elapse before the list is processed. Use
this to build in a delay for nuisance alarms. If the Tactic is stopped
before the time period defined in this field has elapsed, no notification
will occur.

Repeats

The number of times the callout list will be repeated, until it is stopped
by a Strategy Policy. Set this to zero, if you wish the list to be
processed once. The maximum number of Repeats is 99.

Callout List

This is the list of connections that will be notified and their order.
Connections may be listed multiple times, scheduled for retires and
spaced out using delays. Use the plus icon to add new connections to
your list. The arrows will reorder connections within your list. The trash
can icon will remove entries from your list. Use the copy icon to
duplicate an entry.
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Connection The name of the connection to be notified.

Type This icon indicates the type of the connection to be
notified.

Retries The number of additional attempts that should be
made to notify the connection, should failures
occur.

Delay The amount of time to wait between attempts to

Between notify the connection.

Retries

Delay After The amount of time to wait after the connection has
been notified before moving on to the next entry in
the list.

Utilizers

Tactics are referenced by Strategies. Tactics which are in use by a
Strategy may not be deleted. Use the Utilizers tab to determine where

a Tactic is used.
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Advanced Tactics

Overview

An Advanced Tactic is a workflow, which may be started by a Strategy.
Use these flowcharts to send alarm messages, reports, and
acknowledge alarms. A tactic is constructed by dragging and dropping
in various blocks into the chart. The following image depicts a tactic,
which will send alarm messages to Connections tagged with the
"Operators” Role, and, if the alarm has a Severity greater than 900, it

will also send a message to Connections tagged with the “Managers”
Role.
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e 2 http://desktop-rbtpddh/ Wih O = & || & /Netification/Tactics/Adva...

WIN-977  Contact Alarming _ Reporting System@

Strategies

Tactics

® Notify Ops - Notify Mgr > 900 @ @

MName Notify Ops - Notify Mgr > 900

Description

Operators ™

Blocks

There are a variety of blocks available to construct a tactic; each
instructs WIN-911 to undertake a different action. Most of the blocks
you will use are Notification Blocks, which allow you to send alarm or
report messages to connections. There are also Decision Blocks, which
enable your Tactic to branch based on the properties of the alarm that
triggered the Tactic.
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& Motify
P
Notify All Block
L
Notify All

Report Block

Send Reportto

= Recipient

Report All Block

1
1
Send Reportto =&
All

Sub-Tactic

_"‘r; Sub-Tactic

Ack-Decision
T >

Active-Decision

< >

Schedule Decision

Advanced Tactics

Sends the current alarm to the specified Connection.

Sends the current alarm to all Connections tagged with
the specified Role. If you do not specify a Role, the alarm
is sent to Connection within the system.

Sends a Report to the specified Connection.

Sends a Report to all Connections tagged with the
specified Role. If you do not specify a Role, the Report is
sent to every Connection within the system.

Starts another Tactic. Nesting Tactics recursively is not
supported.

Branches the Tactic flow based on the acknowledgement
state of the current alarm. If the alarm is acknowledged,
the right path is taken. If the alarm is unacknowledged,
the left path is taken.

Branches the Tactic flow based on the active state of the
current alarm. If the alarm is active, the right path is
taken. If the alarm is inactive, the left path is taken.

Branches the Tactic flow based on whether or not the
specified schedule has an appointment at the time of the
evaluation. If the specified schedule has an appointment
that coincides with the alarm, the right path is taken. If
the Schedule does not, the left path is taken.
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:

Label-Decision
Branches the Tactic flow based on the Labels attached to

the current alarm. If the specified Label is attached to the
alarm, the right path is taken. If the Label is not attached,
the left path is taken.

:

Severity-Decision Branches the Tactic flow based on the severity attached
to the current alarm. If the severity of the alarm is greater
than the value specified, the right path is taken. If the
severity is less than or equal to the value specified, the
left path is taken.

:

Branches the Tactic Flow based on the amount of time
that has passed since a specified event occurred and the
time that the block is executed. The options for the initial
event time are: the initial alarm time, the last time the
alarm changed state, or the time at which the Tactic was

Timespan-Decision

0

started.
Delay Block
»
( Jltl Delays Tactic execution for a specified period.
Ack Block Acknowledges the current alarm when the block is
® executed. You may provide an acknowledgement
e comment. If your Data Source supports it, the comment
o will be passed along with the acknowledgement.
Loop Block Loops the blocks placed within the loop for the number

of times specified. The maximum is ninety-nine. It's a
good idea to pair a Loop Block with a Decision Block so
that a specific action can be repeated until some
condition exists.

%

—_—
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Notification Blocks

Synchronous vs. Asynchronous Notification

Notification Blocks can be configured to execute asynchronously or
synchronously. When a block is asynchronous, the alarm message will
be dispatched, and the next block will be executed immediately. When
a block is configured synchronously, the message is dispatched, and
the dispatcher waits to hear a response from the notifier which
handles the message. If notification fails, another attempt, if
configured, may be made. Delays may be placed between notification
attempts as well as between connections. Check the “Wait for
Notification to Complete” check box on the Notification Block to make
it synchronous.

Schedules

Schedules determine when a Connection is available to receive alarms.
This is a property of the Connection and is not specified within the
Tactic. You may, however, ignore a Connection'’s schedule, by checking
the “Ignore Schedules” check box on a Notification Block. If the option
is enabled, the notification will always be sent. Use this option for
extremely important messages.
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Strategies

Overview

Strategies define the set of actions to undertake when an alarm event
is received. The condition that triggers the action and the action itself
are referred to as a Strategy Policy. Alarms pass events into Strategies
and the Strategy Policy list determines how WIN-911 will handle your

system’s alarm.

e & http://desktop-rbtpddh/ Wik O ~ & || E /Notification/Strategies

WIN-977 Contact Alarming .Repoarting System @

Tactics B[

Triggers

Strategies

Tactics @

Name Default

Description  Motify All, Re-notify on state changes, and Stop when Inactive and Acknowledged
Policies Initial Event < Start Tactic Notifir All
Any Alarm State Change < Re-Notify

Alarm Becomes Terminal < Stop Strategy

o This built-in object may not be modified. Use the copy button to create an editable version.

The Default Strategy, pictured above, has three policies. The first
specifies that when the initial alarm event is received, a Tactic should
be started called “Notify All." This Tactic is configured to notify
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everyone in your WIN-911 system. The second policy specifies that
when any update regarding the alarm is received, WIN-911 should
send an updated notification to everyone who has previously received
a message for the alarm. The final policy states that when the alarm
becomes terminal, that is, when it is inactive and unacknowledged, the
Strategy should stop executing.

To reiterate, alarms send events to Strategies, and, if the event
matches a specified condition, action is taken by WIN-911. This action
is, generally, to start or stop a Tactic. Tactics specify the details
regarding the actual notification.

Name
Use this field to provide a unique and informative name for your

Strategy. This name will be displayed in your logs and is also displayed
in the list of Strategies.

Description

Use this field to provide additional context for your Strategy.

Basic Strategies and Advanced Strategies
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1
L
e

°@| @& http://win-pojakblifol/WINGT1/2/N O ~ & |

WIN-977 Alarming - Reporting System
Tactics

& WIN-911 Workspace ‘ ‘ 1

Policies Triggers

Strategies

Tactics @

Name |

Description

Start Tactic Notify All O

Stop Condition | Alarm Becomes Terminal

®  Suppress Voice Notifications on Re-Motify for Inactive Events

B Suppress Voice Notifications on Re-Notify for Acknowledged Events

Advanced Mode

Policies Initial Event < Start Tactic Notify All
Any Alarm State Change 2 Re-Notify
Alarm Becomes Terminal 3 Stop Strategy

Automatically acknowledge on return te normal

M| Renotify on any state change

@ The Mame field iz required.

O,

- caloemuninOl Fam | B12_226_1011 Ar tnll frae @NN-221-274AN | httms /Asnana winQ11 ~am / -

10 CDtaln a permanent

5}

tcher Module's evaluation license will expire in 29 days. Please contact WIN-911 Softwa

All new Strategies begin as Basic Strategies. This is done to aid new
users as they learn how Strategies function. A Basic Strategy has three
policies, only two of which are configurable. The initial event must
always start a Tactic, which you must select. Any alarm state change
must always notify previously notified connections. Lastly, the Stop
Condition is selectable. If a Basic Strategy does not meet your needs,
simply click the Advanced Mode button and the full range of
configuration will be unlocked. Once you press the Advanced Mode
button, you cannot revert the Strategy to Basic Mode.
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Policy Conditions

Policy Conditions are used to determine when WIN-911 should take
action regarding your alarm. When an event regarding your alarm is
received that matches one of the Conditions you've specified some
action may be taken. The list of available Conditions can be found in
the table below.

Note: An Alarm Lifetime ID is a unique identifier that is assigned to
each individual alarm which remains with it throughout its lifecycle. It
is an internal representation and is not normally visible to the user
(although it can be viewed using the WIN-911 Log Viewer). The
lifecycle of the alarm varies with the source that owns it. Some sources
treat alarms by grouping all the varying states into the same lifecycle.
For example, a Hi alarm that transitions to a HiHi alarm is considered
the same alarm but with a different property. Other sources will treat
the new HiHi alarm as a brand new (and independent) alarm, with its
own Alarm lifecycle. In this lifecycle treatment, each alarm state must
be individually acknowledged (Hi and HiHi). In the former lifecycle
treatment, a single acknowledgement will apply to all variations of the
alarm.

Initial Event Initial Event is defined as, a new Any Alarm State

Change event which contains a new Alarm Lifetime
ID. For a definition of a State Change event see
"Any Alarm State Change" below.

Any Alarm State Change State Change is defined as, a change to Active,

Inactive, Acknowledged, Unacknowledged or a
change in Condition. For a definition of a change in
Condition see "Any Condition Change" below.

Alarm Becomes Active A transition to an Active state regardless of

acknowledgement. Includes Active Acknowledged
and Active Unacknowledged events.
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Alarm Becomes Inactive

A transition to an Inactive state regardless of
acknowledgement. Includes Inactive Acknowledged
and Inactive Unacknowledged events.

Alarm Becomes
Acknowledged

A transition to Acknowledged regardless of Active
state. Includes Active Acknowledged and Inactive
Acknowledged events.

Alarm Becomes
Unacknowledged

A transition to Unacknowledged regardless of Active
state. Includes Active Unacknowledged and Inactive
Unacknowledged events.

Any Condition Change

Condition changes are only supported with GE iFIX
and GE CIMPLICITY. A Condition Change must retain
the same Alarm Lifetime ID. Condition Changes can
represent a change from HI to HIHI or LO to LOLO.
A Condition Change from HI to HIHI will replace the
HI alarm with HIHI, instead of creating a new Alarm
Lifetime ID for the HIHI alarm.

Event Quality Changes

Event Quality Changes are defined as a change in
quality, as reported by the data source. Quality
updates are either GOOD, BAD, or UNCERTAIN. GE
CIMPLICITY is the only source that does not support
Event Quality Changes.

Upon Timer

A timer will start when the Strategy instance begins
its execution, even if no policy conditions are
satisfied. After the time specified has elapsed, the
action will be triggered. This timer will execute only
once. The timer is canceled when the Strategy
instance is stopped.

Upon Repeating Timer

A timer will start when the Strategy instance begins
its execution, even if no policy conditions are
satisfied. After the time specified has elapsed, the
action will be triggered. The timer will then restart.
This timer will execute indefinitely until the Strategy
instance is stopped.

Alarm Becomes Terminal

Terminal is defined as an Inactive Acknowledged
event.

Policy Condition Notes
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If a single event matches both the Initial Event condition and Any Alarm State
Change condition, only the Initial Event policy with execute.

Example:
Event: Active Unacknowledged Alarm with a new Alarm Lifetime ID (Initial
Event
In this case, both conditions are met, but only the Initial Event -> Start Tactic
will execute. Re-notify will be ignored.

Condition > Action
Policies
J Initial Event ¥ 2 Start Tactic *  Notify All O
x Any Alarm State Change v 9 Re-Notify v

If a single event matches both the Initial Event condition and any policy condition

with an action to Stop Strategy, only the policy with an action to Stop Strategy will

execute.

Example:

Event: Active Acknowledged Alarm with a new Alarm Lifetime ID (Initial Event)
In this case, both conditions are met, but only the Alarm Becomes
Acknowledged -> Stop Strategy will execute. Restart Active Tactic will be
ignored.

Condition 2 Action

Policies
x Initial Event v 2 Restart Active Tactic * Notify All O

J Alarm Becomes Acknowledged v =2 Stop Strategy

If a single event matches both the non-Initial Event condition and any policy
condition with an action to Stop Strategy, only the policy with an action to Stop
Strategy will execute, except for Re-Notify and Ack (which can execute concurrently).
Example:
Event: InActive Acknowledge Alarm with existing Alarm Lifetime ID (Any State
Change)
In this case, three conditions are met. The Any Alarm State Change ->
Renotify & Alarm Becomes Acknowledged -> Stop Strategy will execute
concurrently. Stop Tactic will be ignored.
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Condition =2 Action
Policies
Any Alarm State Change ¥ 2 Re-Notify v
x Alarm Becomes Inactive ¥ 2 Stop Tactic ~ | Notify All O
q/ Alarm Becomes Acknowledged ¥ = Stop Strategy v

Policy Actions

The actions which may be taken after a matching
event is received are listed below.

Start Tactic

If an instance of the specified Tactic is not currently executing
for this Strategy Instance, start one. If the specified Tactic is
already executing for this Strategy instance, allow the original
one to continue. Start Tactic action will not restart an already
executing Tactic.

Restart Active

If an instance of the specified Tactic is not currently executing

Tactic for this Strategy instance, start one. If the specified Tactic is
already executing for this Strategy, restart the Tactic.

o Restarting Advanced Tactics - Finish execution of the
current block, then move back to the Tactic's Start block. If
the current block is a Notify All block, all connections
within that group will be notified before restarting the
Tactic. If the current block is a Timer block, the Timer will
need to expire before restarting the Tactic.

e Restart Basic Tactics - Finish execution of the current
notification, stop the Tactic, then move back to the
beginning of the callout list.

Re—Notify Perform notification(s) of the current alarm event to all
connections for which some Tactic of this Strategy instance
has attempted notification (even if unsuccessful).

Stop Tactic Instruct the specified Tactic to stop.

o Stopping Advanced Tactics - The stop will occur after
finishing the execution of a notification block. If the
current block is a Notify All block, all connections within
that group will be notified before stopping the Tactic.
Timer blocks are stopped immediately.
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Stopping Basic Tactics - The stop will occur after the
current notification attempt and before any retries or
delays.

Stop All Tactics

Instructs all Tactics, executing for this Strategy instance, to
stop. See "Stop Tactic" above for details about stopping
Advanced and Basic Tactics.

Stop Strategy

Stop all Tactics and all Timers. Stop evaluating Policies. A Stop
Strategy action must be defined for a Strategy.

Ack

Acknowledge the current alarm event. Ack can be used for
auto acknowledging a defined event condition such as Alarm
Becomes Inactive.

Policy Action Notes:

« All satisfied Policy Conditions are executed in order of their Policy Actions. Multiple
satisfied Policy Conditions with the same Policy Action are executed in arbitrary

order.

Policy Action Order:

Stop Tactic > Stop All Tactics > Re-Notify > Ack > Start Tactic > Restart Active

Tactic > Stop Strategy

Example:

Event: Active Unacknowledged alarm (both new and existing Alarm Lifetime

IDs will behave the same)

In this case, the Stop Tactic action will be performed first, before the Start
Tactic action. If the specified Tactic is not running, the Stop Tactic will not
perform an action and the Start Tactic will execute.

Policies

Condition = Action
2nd  Alarm Becomes Active v 2 Start Tactic ~ Notify All O
Alarm Becomes Active ¥ 2 Stop Tactic ¥ Notify All O
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Triggers

The list of alarms and filters which are associated with the Strategy are
displayed on this tab. Strategies which are in use may not be deleted.

Use this tab to track down where a Strategy is referenced, so that you
may delete it.
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Alarming

Create, manage, and organize the alarms monitored by WIN-911.

OPC DA Settings

Setup your OPC DA Sources by defining connection settings and alarm
conditions.

FactoryTalk A&E Settings

Setup your FactoryTalk Alarm and Event Sources by defining
connection settings and alarm subscriptions.

CIMPLICITY Settings

Setup a direct connect with your CIMPLICITY Projects.

IFIX Settings

Setup your iFIX Source by defining Connection Settings and Alarm
Conditions.

InTouch Settings

Setup remote and local connections to InTouch applications for alarm
and data monitoring.
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InTouch ME Settings

Setup a local connection to a ITME Project alarm and data monitoring.

System Platform

Setup a local connection to a single System Platform Galaxy for alarm
monitoring.

Organize with Labels

Labels represent a label for organizing alarms based on location,
device, functions, severity, or other logical grouping. Labels can be
used in a notification tactic to control notification.
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OPC DA Overview

The OPC DA data connection allows WIN-911 to connect to a wide
variety of HMI/SCADA systems by using a generic data exchange
medium, OPC DA server. WIN-911 serves as a generic OPC DA client.
WIN-911 only supports Data Access (DA) servers not Alarm and Event
(A&E) servers. WIN-911 is capable of browsing tags in an OPC DA
server and importing them into the WIN-911 configuration, where tag
browsing is available.

If at any time WIN-911 loses connection to the OPC server, WIN-911
will attempt to re-establish its connection and continue to do so until
the server is back online and the data is restored.

The OPC DA server passes raw values, or "ltems"”, to WIN-911 on a
pass-by-exception basis. Alarm events are derived from set-points (e.g.
"On", "Off", "50 >", "4 <", etc.) that you enter and which WIN-911 will
compare to the Items. When an Item meets or exceeds the set-point
an alarm event is triggered by WIN-911.

The OPC DA connection also supports watchdog alarms. Watchdog
alarms are based on an item's value NOT changing within a specified
period of time. This type of alarm is useful for monitoring the
operational status of a server/device. OPC DA servers only update
clients when item value's change. If a server stops responding the
client can only assume that the data has not changed but is still valid.
Watchdog's are provided to guard against this by triggering an alarm
event when an item's value fails to change within a specified amount
of time.

182



WIN-911 User Guide

WIN-911 can monitor an item's changing value by setting the time-out
value greater

The OPC DA Conversation

There are three parts to an OPC DA Address: the Machine Name or IP
Address, Server Class, and the ItemID. The Machine Name specifies the
network node that the server resides on, the Server Class specifies the
server that contains the data, and the ItemID is the specific data point
within the server.

Connecting and Reconnecting to OPC DA Servers

The OPC DA data source will automatically connect to a properly
registered OPC DA server when it becomes available on the target
machine.

If an established server connection is broken, the OPC DA data source
will attempt to reconnect when:

o Communication to the remote computer breaks due to loss of network
connection.

o The remote computer running the OPC DA server is shut down or restarted.

o The OPC DA server indicates a failure to WIN-911.

e The OPC DA server asks WIN-911 to disconnect, e.g. for internal reconfiguration.

o The OPC DA server is not properly registered on the target machine -
permanently, or even temporarily, when a new version is being installed.

Preparing Your Computer for Remote OPC DA

Setup DCOM
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Run the DCOM configuration utility by selecting Start and typing
dcomcnfg in the Search Programs and Files text entry box. Highlight
Component Services, then Computers, then right-click My Computer
and select Properties which will bring up the Component Services
dialog. Select the Default Properties tab and check Enable Distributed
COM on this computer. In addition, make sure that the Default
Authorization Level shows Connect and the Default Impersonation
Level is set to Identify. Uncheck the additional security for reference
tracking box (match the settings below). Set default security right by
selecting the Default Security tab.

Configure Access Permissions for the computer's DCOM via the
Default COM Security tab. On the Access Permission window you can
add individual users and groups to grant access to this particular
computer on the DCOM level. Make sure you select the correct
domain or workgroup user list from the pull-down menu. Here you
select your computer's domain or workgroup. For initial test purposes
include Everyone in the Grant Access list.
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Configure OPC DA Sources

Specify how to connect to your OPC DA sources.

Name OPC Server

Single Source Definition Group of Redundant Scurces

Machine Name | MyComputer

OO

Server Class OPCDA.Server.v1.x

B

Name

Each data source must have a unique name that distinguishes it from
the others.

Description

An optional text field for providing the user with context. Such
information can contain location data (like Lift Station 22), or an
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explanation of the event that conveys useful information to the user
that is not provided elsewhere.

Single Source Definition vs. Group of Redundant Sources

Single Source Definition is the default OPC DA source type which
interfaces a single server. If the source is an array of redundant servers,
you will need to use to specify each server that is part of the Group.

Machine Name

Select the computer that hosts your OPC DA server. You can use the
browse button to the right to browse for your server. Type "localhost"
if the OPC DA server in on the same machine as WIN-911.

Server Class

Enter the OPC DA server name. You can type the name manually or
you can use the browse button to the right to select the server you
wish to connect to.
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Configure OPC DA Alarms

Configure alarm conditions on data provided by an OPC DA

source. Alarms represent specific alarm conditions such as a tank level
exceeding a high limit or a valve being opened that would normally be
closed and require an alarm responder to be notified. Alarms trigger a
notification strategy.

ltem

Item ID SCADA FreshWaterTank.GateValve
Update Rate 1,000 ms 5

Units

Item Labels @ @

B

Name

Each item must have a unique name. When WIN-911 delivers alarm
messages, this is the name it will use. The name can be independent
of the Item ID, which must match the syntax of the OPC DA server
and is often cryptic.
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Description

An extra text field for organization and administration purposes. It is
intended to allow for elaboration on the information concerning the
alarm/item. Such information can contain location data (like Lift

Station 22), or a description of the data that provides additional
context.

Area

The area is an optional attribute that can be assigned to help identify
the item in environments that may have multiple sections with similar
functions, such as a waste water treatment plant with multiple lift

stations. An area example would be "Lift Station 22". When importing

from WIN-911 Version 7, the grouping name will be imported as the
area.

Source

Select the OPC DA server name.

[temID

The "lItemID" is the name of the tag as it exists within the OPC DA
server and is the name that WIN-911 uses to communicate with the
server. You can type the name in manually using the text entry box
provided, but it is highly recommended that you use the browse
button to the right and select the ItemID directly from the server for
the sake of convenience and the prevention of errors.
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Update Rate

You can set the update rate at which the OPC DA data source module
refreshes its data. The default value is 1.000 ms.

Units

The Units field is optional. Use it to add engineering units. to your
notifications.

Item Labels (for use by Advanced Tactics)

The "Item Labels" are optional attributes for organizing alarms in a
logical manner. They can represent function, location, severity, or
other such category that serves the project requirements. See Labels.
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Alarms

Condition Item Value v = v |0

Strategy Default - @

Units

Severity ] 500 &

Item Labels

Labels @ @
®

B

Note: Each individual item can be assigned any number of alarm
conditions.

Name

Each alarm must have a unique name. When WIN-911 delivers alarm
messages, this is the name it will use.

Description

An optional text field for providing the user with context. Such
information can contain location data (like Lift Station 22), or an
explanation of the event that conveys useful information to the user
that is not provided elsewhere.
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Condition

The value or state of the OPC DA item that defines the alarm
condition.

Item Value: Alarm based on the item's value. The relationship can
be equal to, not equal to, greater than, less than, or a
combination thereof.

Quality: Alarm based on the OPC DA item's attribute.

Watchdog: Alarm based on an item's value NOT changing within
a specified period of time. This type of alarm is useful for
monitoring the operational status of a server/device. OPC DA only
updates clients when value's change. If a server stops responding
the client can only assume that the data has not changed but is
still valid. Watchdog's are provided to guard against this by
creating an alarm event when an item's value fails to change
within a specified amount of time.

Strategy

The strategy that WIN-911 invokes when the alarm event occurs.

Severity

A number from 1 to 1000 that designates that urgency of an alarm
event. It can be used as an organizational tool and be used in a tactic
to determine how an alarm is dispatched. The default severity is 500.

Units

The Units field is optional. Use it to add engineering units to your
notifications.
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Alarm Labels

The "Alarm Labels" are optional attributes for organizing alarms in a
logical manner. They can represent function, location, severity, or other
such category that serves the project requirements. See Labels.
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Import from OPC DA Server

Import items from an OPC DA server on you local network. The OPC
DA server should be configured as a source before it can be browsed
for items to import.

OPC DA Source  OPC Server M
Please select the items you would like to import by checking the corresponding checkboxes. Use the alarm creation option to define alarms as your items are
imported.

u  ltem D T Name T Path \ h
m _System,_ProjectTitle _ProjectTitle _System

B System. Date Day _Date_Day _System

m  System. ClientCount _ClientCount _System

W SCADA. Statistics. PendingRead: _PendingRead: SCADA. _Statistics

W SCADA. Statistics. MaxPendingWrites _MaxPendingWrites SCADA._Statistics

W SCADA. Statistics. FailedWrites _FailedWrites SCADA. Statistics

W SCADA. Statistics. SuccessfulReads _SuccessfulReads SCADA. Statistics

W SCADA_ Statistics. PendingWrites _PendingWrites SCADA. _Statistics

W SCADA. Statistics. FailedReads _FailedReads SCADA._Statistics

W SCADA. Statistics. RxBytes _RxBytes SCADA. _Statistics

B SCADA. Statistics. TxBytes _TuBytes SCADA. Statistics

W SCADA_ Statistics. MaxPendingReads _MaxPendingReads SCADA._Statistics

W SCADA. Statistics. SuccessfulWrites _SuccessfulWrites SCADA._Statistics

W SCADA. Statistics. MextReadPriarity _NextReadPriarity SCADA. Statistics

W SCADA. Statistics, Reset _Reset SCADA. Statistics

W SCADA. System. WriteOptimizationDutvCvele  WriteOotimizationDutvCvele SCADA. Svstem A

72 of 72 selected
Do not create any alarms, items will be imported as data tags -

OPC DA Source

Use the pull-down list to select the OPC DA server that you would like
to conduct the import from. If there are no servers in the list, you will
have to create one in the OPC DA Sources workspace.

See Configure OPC DA Sources.
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OPC DA Item Import

If the OPC DA server supports browsing, then the OPC DA module will
generate a list of all items available for importing. Select the items you
would like to import by checking the corresponding check boxes. You
can also create alarms on selected items while importing.

Import Item List

In the center of the import items workspace is a master list of all
importable items. Each import item object contains three properties,
the Name, ItemID, and Path, that are displayed in columnar

format. These properties can be used to sort and filter import items
using tools provided within the form. The active sorting column is
indicated by a black triangle in the middle of the column header.

Selecting Import Items

The import item(s) is selected by clicking the check box to the left of
the import item's properties. Multiple import items can be selected per
import.

Sorting

When the name column header has a black triangle pointing down,
the import items will be arranged by name in descending alphabetical
order. Clicking on the triangle will reverse the list and cause it to be
arranged in ascending order. A third click on the triangle will deselect
the column. Any property column can be sorted.

Search

194



WIN-911 User Guide

The search field will filter the import items collection selector list by
suppressing the display of import items that do not contain the
character string entered. Any property column can be searched. The
search field will be highlighted yellow while the search filter is in
session.

Filtering

On the right side of the property column heading is a black filter
symbol. Clicking it causes a custom filter design form to appear. This
form provides several options the WIN-911 administrator can use to
exclude unwanted import items from being listed in the collection
selector. "And/Or" expressions can be created that key on the selected
property data for inclusion or exclusion. The selected property (Name
or Description) column header will be highlighted yellow while the
custom filter is applied. Any property column can be filtered.

Grouping

Dragging and dropping a property column header into the grey area
above the import items list will cause the collection selector to group
the import items accordingly. The collection selector now lists the title
of the selected object in bold font with a drop-down arrow to the left.
Click on the drop-down arrow and the collection selector will drop a
list of all the import items that contain a particular object title. Groups
can be compounded by dragging another object into the "Group by"
field. Grouping can be removed by hovering over the group title and
clicking the "X" that appears to the right of the title. Any property can
be grouped.
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Select Import Alarm Condition

Each import can be configured to automatically set an alarm
condition, that will be assigned to each of the selected items by using
the pull-down selector beneath the import item selection list. The
alarm condition will be assigned the Default (Notify All) strategy. The
alarm condition options are as follows:

o Do not create any alarms, items will be imported as data tags (default
selection).

e Create an alarm on value =0

o Create an alarm on value = 1

e Create an alarm on value "not equal to" 0

o Create quality alarm

Note: Caution should be used when automatically assigning alarm types
to bulk imports. Upon completion of the import all new alarms will
immediately go live and any that are in alarm condition will be subject
to the default strategy "Notify All".
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Cimplicity Projects

Cimplicity Version

Note: WIN-911 supports Cimplicity versions 8.2 and 9. The installation
sets WIN-911, by default, to connect to version 9. If you are integrating
WIN-911 with Cimplicity version 8.2 you must make the following
modification to properly connect. Change the WIN-
911.Source.Cimplicity.Runtime.Adapter from the version 9 to 8.2.

1. Open your Services via task manager or Control Panel>Administrative Tools and
stop the WIN-911 Cimplicity Runtime by right-clicking on it and selection Stop

2. Open Explorer and navigate to c:>Program Files (x86)>WIN-

911>CIMPLICITY>Adapter82.

Right-click on the adapter and select Copy.

4. Back out of the current folder to the CIMPLICITY folder and Paste the WIN-
911.Source.Cimplicity.Runtime.Adapter, allowing it to overwrite the existing file. (If
you upgrade CIMPLICITY you still have the original adapter in the Adapter9x
folder, with which you can reverse the process.)

5. Start the WIN-911 Cimplicity Runtime by right-clicking on it in Services and
selecting Start.

w

Project

Project Name

Enter the name of the Cimplicity project you wish to monitor. The
name is case sensitive and must match the project name as it appears
in Cimplicity.
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Username/Password

Cimplicity users can be assigned a password to enhance operational
security. If a password is configured for the WIN-911 username enter it
here, otherwise leave this field empty.

Health Alarm

The health alarm monitors WIN-911's connection with the project. If
the project connection is lost WIN-911 will trigger an alarm that can
be dispatched an alarm notifier

Description

Enter the text of the alarm message you wish to be dispatched on the
event of a data source connection loss.

Strategy

Select the strategy you wish WIN-911 to use when dispatching the
health alarm notification.

Severity

A numeric attribute from 1 to 1000 that designates that urgency of an
alarm event. It can be used as an organizational tool and be used in a
tactic to determine how an alarm is dispatched and which alarm has
priority over another. The default severity is 500.

Labels (for use by Advanced Tactics)
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Labels are optional attributes for organizing alarms in a logical
manner. They can represent function, location, severity, or other such
category that serves the project requirements. (See Labels)

Filters

WIN-911 provides the Cimplicity user with two methods of alarm
monitoring: Filters, and Points. Filters allow WIN-911 to subscribe to a
range of possible alarm events based on criteria the user defines here.

The advantage of using alarm points over filters is that individual
points are subject to having its alarm criteria modified which may
cause a previously defined alarm filter to reject the new alarm. In
situations where a point and a filter both match an alarm event, the
point setting will take priority over the filter and dispatch the alarm.

Filters specify which Cimplicity alarm events will be handled by WIN-
911 and which strategy will be utilized when handling them (See
"Tactics" and "Strategies" in the Notification section). The user is able
to create subscriptions for All Alarms, or subscribe based on Point ID,
Class Names, or Class Orders.

If more than one subscription is set up for an alarm event, the event
will be handled based on the first matching filter defined. If all
properties of the filter are not satisfied by an alarm event, WIN-911 will
move on to the next filter until a matching filter is found. The filter
workspace also allows the user to attach Labels to the alarms.

All Alarms

If All Alarms is selected (default), all Cimplicity alarm event messages
for this filter will match the subscription and will be sent to WIN-911
for remote notification as per the selected strategy.
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Point ID

Each point in a Cimplicity project has a unique Point ID.

Your filter can be set to allow all Point IDs or you can restrict certain
events base on criteria you specify here. When defining specific Point
ID criteria you have the option to use a "Wildcard" to include certain
events based on your input, or a "RegEx" to exclude certain names. For
example, "T*" would match all alarm events with an alarm name that
starts with "T" while "*pump*" would match all events containing the
string "pump" in their name. Any alarm event that does not meet this
criteria will cause the event to be rejected by the filter.

Class Names

Alarm Classes are a group of alarms with similar characteristic. Class
names (Class ID) can be up to 5 characters in length, must be unique,
and cannot include the $ or | characters.

Your filter can be set to allow all class names or you can restrict certain
events base on criteria you specify here. When defining specific Class
Name criteria you have the option to use a "Wildcard" to include
certain events based on your input, or a "RegEx" to exclude certain
names. For example, a wildcard with criteria of "T*" would match all
alarm events with an class name that starts with "T" while "*pump*"
would match all events containing the string "pump" in their name.
Any alarm event that does not meet this criteria will cause the event to
be rejected by the filter.

Resource IDs
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Your filter can be set to allow all Resource IDs or you can restrict
certain events base on criteria you specify here.

Class Orders

An alarm Class Order is a numeric priority that ranges from 0 to 9999,
where 0 is the highest priority and 9999 is the lowest.

You can select an order range (e.g. 200-400) or a specific order value
(e.g. 800). Any alarm event that does not meet this criteria will cause
the event to be rejected by the filter.

Combinations
The filters are evaluated based on the sum total of all criteria
specified. For example, a filter with a specified class order of "700-900" and a
Point ID of "T" would match all alarm events with a class order range of "700-900"

and a Point ID that starts with "T". Since the Class Name was not specified no
alarm event would be rejected based on Class Name.

Strategy

Select defined Strategy to dispatch alarms for this filter.

Labels

Labels are optional attributes for organizing alarms in a logical
manner. They can represent function, location, severity, or other such
category that serves the project's alarming requirements. (See Labels)

Watchdogs
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Cimplicity supports watchdog timers which may be used to alert users
when communications are lost between WIN-911 and Cimplicity. WIN-
911 must monitor an alarm condition that cycles in and out of alarm
on a specified time interval. The watchdog timer would then be set to
a value greater than the interval. If the timer expires prior to the
change of alarm state, WIN-911 with trigger the watchdog.

Name

Enter a name for this watchdog.

Description

An extra text field for context concerning the Watchdog Alarm.

Point ID

Each Point ID can have up to 32 characters, any combination of upper-
case letters and numbers, and special characters, with some restriction
(see Cimplicity documentation for these).

Timeout

Specify the timeout interval that WIN-911 will wait for an alarm
condition change to occur before triggering the Watchdog. Enter time
(in seconds) from "5" to "900".

Severity

Select severity level the alarm will be assigned ("0" through "1000").
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Strategy

Select defined Strategy (See "Notification” for information on setting
up Strategies").
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Cimplicity Points

WIN-911 provides the Cimplicity user with two methods of alarm
monitoring: 1) Filters, and 2) Points. Filters allow WIN-911 to subscribe
to a range of possible alarm events based on criteria the user defines
in the Cimplicity Filters Workspace (see Cimplicity Projects>Filters). The
advantage of using alarm points is that individual points are subject to
having its criteria modified which may cause a previously defined WIN-
911 filter to reject the new alarm event. In the case where a filter is set
that matches the Points configuration, the Points configuration takes
priority over the Filter and will process the alarm rather than producing
two alarm events, one for the filter and on for point.

Point

Name

The "Name" field is a unique WIN-911 property that can be associated
with the Cimplicity point Its purpose is to make the point name easier
to read if the Cimplicity Point ID is cryptic. This name must be unique
and is independent of Cimplicity's Point ID.

Description

An optional text field for providing the user with context. Such
information can contain location data (like Lift Station 22), or an
explanation of the event that conveys useful information to the user
that is not provided elsewhere.

Project
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Select the Cimplicity project that contains this point.

Point ID

Each Point ID can have up to 32 characters, any combination of upper-
case letters and numbers, and special characters, with some restriction
(see Cimplicity documentation for these).

Strategy

Select the strategy you wish WIN-911 to use when dispatching the
health alarm notification.

Labels (for use by Advanced Tactics)

Labels are optional attributes for organizing alarms in a logical
manner. They can represent function, location, severity, or other such
category that serves the project requirements.

Conditions

You may optionally define conditions in order to provide condition
specific labels and description.

Condition

The value or state of the Cimplicity point that constitutes and alarm
event. The state can be selected from the following options: Lo, LoLo,
Normal, Hi, and HiHi.
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Description

Enter the text of the alarm message you wish to be dispatched on the
event of a data source connection loss.
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IFIX Sources

Source

Health Alarms Filters Watchdogs

You must configure iFIX to launch the alarm queue and source runtime.

Queue Name WIN911

iFIX Security Mode No Security Specify Credentials

Ignore COMM Alarms

You must configure iFIX to launch the alarm queue and source at
runtime.

Queue Name

To integrate WIN-911 with iFIX you must configure the iFIX System
Configuration Utility (SCU) to start two executables as part of as part of
the (FIX startup sequence: the alarm queue and the WIN-911 (FIX
runtime source. The queue must be started before the runtime source.
The two applications must be launched before WIN-911 may import
blocks from iFIX and are also required for remote alarm notification.
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Follow the instructions below to make sure that iFIX launches both of
these applications at start up, and in the proper order.

N wWwh =

N

9.

Open the iFIX SCU.

Open the Configure > Tasks...

Click the browse button to the right of the Filename text box.

Browse to the WIN-911 (FIX runtime source path. By default, the path is :
"C:\Program Files (x86)\WIN-911 Software\WIN-911\iFIX." and select
"AlmUserQ.exe."

In the command line text box enter"/nWIN911 /s6000" without quotations. (Take
note that there is no space between "/n" and "WIN911" or between "/s" and
"6000.")

Set the start up mode to "background."

Click the add button.

Once again, click the Filename browse button and navigate to the WIN-911 iFIX
runtime source path.

Select "WIN911_Source_iFIX Runtime_WPFHost.exe."

10. Leave the Command Line field blank (see note below) and set the start up mode

to "background."

11. Click the "add" button.
12. Click the "OK" button at the bottom of Task Configuration page.
13. Save the changes you've made in the SCU with the File > Save menu option.

IFIX Security Mode

iFIX can be configured to require security credentials for access to their
SCADA. When iFIX is configured for security WIN-911 will require valid
credentials in the form of a username and password. See your network
administrator for obtaining credentials for your WIN-911 system.

Test Credentials

The iFIX Runtime credentials can be verified by clicking Test
Credentials button. If the test fails try reentering the credentials or
contact your network administrator.
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Ignore COMM Alarms

COMM and No Data alarms are types of alarms that can be classified
by the user as nuisance alarms that do not need to be dispatched to
remote personnel. This option, when selected, with cause WIN-911 to
ignore these types of alarms, even if iFIX does not. This is a global
setting that affects all alarms that WIN-911 monitors from iFIX.

Health Alarms

Filters Watchdogs

Description | Error reading from iFIX alarm queue - check that AlmUserQ.exe is added to the iFIX system

configuration task list and that the specified queue name matches what you have defined in
WIN-911.

Strategy Default - @
Severity [} 500 ¥
- @ ®

Queue Read Error

Description

The text of the health alarm can be modified by the WIN-911
Administrator by editing the contents of the description text entry box.
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Strategy

The strategy selector pull-down list assigns the strategy that WIN-911
will use to dispatch health alarm messages.

Severity

You can select a specific severity value (e.g. 800) to associate with
Health Alarms.

Alarm Priority to Severity Map
Critical: 1000

HiHi: 900

High: 700

Medium: 500

Low: 300

LoLo: 100

Info: O

Labels (for use by Advanced Tactics)

Labels are optional attributes for organizing alarms in a logical
manner. They can represent function, location, severity, or other such
category that serves the project requirements.

Filters

WIN-911 provides the iFIX user with two methods of alarm monitoring:
1) Filters, and 2) Blocks. Filters allow WIN-911 to subscribe to a range
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of possible alarm events based on criteria the user defines here. This
section focuses on the development of alarm filters.

The advantage of using alarm blocks (rather than filters) is that WIN-
911 will synchronize alarm states upon startup; however, this
initialization can be very time consuming. In general, filters are
preferred. Filters consume fewer resources and are easier to

maintain. In the case where a filter is set that matches an alarm block
configuration, the block configuration takes priority over the filter and
will process the alarm rather than dispatching two alarm events, one
for the filter and on for the block.

Filters specify which iFIX alarm events will be handled by WIN-911 and
which strategy will be utilized when handling them (See "Tactics" and
"Strategies" in the Notification section). The user is able to create
subscriptions for All Alarms (default), or selections based on Block
Names, or Specific Areas.

If more than one filter is set up for an alarm event, the event will be
handled based on the first matching filter defined. If all properties of
the filter are not satisfied by an alarm event, WIN-911 will move on to
the next filter until a matching filter is found. The filter workspace also
allows the user to attach Labels to the alarms matching the filter.
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Source Health Alarms Filters Watchdogs

Filters will not be evaluated for iFIX blocks explicitly defined in WIN-911. Events will pass through only the first matching
filter in the order defined here.
O 1 Specific Block Names Strategy Default ~ @

All Block Names  [Sal=aiftoli]leTe VETGTYS

Filters

Wildcard |~ *Pressure®

LARNEEEY  Specific Areas

Labels

® ©)

All Block Names

If All Block Names is selected (default), all iFIX alarm event messages
for this filter will match the subscription and will be sent to WIN-911
for remote notification as per the selected strategy.

Specific Block Names

Each block in an iFIX project has a unique block name that identifies it.
It can have up to 32 characters, any combination of upper-case letters
and numbers, and special characters, with some restriction (see iFIX
documentation for these).

Your filter can be set to allow all block names or you can restrict
certain events base on criteria you specify here. When defining specific
block name criteria you have the option to use a "Wildcard" to include
certain events based on your input, or a "RegEx" (regular expression)
to exclude certain names. In a wildcard search, "T*" would match all
alarm events with an alarm name that starts with "T" while "*pump*"
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would match all events containing the string "pump" in their name.
Any alarm event that does not meet this criteria will cause the event to
be rejected by the filter. If more than one filter criterion is specified,
the alarm is considered to match the filter if any criterion is matched.

All Areas

If All Areas is selected (default), all iFIX alarm event messages for this
filter will match the subscription and will be sent to WIN-911 for
remote notification as per the selected strategy.

Specific Areas

Each Area in an iFIX project has a unique area name that identifies
it. Each area name can have up to 32 characters, any combination of
upper-case letters and numbers, and special characters, with some
restriction (see iFIX documentation for these).

Labels

Labels are optional attributes for organizing alarms in a logical
manner. They can represent function, location, severity, or other such
category that serves the project's alarming requirements.

Combinations

The filters are evaluated based on all criteria specified. For example, a
filter with a specified block name WASTEWATER and an alarm area
that contains the letter "T" would match only alarm events with a block
name of WASTEWATER and an alarm area that contains the letter "T".
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Strategy

Select defined Strategy (See "Notification” for information on setting
up Strategies").

Watchdog

WIN-911 provides watchdog timers which may be used to alert users
when communications are lost between WIN-911 and an iFIX tag.
WIN-911 will monitor the specified tag, expecting an alarm event or
value change message to appear in the queue within a specified
period of time. When the value or alarm state fails to change within
the specified period of time the Watchdog alarm will become active.

Source Health Alarms Filters
Name Watchdog

Description | No value change has been received for this block within the specified timeout period.

Node Name | FIX

Tag Name WATCHDOG

“ ‘

90 sec

®

Strategy Default

- @

@ Click the plus icon to add a new Watchdeg.

] 500 +

®

Name

Enter a name for this watchdog.
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Description

An extra text field communicated with the alarm event notification.

Node Name

The node of the block to be monitored. Each can have up to 32
characters, any combination of upper-case letters and numbers, and
special characters, with some restriction (see iFIX documentation for
these).

Tag Name

The tagname of the block to be monitored. Each can have up to 32
characters, any combination of upper-case letters and numbers, and
special characters, with some restriction (see iFIX documentation for
these).

Timeout

Enter time (in seconds) from "5" to "900".
Strategy
Select defined Strategy (See "Notification” for information on setting

up Strategies").

Severity

Select severity level the alarm will be assigned ("0" through "1000").
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Alarm Priority to Severity Map

Critical: 1000

HiHi: 900

High: 700

Medium: 500

Low: 300

LoLo: 100

Info: O

Labels

Labels are optional attributes for organizing alarms in a logical
manner. They can represent function, location, severity, or other such
category that serves the project's alarming requirements.
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IFIX Blocks

WIN-911 provides the iFIX user with two methods of alarm monitoring:
1) Filters, and 2) Blocks. Filters are the preferred option as they allow
WIN-911 to subscribe to a range of possible alarm events based on

criteria the user defines in the iFIX Filters Workspace (see

iFIX>Source>Filters). This section focus on the development of

individual iFIX Blocks.

Block

Name Hopper 1

Specify
Node Name | FIX
Tag Name HOPPER1

Strategy Default

Block Labels @ Building2

®O0

®®

Name

The "Name" field is a unique WIN-911 property that can be associated
with the iFIX Blocks. Its purpose is to make the block name easier to
consume if the iFIX block name is cryptic. This name must be unique
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but is independent of iFIX Tag Name and only used when dispatching
alarm notifications.

Description

Enter the text of the alarm message you wish to be dispatched with
alarm events for this block. The user can opt to use the iFIX description
or can specify a custom description for use by WIN-911.

Node Name

Select the iFIX node that contains this block. The name is case sensitive
and must match the node name as it appears in iFIX.

Tag Name

Each block in an iFIX configuration has a unique tag name that
identifies it. Each can have up to 32 characters, any combination of
upper-case letters and numbers, and special characters, with some
restriction (see iFIX documentation for these).

Strategy

Select the strategy you wish WIN-911 to use when dispatching alarm
events for this block. (See Strategies)

Block Labels (for use by Advanced Tactics)

Labels are optional attributes for organizing alarms in a logical
manner. They can represent function, location, severity, or other such
category that serves the project requirements. (See Labels)
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Alarm States

You may optionally define alarm states in order to provide alarm state
specific labels and descriptions.

This workspace may be used to add descriptions or labels to specific alarm states. This is not a required step.

Alarm State  High Alarm -

above the high limit
Description

Block Labels Building2 @
Labels @

®

B

Alarm State

The state on which to provide customer labels and/or descriptions. The
state can be selected from the following options: Lo, LoLo, Normal, Hi,
and HiHi.

Description

Enter the text of the alarm message you wish for alarm events with this
state.
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Block Labels (for use by Advanced Tactics)

Labels are optional attributes for organizing alarms in a logical
manner. They can represent function, location, severity, or other such
category that serves the project requirements. (See Labels)
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IFIX Imports

Logical Node and Attribute Selection

Import blocks from an iFIX database on your network.

The iFIX client on the WIN-911 host and all applicable iFIX SCADA
servers must be running in order to conduct a block import.

You must define a strategy other than the default strategy before
importing iFIX blocks. This is required in order to ensure a large
number of blocks are not accidentally imported and immediately
dispatched to everyone in the WIN-911 contact library. You may
still conduct the import and assign all blocks to the Default
strategy. This requirement is merely a safeguard to force
verification of your intent.

iFIX Source @

All Logical Nodes

Specific Logical Nodes

Additional Information

Block Type

Description
Please note that these options will slow down the
loading process
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All Logical Nodes

This selection will allow the selection of blocks from all logical nodes
on your iFIX network.

Specific Logical Nodes

This selection filters the available block list to blocks residing on
specified logical nodes. The nodes may then be selected from the
available nodes list on the right.

Additional information can be gathered to help organize and refine
the import process. This can include block types (AA, AD, DI, etc.).
alarm descriptions, and whether or not alarming has been enabled.
Please note that these options will slow down the loading process.

Once your nodes and additional information are selected, click next to
proceed to block selection page by clicking the Next button on the
bottom right. You can always return to this page by clicking the
previous button on the bottom left.
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Block Selection

Drag a column header and drop it here to group by that column Drag a column header and drop it here to group by that column

Logical Node 7  Block Name T Logical Node ¥ Block Name Y Strategy T Labels T
FIX LEVELAR FIX VALVE Do Not Notif,
FIX LIFTPUMP FIX WASTE Do Not Notify

= FX LINEVAC FIX LOAD Do Not Notify

m FIX LINEVACAOD

mFIX LINEVACAR G
FIX RAWFLOW
FIX RAWFLOWDR @
FIX ROOMTEMP
FIX ROOMTEMPAO
FIX ROOMTEMPAR @
FIX RUNTEST
FIX TEST
FIX VACPUMP
FIX VACPUMPDO
FIX VACPUMPDR
FIX WASTEAR
FIX WATERPUMP

3 blocks selected 3 blocks to import

The block selection page provides the WIN-911 Administrator with a
powerful tool to quickly and accurately import mass data, apply labels
and assign strategies with as few steps as possible.

Start by selecting the strategy you want to assign to all of the blocks
collected in this section. You can repeat any portion of the import to
gather different blocks to assign to other strategies. Once a block has
been imported it will no longer show up in the available blocks list.
Thus, everything shown in the available blocks list is NOT currently a
part of your WIN-911 configuration. Once a block (or list of multiple
blocks are selected they are moved to the selected blocks list on the
right by click the red arrows on the column between the two lists.

Once your selection is complete you can execute the import by

clicking the finish button on the bottom right. Until that button is
clicked no blocks are imported.
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Import Results

After the import is complete WIN-911 presents a report that details
the result of the process. From this page the use can continue with
further block imports by clicking the Import More button provided on
the bottom right or navigate to the iFIX Blocks tab by clicking the red
arrow under the results report.
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What is FactoryTalk Alarms and

Events?

FactoryTalk A&E Overview

Note: FactoryTalk Alarms and Events requires FactoryTalk
Directory Services to be installed locally.

The FactoryTalk Alarms and Events source/direct connection provides
a means of connecting to Rockwell's FactoryTalk Services. The WIN-

911 direct connect interface to FactoryTalk provides access to alarms

generated by FactoryTalk Alarm and Events.

Multiple data sources can be configured for FactoryTalk Alarms and
Events. This allows the user to connect to multiple applications.
FactoryTalk Alarms and Events supports the ability to reconnect to
FactoryTalk Services if it ever loses its connection.

Note: The FactoryTalk Alarms and Events does not provide access to
tag data.

Note: The FactoryTalk Alarms and Events does not yet support the
following: reporting, Bypass, ALARM OFF command, and SUPPRESS
command from FactoryTalk View.

Filters allow WIN-911 to subscribe to alarm events according to filters
created by the WIN-911 user. FactoryTalk filters are based on Alarm
Name, Alarm Class, and Severity. The use of filters (as opposed to
individual tags) expedites the WIN-911 alarm configuration process
and is far less demanding on your computer's resources.
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The FactoryTalk Alarms and Events tag properties are configured at the
device level, making all properties dynamic with respect to WIN-911.
This means that a tag can be modified in FactoryTalk and those
changes are automatically reflected in WIN-911.

FactoryTalk assigns one of four Priorities to Alarms: Urgent, High,

Medium, and Low. WIN-911 can subscribe to FactoryTalk alarms based
on the Priority. Priorities are configured at the data source level.
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FactoryTalk A&E Subscriptions

WIN-911 provides FactoryTalk A&E with a list of common properties
that describe the kinds of alarms that WIN-911 is interested in
monitoring. This method is powerful because a single subscription can
be defined to handle a multitude of possible alarm events. For
example, you can say to FactoryTalk, "send me all alarms with a priority
of 95 or greater". Contrast this to defining a tag entry in WIN-911 for
every tag you want WIN-911 to monitor. Subscriptions can be created
to match against FactoryTalk names, classes, and/or severities.
Subscriptions may be used across multiple servers to fetch existing
alarms within. By default, a Subscription named 'All Alarms' is included.

Contact Notification

OPC DA RlGiAEll @13 Labels
Applications

Discussion: Subscription Logic

In to filter the collection of events coming from the source,
Subscriptions allow for the definition of filter Criteria, e.g. alarms with
high severity belonging to class A or class B. Such Criteria fall into
three Categories for FTAE, 1) Name, 2) Class, and 3) Severity. Each
category has an "All" option, which, as the name implies, is
unrestricted. Each category also has a "Specific" option, which puts
restrictions on the parent category. These restrictions are defined by
the criteria the WIN-911 user authors.
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A "Specific Category" will have at least one criteria rule which places
restrictions on what type of alarm will qualify for this subscription. So
what does WIN-911 do when multiple criteria are assigned? The alarm
candidate will have to match one or more rule to qualify in a specific
category. It does not have to match them all. This is to say that the
criteria are logically "OR"'d together, because the alarm candidate
must match one "OR" the other.

Categories themselves follow a slightly different logic. For an alarm
candidate to match the particular subscription, the alarm must have a
match for each category. This is to say that the categories are "AND"'d
together, since the alarm candidate must be a match for the Names
"AND" Classes "AND" Severities. If the candidate does not have at least
one match for the Classes category, the alarm does get credit for the
Classes category and thus, is rejected by the subscription.

In short: the Names, Classes, and Severities categories are be ANDed.
The filter criteria under each category shall be ORed.

PV RNETEEM Specific Names

MNames
ORed
Contains =  WATER_LEVEL

Does Not Contain |~ PUMP

aoed B
S R PER <[ccific Classes

Classes

E: Wild Card =  SAFETY*
Wild Card »  VALVE
ORed

ANDed

P Al Severities  [ENaellR UV U ) | Specific Severity Value

500 & 0 0 10003
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Subscription

By default, Subscriptions will match all alarms when first created.
Users can click the radio buttons to modify the filtering criteria. In the
example below, specific Names and Severities are being targeted.

RURVEINEEAN Specific Names

Names
WildCard ~ *

Regular Expression ~  $[a-z]*

LUROEREY  Specific Classes

All Severities

B TR EDN TN Specific Severity Value
499 % i0: b 10003

s @ ®

Whenever multiple categories of filtering are defined, the subscription
will be considered a match if and only if every category matches. In the
example above, both the Name and Severity filter categories must
match for the subscription to be considered matching.

String Filters

Four types of string filters exist. They can be used to match against
FactoryTalk Names and the Classes that your FactoryTalk Tags are
assigned to in FactoryTalk Alarm & Events. String filters are case-
sensitive.

Wild Card ~ *

The first and, easiest to use is the wildcard filter. Enter any string literal
to match it exactly. Enter an asterisk to match any character any
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number of times. Enter a question mark to match any character one

time.
RRTPRRREE “Tank” will only match the string “Tank”
“*tank” will match any string that ends with “tank.” E.g. "Watertank,”

“Brite tank.”
“z?g" will match any string that begins with “z,” ends with “g,” and has one

and only one letter between them. E.g. “zig,” “zag.”

Regular Expression ¥ Tank?

Regular expressions can be used. Regular expressions are an advanced
method of pattern matching. There are many resources available
online that document their use.

Contains * overflow

Does Not Contain ¥ temp

'‘Contains' will match any string that contains the substring you enter
exactly. 'Does Not Contain' will match the opposite.

Click the 'Add' button to create a new string filter under the respective
category (e.g. tagname) with default values.

@ Click the 'Delete’ button to delete the selected string filter under the
respective category.

Name
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Whenever a Contains/Does Not Contain criterion is defined within this
category, that criterion determines the category match. Whenever
multiple criteria within this category are defined, the category will be
considered a match if ANY Wildcard/Regular Expression criteria match.

Classes

FactoryTalk organizes its alarms into classes. Whenever a
Contains/Does Not Contain criterion is defined within this category,
that criterion determines the category match. Whenever multiple
criteria within this category are defined, the category will be
considered a match if ANY Wildcard/Regular Expression criteria match.

Severity Filters

Severity filters are supported for FactoryTalk Alarm & Events. They can
be created to match an inclusive range.

All Severities  [BYESHRIIEEENGEN  Specific Severity Value

499 5 ] 0 10002

They can also be created to match a specific Severity.

All Severities | Specific Severity Range  [RolZo) o= g1y SR FTS

1-1000 725 &

Labels

Subscription. At runtime, alarms matching the Subscription will have the

@ Click the 'Add" button to the right of 'Labels' to add new Labels to this
specified set of Labels attached.
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changes have been made to the Subscriptions tab, they will persist until

@ Click the 'Navigate' button to navigate to the Labels workspace. If any
the user navigates back to the Subscriptions tab.

‘ x Click the 'Delete Label' button to delete the Label on the left.

Utilizers

This tab simply shows the user which Applications are currently using
the Subscription that they are viewing. A Subscription cannot be
deleted while in use.
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FactoryTalk A&E Applications
Contact Notification

OPC DA JRgEEGRIELENN Labels

Subscriptions  Fa¥e]ellfeE ile]st5

Connection
Connection Routes Watchdogs
Name Brushy Creek MUD
Description
Application Type Local
Application Name BRUSHY_CREEK
Username WINS11
Password = eessss
Language English (United States) O

Good Quality Events Only

®®

Name

Enter a name for this connection. This name identifies this FTAE
connection to WIN-911. It must be unique and should be meaningful
and descriptive to the WIN-911 user.
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Description

An optional text field for providing the user with context. Such
information can contain location data (like Lift Station 22), or an
explanation of the connection that conveys useful information to the
user that is not provided elsewhere.

Application Type

Match the type of application to that of FactoryTalk. If it is a stand-
alone system then select Local, but if FactoryTalk is running as a
network application then Network should be selected.

Application Name
Match the FactoryTalk application name (as it appears within
FactoryTalk).

Username/Password

Specify a FactoryTalk account user name and password for this
application that has permission to access the FactoryTalk A&E Server.
You may consider creating one especially one WIN-911.

Note: The password is encrypted.

Test Connection
Use this button to validate the Application, username, and password

that was entered above. A success message indicates the connection
parameters are correctly entered.
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Language

Use the Language setting to match WIN-911 to the FTAE Application
Language. Use the browse button to the right to select a different
language.

Note: If the language setting is modified from the original (say,
English-to-French), you may need to enter a French text string
somewhere in your FactoryTalk Application before it will be selectable
in WIN-911.

Good Quality Events Only

Select this option to ignore bad or uncertain quality alarms.

Routes

All Alarms ¥ % Default

0JO,

Routes forward alarms from a Subscription to a particular Strategy.
This feature allows you to use Subscriptions across multiple
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Applications without redefining Subscription logic. A single alarm will
match only one Subscription. Routes are evaluated in the order they
are ranked.

See Subscriptions for a detailed explanation of their usage.

Click the 'Navigate' buttons to configure Subscriptions or Strategies.

Click the 'Add' button to add a new Route to the Application.

Click the 'Up' button to move the selected Route up a rank.

Click the '‘Down' button the move the selected Route down a rank

Click the 'Delete' button to remove the selected Route from the
Application.

HOO®HO®

Watchdog
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Connection Routes Watchdogs

Name PLC5_Pulse
Description | Mo event has been received which matches the specified alarm class within the specified timeout period.

Class watchdog

Timeout 90 sec &

Severity ] 500 +

Strategy Default - @

- @ ®

@ Click the plus icon to add a new Watchdog.

@ The Factory Talk A&E Application Name field is required.

®

FactoryTalk A&E supports watchdog timers which may be used to alert
users when communications are lost between WIN-911 and
FactoryTalk A&E. WIN-911 must monitor a changing alarm condition
as opposed to a changing data value. The watchdog timer would then
be set to a value greater than the interval of the reoccurring alarm
condition.

To use a Watchdog, create a recurring alarm in FactoryTalk A&E with a
Class name of "watchdog" (case sensitive).

Name

Enter a name for this watchdog.

Description

An optional text field for providing the user with context. Such
information can contain location data (like Lift Station 22), or an
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explanation of the connection that conveys useful information to the

user that is not provided elsewhere.

Class

Defaults to watchdog.

Timeout

Enter time (in seconds) from "5" to "900".

Severity

Select severity level the alarm will be assigned ("0" through "1000").

Strategy

Select defined Strategy (See "Notification" for information on setting
up Strategies").

Labels

Labels are optional attributes for organizing alarms in a logical
manner. They can represent function, location, severity, or other such
category that serves the project requirements.
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System Platform Requirements

Supported Versions of System Platform

See the WIN-911 Compatibility matrix.

Configuring System Platform for WIN-911

WIN-911 interfaces with System Platform using MXAccess and the
Wonderware Alarm Toolkit. Each have their specific requirements for
proper functionality. For MXAccess, this means WIN-911 must run on a
deployed platform and an MXAccess license must be available. If you
do not have an MXAcess license for System Platform, a license is
available here, MXAccess for SP.

WIN-911 requires the InTouch alarm provider to be enabled for each
of the WinPlatforms you desire WIN-911 to monitor.

Open the ArchestrA IDE by connecting to your Galaxy.
Double-click on the WinPlatform on the Deployment tab.
Click the "Enable InTouch alarm provider". (See figure below)
Save and Close the WinPlatform.

If you are using multiple WinPlatforms, repeat steps 2 - 4 for the
remaining WinPlatforms.

uihwn =
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http://win911.com/wp-content/uploads/Downloadcenter/MXAccess41/zip

System Platform Requirements

InTouch alarm provider (5™}

Enable InTouch alarm provider

[ ]Register using "Galaxy_<Galaxy name =" instead of "Galaxy™

Alarm areas (blank for all):

Communication Failure Alarm Priority:

System Platform Subscriptions

System Platform Galaxies

System Platform Descriptions

=3
=3
=3
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System Platform Subscriptions

WIN-911 provides System Platform with a list of common properties
that describe the kinds of alarms that WIN-911 is interested in
monitoring. This method is powerful because a single subscription can
be defined to handle a multitude of possible alarm events. For
example, you can say to System Platform, "send me all alarms with a
priority of 95 or greater". Contrast this to defining a tag entry in WIN-
911 for every tag you want WIN-911 to monitor. Subscriptions can be
created to match against System Platform Areas, Object/Attributes,
and Priorities. Subscriptions may be used across multiple servers to
fetch existing alarms within. By default, a Subscription named "All
Alarms' is included.

Contact Notification System

OPC DA BE'HGEhldFlislinl InTouch Labels

SWeltegfojilelstl Galaxies Descriptions

Discussion: Subscription Logic

In order to filter the collection of events coming from the source,
Subscriptions allow for the definition of filter Criteria, e.g. alarms with
high severity belonging to class A or class B. Such Criteria fall into
three Categories for System Platform, 1) Areas, 2) Objects/Attributes,
and 3) Priorities. Each category has an "All" option, which, as the name
implies, is unrestricted. Each category also has a "Specific" option,
which puts restrictions on the parent category. These restrictions are
defined by the criteria the WIN-911 user authors.
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A "Specific Category" will have at least one criteria rule which places
restrictions on what type of alarm will qualify for this subscription. So
what does WIN-911 do when multiple criteria are assigned? The alarm
candidate will have to match one or more rule to qualify in a specific
category. It does not have to match them all. This is to say that the
criteria are logically "OR"'d together, because the alarm candidate
must match one "OR" the other.

Categories themselves follow a slightly different logic. For an alarm
candidate to match the particular subscription, the alarm must have a
match for each category. This is to say that the categories are "AND"'d
together, since the alarm candidate must be a match for the Names
"AND" Classes "AND" Severities. If the candidate does not have at least
one match for the Classes category, the alarm does get credit for the
Classes category and thus, is rejected by the subscription.

In short: the Areas, Objects/Attributes, and Priorities categories are be
ANDed. The filter criteria under each category shall be ORed.

LU R Specific Areas

ANDed Areas

i Contains * | Level

\—.— Does Mot Contain = Valve

ORed @

e A ROl AN Specific Objects/Attnibutes

ANDed Objects/Attributes Names
l:: Wild Card |~ | *Safety
Wild Card ~  *Pump
ORed
= All Priorities | [RYJTGINIENGEY  Specific Prionty

500 % 0 0 10002

Navigate to the Subscriptions workspace under Alarming > System
Platform > Subscriptions to get started.
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Subscriptions

By default, Subscriptions will match all alarms when first
created. Users can click the radio buttons to modify the filtering
criteria. In the example below, specific Areas and Priorities are being

targeted.

Name |sub1

LUPNCELAR Specific Areas

Areas

Contains ~ | Lift Station

®

LUReL TN Specific Objects/Attributes
All Priorities | [RaSHlTGeIRELLEY  Specific Priority

500 5 0 ] 999 &

4C ®

Whenever multiple categories of filtering are defined, the subscription

will be considered a match if and only if every category matches. In the
example above, both the Area and Priority filter categories must match
for the subscription to be considered matching

String Filters

Four types of string filters exist. They can be used to match against
System Platform Areas and the Objects/Attributes that help define
particular alarm events assigned to your Galaxies. String filters are
case-sensitive.

Wild Card ~ *
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The first and, easiest to use is the wildcard filter. Enter any string literal
to match it exactly. Enter an asterisk to match any character any
number of times. Enter a question mark to match any character one
time.

o “Tank” will only match the string "Tank”

o "*tank” will match any string that ends with “tank.” E.g. “Watertank,” and "Brite
tank.”

o "z?g" will match any string that begins with “z,” ends with “g,” and has one and
only one letter between them. E.g. “zig,” “zag.”

Regular Expression ¥ Tank?

Regular expressions can be used. Regular expressions are an advanced
method of pattern matching. There are many resources available
online that document their use.

Contains * overflow

Does Not Contain * temp

‘Contains' will match any string that contains the substring you enter
exactly. 'Does Not Contain' will match the opposite.

Click the 'Add' button to create a new string filter under the respective
category (e.g. Area) with default values.
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@ Click the 'Delete' button to delete the selected string filter under the
respective category.

Areas

System Platform organizes its alarms by areas, which is a hierarchical
structure that begins with a root area(s). These areas can contain child
areas called descendants. Descendants can also have their own
descendants and so on. WIN-911 queries alarms based on their

areas. When an area is queried, its immediate alarms and those of its
descendants are fetched. The alarm message will list the immediate
area for that alarm, even if that area is a descendant of the actual
area being queried.

Whenever multiple criteria within this category are defined, the
category will be considered a match if ANY filter criterion specified as
Contains/Does Not Contain matches or if ALL Wildcard/Regular
Expression criteria match.

Objects/Attributes

Object instances are the specific devices in your environment (like a
simple valve to a complex reactor) that are derived from templates in
the IDE.

Attributes are data values that describe various aspects of their
associated object.

Whenever multiple criteria within this category are defined, the
category will be considered a match if ANY filter criterion specified as
Contains/Does Not Contain matches or if ALL Wildcard/Regular
Expression criteria match.
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Priority Filters

Priority filters are supported for System Platform. They can be created
to match an inclusive range.

All Priorities [l Al iVl ENGEN  Specific Priority

500 3 i I 10003

They can also be created to match a specific Priority.

All Priorities  Specific Priority Range  [Sfelae]ilalulelsisY

1-999 875 »

Labels

Click the 'Add' button to the right of 'Labels' to add new Labels to this
@ Subscription. At runtime, alarms matching the Subscription will have the

specified set of Labels attached.

changes have been made to the Subscriptions tab, they will persist until

@ Click the ‘Navigate' button to navigate to the Labels workspace. If any
the user navigates back to the Subscriptions tab.

X | Click the 'Delete Label' button to delete the Label on the left.

Utilizers

This tab simply shows the user which Galaxies are currently using the
Subscription they are viewing. A Subscription cannot be deleted while
in use.

System Platform Requirements
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System Platform Galaxies

System Platform Descriptions
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System Platform Galaxies

Contact Notification System

OPC DA BE'AGhlldFlielinl InTouch Labels

Subscriptions Descriptions

Connection Details

Connection Details Subscription Routes Watchdogs Heartbeat
Name Andromeda

Enable Galaxy_<galaxy> Query Syntax

Enable Authentication L]
Username WINS11
Password | esssss
Test Credentials
Ignore COMM Alarms L]

Aeas Area_001

Name

This setting should match the name of Galaxy name defined in the
Archestra IDE.

Enable Galaxy_<galaxy> Query Syntax
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InTouch alarm provider &5}

Enable InTouch alarm provider =

Register using "Galaxy_<Galaxy name =" instead of "Galaxy”™

Alarm areas (blank for all): b

Communication Failure Alarm Priority: b

This selection should match the setting in your WinPlatform, as
defined in the General tab (pictured above) of WinPlatform settings in
the Archestra IDE.

Enable Authentication

System Platform can be configured to require authentication from
clients (like WIN-911) that wish to connect. If the Galaxy is configured
with this requirement you will need to create credentials (Username
and Password) that WIN-911 can use. Check the provided box and
enter the credentials in the respective text-entry fields.

Ignore COMM Alarms

With this setting selected, WIN-911 will not dispatch any COMM
alarms associated with this Galaxy.

Areas

System Platform organizes its alarms by areas, which is a hierarchical
structure that begins with a root area(s). These areas can contain child
areas called descendants. Descendants can also have their own
descendants and so on. WIN-911 queries alarms based on their areas.
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When an area is queried, its immediate alarms and those of its
descendants are fetched.

Use the Enter Area button to enter the name of the desired area.

To delete an area, highlight it and click the Delete Area button.

Subscription Routes

Subscription Routes Watchdogs Heartbeat

Rank Subscription @ Strategy @

1 | * | Default M

Routes

®

Subscriptions will be evaluated in the order in which they are defined

Subscription Routes forward alarms from a Subscription to a particular
Strategy. Routes are evaluated in the order they are ranked. An alarm
event may match several subscriptions but will be handled by the first
ranking subscription route defined by this stack. If an alarm event
matches the subscriptions in routes 2 and 3, then route 2 will dispatch
the alarm message and route 3 will not ever see this event.

Click the 'Navigate' buttons to configure Subscriptions or
Strategies.

Click the 'Add' button to add a new Route to the Galaxy.

OO,
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@ Click the 'Up' button to move the selected Route up a rank.

@ Click the 'Down' button the move the selected Route down a rank.

Click the 'Delete’ button to remove the selected Route from the
Galaxy.

Watchdogs

WIN-911 provides Watchdogs as a method for ensuring the
functionality and connectivity of devices and programs that WIN-911
monitors for alarm activity. This is a unique type of alarm engine that is
independent of other software because it exists solely within WIN-911
and is not part of an integrated data source's alarm engine. Rather, its
purpose is to monitor health and availability of the data source itself.
This is accomplished by configuring WIN-911 to monitor a changing
alarm event over a period of time, like a heartbeat. With a Watchdog
alarm, the System Platform's alarm condition is not dispatched by
WIN-911, but rather its failure to change within the prescribed time
period.
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Connection Details Subscription Routes Watchdogs Heartbeat

Click the Add button below to define a new Watchdog Alarm. These alarms will become active when there
is no alarm activity from the specified device in your Galaxy connection for the amount of time specified.

Name My Watchdog
Description is not responding
Area Perseus

Device Name  PLCS

Timeout 90 sec -
Strategy Default M @
Severity ] 500 3

o @ ®
®

Name
Enter a unique, user friendly name to identify this watchdog
configuration. This is the name that will be most prominently displayed
in the alarm notification. This field is required.

Description

The description field is an optional field that can provide the user with
additional information concerning the alarm.

Area

Enter the Galaxy Area that this Watchdog is associated with. This field
is required.

Device Name
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The full syntax of the alarm (Object.Attribute) in your Galaxy that the
Watchdog is intended to monitor. In the following example the object
name is PLC5 and the Attribute name is RAMPOO1. Thus, you would
enter PLC5.RAMPQO0T1 for your device name. This field is required.

@ Deployment -

= g Andromeda
----- |[Z) Unassigned Host
=) _\'?J WinPlatform_001
= £@% AppEngine_001
b 4l Area_o01
= j-;'] Perseus

£ [E) viewEngine_

Object Name

[name: RAMPOD1

Description:  Enter attribute description

Data type: |: Integer ! [ Array
Writeability: | User writeable !

Initial value: 0 Eng units:

Available features:

1/0 History ‘I . ‘ Limit alarms ¥
ROC alarms Deviation alarms Bad value alarm
Statistics Log change

~ | Limit alarms

Limit Priority Alarm message
HiHi 90.0 500 me.RAMPO01.Description lz‘
Hi 75.0 500 me.RAMPO01.Description lz‘
Lo 25.0 500 me.RAMPO01.Description lz‘
LoLo 10.0 500 me.RAMPO01.Description lz‘

Alarm deadband: 0.0

Time deadband: 00:00:00.0000000

Attribute Name

Timeout

The time span during which WIN-911 expects the alarm condition to
change for this tag.

Strategy
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The Strategy to execute when the Watchdog alarm activates.

Click the 'Navigate' button to the right of the 'Strategy' combo box to go
to the Strategies workspace in order to configure Strategies.

Severity

The Severity assigned to this Watchdog alarm.

Labels

The Labels assigned to this Watchdog alarm.

Click the 'Add' button to the right of 'Labels' to attach Labels to the
Watchdog.

Click the '‘Navigate' button to the right of the Label collection to configure
Labels in the Labels workspace.

Click the 'delete’ button at the top-right corner to remove the Watchdog

from the Galaxy.

> Click the 'X' button to the right of an attached Label to remove it from
the Watchdog.

Heartbeat
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Connection Detals ~ Subscription Routes — Watchdogs  [RREeEEs

 Enable Hearthet

A heartbeat can be used to write an incrementing numeric value (0 - 9) to an integer atiribute upon a timer tick. When the value does not increment
after the Writ determing when the WIN-311 System Platform Data Source has either stopped running or disconnected from System
Platform and take corrective action.

Note: The attribute you specify must have a min and max value range of at least (0- 9).

Attribute WING11_Heartheat

Wite Interval 1min 5

3 Enable Heartbest Suspension

4 suceessful heartbeat indicates 2 healthy Mxdcoess connection but not necessarly 3 healthy alarm query. You may wish to suspend the heartbeat

when na alam activity is detected. D
hezrtbeat wil be suspended. Once alam a

g alam state, if na activity is detected within the timeout interval, the
Is detected, the heartbeat willresume.

Attribute WIN911_HeartbeatSuspension

Timeout Smin &

WIN-911 can indicate its operational status by writing a periodically
changing value to an integer attribute in your Galaxy. We call this
function a 'Heartbeat' because it provides a 'vital-sign' to your Galaxy,
allowing for corrective action to be taken.

The Heartbeat takes the form of an Integer value that ramps from 0 to
9 on a period of your choosing. After the value reaches 9 it resets to
one, and the process is repeated, ad infinitum. If the attribute fails to
update within the specified time, you can assume that WIN-911 is in
an impaired state and no longer able to receive alarm event
information.

Note: the heartbeat is the only WIN-911 function that will write data to
System Platform.

To setup a heartbeat:
1. Create an attribute in your Archestra IDE > Device that is a type of Integer
which allows input.
2. Create QuickScript that monitors the attribute value and triggers recovery
procedures/methods when the heartbeat fails.
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3. WIN-911 Workspace > Alarming > System Platform > Galaxy > Heartbeat
> Enable Heartbeat.
Enter the name of the attribute you created in step 1.

5. Set the heartbeat update rate (in Minutes) with the Write Interval combo-
box.

6. Save your edits in the WIN-911 Workspace.

The Heartbeat Suspension feature is provided as a means of forcing a
heartbeat failure in the event of a 'partial communications failure'
between your System Platform Application and WIN-911. WIN-911's
System Platform Data Source leverages two Wonderware Toolkits. The
MxAccess toolkit provides System Platform with information from
WIN-911, like alarm acknowledgment requests and heartbeat data.
The 'Alarm Toolkit' provides System Platform alarm information to
WIN-911. If the Alarm Toolkit stops responding while MxAccess
remains, your Application will still be receiving a healthy heartbeat
from WIN-911 even while WIN-911 is not receiving alarm events.

To setup heartbeat suspension:

1. Create a separate attribute within your Galaxy that allows input. You can
use a Discrete, for example.

2. Set the attribute with an alarm condition that cycles in and out of alarm on
a periodic basis. In our Discrete example, you can set the alarm state for
'On.’

3. You will need to determine what amount of time you wish to check WIN-
911 for alarm coverage. Let's say every 5 minutes in this scenario.

4. You will need to provide a way to write data to the attribute you created in
step 1. You can use QuickScript, or another source of data like OPC. In this
example, this data will need to be toggled at a rate that is less than the
desired timeout, say every four minutes.

5. WIN-911 Workspace > Alarming > System Platform > Galaxies > Heartbeat
>Enable Heartbeat Suspension.

6. Enter the name of the attribute you created in step 1.

Set the suspension timeout (in Minutes) with the Timeout combo box.

8. Save your edits in the WIN-911 Workspace.

~
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This will result in a '"dummy-alarm’ that WIN-911 will be advised of
every four minutes. As long as this cycle continues, the heartbeat will
continue to update and you can assume that WIN-911 is alive and
capable of carrying out its duties. If the suspension timeout elapses
without a new alarm being detected, WIN-911 will stop the heartbeat.

System Platform Requirements

System Platform Subscriptions

System Platform Descriptions
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System Platform Descriptions

Contact Notification System

OPC DA BE'HGEhldFlislinl InTouch Labels
Subscriptions Galaxies

System Platform Descriptions provides the user with an optional tool
for enhancing information conveyed to the alarm notification recipient.
By default, alarm descriptions are provided by System Platform at the
time of the alarm event. Use these settings to replace the System
Platform descriptions in the WIN-911 alarm notifications.

Alarm Name Tank_001.Pressure.Dev.Major

Condition Description Major Deviation Alarm

Object/Attribute Description  Pressure of Tank #1

WIN-911 > Alarming > System Platform > Descriptions

Alarm Name
Enter the Tagname (Object.Attribute) exactly as it appears in the

Archestra IDE. In the example pictured below, you would enter
Tank_001.Pressure.Dev.Major.
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. Deployment - 0

=l 4@ Andromeda
=l I3 Unassigned Host
- [y Tank_o0z2
= | § WinPlatform_001
El- £8% AppEngine_001
- B 4l Perseus
- e @ PLCS
= £} Station_001

5

- [} ViewEngine_001

Object

MName: Pressure.Dev.Major |

Description:  the attribute is

Data type: |[#*] Double H [ Armray
Writeability: | User writeable H

Initial value: 0.0 Eng units:
Attribute

Condition Description

Enter a custom description to use in place of the System Platform
Alarm message. In the example pictured below,
"me.Pressure.Dev.Major.Description” would be replaced in the
notification message with what is entered here. This will not affect
anything in System Platform.

-~ mﬂeuialiondm

Tolerance  Priority Alarm message
Minor 10.0 500 me.Pressure.Dev.Mzjor.Description E
Major 15.0 200 me.Pressure.Dev.Major.Description E
Target: 50.0

Deviation deadband: 0.0

Settling period: 00:00:30.0000000

Alarm Message
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Object/Attribute Description

Enter a custom description of the Object/Attribute to be used in place
of what is configured in the Archestra IDE. In the example pictured
below, "the object is out of tolerance” would be replaced in the
notification message with what is entered here. This will not affect
anything in System Platform.

Mame; Pressure.Dev.Major

Description:  the attribute is

Data type: |E Double |*| [ ] Array

Writeability: | User writezble |v|

Initial value: 0.0 Eng units:

Description

System Platform Requirements

System Platform Subscriptions

System Platform Galaxies
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InTouch Subscriptions

WIN-911 provides InTouch with a list of common properties that
describe the kinds of alarms that WIN-911 is interested in monitoring.
This method is powerful because a single subscription can be defined
to handle a multitude of possible alarm events. For example, you can
say to InTouch, "send me all alarms with a priority of 95 or greater".
Contrast this to defining a tag entry in WIN-911 for every tag you
want WIN-911 to monitor. Subscriptions can be created to match
against InTouch Tagnames, Groups, and Priorities. Subscriptions may
be used across multiple servers to fetch existing alarms within. By
default, a Subscription named 'All Alarms' is included.

Contact Notification

Llfel'[¢q] Labels
Applications Tags Import

Discussion: Subscription Logic

In order to filter the collection of events coming from the source,
Subscriptions allow for the definition of filter Criteria, e.g. alarms with
high severity belonging to class A or class B. Such Criteria fall into
three Categories for InTouch, 1) Tagnames, 2) Groups, and 3) Priorities.
Each category has an "All" option, which, as the name implies, is
unrestricted. Each category also has a "Specific" option, which puts
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restrictions on the parent category. These restrictions are defined by
the criteria the WIN-911 user authors.

A "Specific Category” will have at least one criteria rule which places
restrictions on what type of alarm will qualify for this subscription. So
what does WIN-911 do when multiple criteria are assigned? The alarm
candidate will have to match one or more rule to qualify in a specific
category. It does not have to match them all. This is to say that the
criteria are logically "OR"'d together, because the alarm candidate
must match one "OR" the other.

Categories themselves follow a slightly different logic. For an alarm
candidate to match the particular subscription, the alarm must have a
match for each category. This is to say that the categories are "AND"'d
together, since the alarm candidate must be a match for the Tagnames
"AND" Groups "AND" Priorities. If the candidate does not have at least
one match for the Groups category, the alarm does get credit for the
Groups category and thus, is rejected by the subscription.

In short: the Tagnames, Groups, and Priorities categories are be
ANDed. The filter criteria under each category shall be ORed.

3 All Tagnames [ESolllEBLER

ANDed Tagnames

I:: Contains *  Water
Does Not Contain |~ | Valve
ORed

el RS Specific Group

ANDed

Groups
‘:: Wild Card ~ | *Safety
Wild Card *  Pump*®
ORed
8 All Priorities NS IVAEULEY  Specific Priority

500 3 0 0 999 &

Navigate to the Subscription workspace under Alarming > InTouch >
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Subscriptions to get started.

Subscription

By default, Subscriptions will match all alarms when first created.
Users can click the radio buttons to modify the filtering criteria. In the
example below, specific Tagnames and Priorities are being targeted.

Name sub1

All Tagnames  [BY«=o T ELLET T

Tagnames
Wild Card ~ *

Regular Expression * | $[a-z]*

®

PARe G Specific Group
All Priorities | @) St IVIELLEY  Specific Priority

469 % il I o9

Labels @ @

Whenever multiple categories of filtering are defined, the subscription
will be considered a match if and only if every category matches. In the
example above, both the Tagname and Priority filter categories must
match for the subscription to be considered matching.

String Filters

Four types of string filters exist. They can be used to match against
InTouch Tagnames and the Groups that your InTouch Tags are
assigned to in InTouch. String filters are case-sensitive.
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Wild Card ~ *

The first and, easiest to use is the wildcard filter. Enter any string literal to match it
exactly. Enter an asterisk to match any character any number of times. Enter a
question mark to match any character one time.
e “Tank” will only match the string “Tank”
e “*tank” will match any string that ends with “tank.” E.g. "Watertank,” "Brite
tank.”
e “z?g" will match any string that begins with “z,” ends with “g,” and has one

non n

and only one letter between them. E.g. “zig,” “zag.

Regular Expression ¥ Tank?

Regular expressions can be used. Regular expressions are an advanced method of
pattern matching. There are many resources available online that document their
use.

Contains * overflow

Does Not Contain ¥ temp

‘Contains' will match any string that contains the substring you enter
exactly. 'Does Not Contain' will match the opposite.
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Click the 'Add' button to create a new string filter under the respective
category (e.g. tagname) with default values.

@ Click the 'Delete' button to delete the selected string filter under the
respective category.

Tagnames

Tagnames reflect the name assigned to each tag within the InTouch
product. Whenever multiple criteria within this category are defined,
the category will be considered a match if ANY filter criterion specified
as Contains/Does Not Contain matches or if ALL Wildcard/Regular
Expression criteria match.

Groups

InTouch organizes its alarms into groups, which are organized in a
hierarchical structure that begins with the “$System” Group. Whenever
multiple criteria within this category are defined, the category will be
considered a match if ANY filter criterion specified as Contains/Does
Not Contain matches or if ALL Wildcard/Regular Expression criteria
match.

Priority Filters

Priority filters are supported for InTouch. They can be created to match
an inclusive range.

All Priorities [Nl iGUIVIENGTN  Specific Priority

1301 1] 999 &
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They can also be created to match a specific Priority.

Specific Priority Range [l (ale sl laivY

999 .

Labels

Subscription. At runtime, alarms matching the Subscription will have the

@ Click the 'Add' button to the right of 'Labels' to add new Labels to this
specified set of Labels attached.

changes have been made to the Subscriptions tab, they will persist until

@ Click the 'Navigate' button to navigate to the Labels workspace. If any
the user navigates back to the Subscriptions tab.

‘ x Click the 'Delete Label' button to delete the Label on the left.

Utilizers

This tab simply shows the user which Applications are currently using
the Subscription that they are viewing. A Subscription cannot be
deleted while in use.
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InTouch Applications

Contact Notification

Labels
Subscriptions EaJUleENOE Tags Import

Application

Specify the connection criteria in the Applications tab.

Application Watchdogs Subscription Routes Heartbeat

MName InTouch_App

Node Mame | localhost O

Specify Suitelink Node Name

Name

Enter the name of your InTouch Application.
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Node Name

WIN-911 will connect to the single running Application on this
specified Node. If your Application is running on the local machine,
use “localhost.” Otherwise, enter its host name or IP address. The IP
address should be static; if using a dynamic address, the user will have
to update the address each time the IP changes.

O You may browse for machines by clicking the Browse button.

SuiteLink Node Name

Name NEWAPP

Node Name localhost O

m| Specify Suitelink Node Name

Suitelink Node Name | MyDistributedSuitelinkHost:192.168.1.51

In the event that your InTouch Application network is configured such
that the SuiteLink node is separate from the WindowViewer node, you
will have to provide WIN-911 with the location of the SuiteLink node.
Enter the node in the provided text box after selecting the 'Specify
SuitLink Node Name' check box. There are two formats to choose
from: 1) RDShostname or 2) RDShostname:clientlPaddress.

Watchdogs
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Application Watchdogs Subscription Routes Heartbeat

Click the Add button below to define a new Watchdog Alarm. These
alarms will become active when there is no alarm activity from the
specified tag in your InTouch application for the amount of time specified.

Mame watchdog

Description

Tagname tag

Timeout 90 sec «
Strategy Default v @
Severity [ 500 &

Labels @
®

O,

B

WIN-911's InTouch Source supports Watchdog alarms. They monitor a
changing value (or changing alarm state) within your Application. If an
update is not received within the specified Timeout period, the
watchdog will become an active alarm. Watchdogs can thus be used to
monitor the operation and connectivity of critical devices.

Watchdogs have a configurable Severity from 0 — 1000 inclusively and
may also have Labels attached. Watchdogs are associated with a
Strategy for alarm escalation.

Click the 'Add' button at the bottom of the Watchdog collection to add a
new Watchdog configuration to the Application.
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Each Watchdog will have the following configuration:

Name watchdog
Description

Tagname tag

Timeout 90 sec +

Strategy Default

®

Severity I 1000 2

- @

®

* indicates required fields.
*Name: the friendly name for this Watchdog
configuration. Provide a user-friendly name here, as this is the
name that will be most prominently displayed in alarm
notifications.
Description: a description for this configuration.
*Tagname: InTouch Tag that WIN-911 will monitor for a
changing value (or changing alarm state). This field must match
the name of the tag as it is configured in InTouch.
*Timeout: the elapsed time (seconds) when WIN-911 will
periodically check the tag for a changed value.
*Strategy: the strategy to execute when the Watchdog alarm
activates.

Click the 'Navigate' button to the right of the 'Strategy' combo box to
go to the Strategies workspace in order to configure Strategies.

*Severity: the severity associated with this Watchdog alarm.
Labels: the list of Labels associated with this Watchdog.

Click the '‘Add' button to the right of 'Labels' to attach Labels to the
Watchdog.
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Click the 'Navigate' button to the right of the Label collection to
configure Labels in the Labels workspace.

Click the 'delete’ button at the top-right corner to remove the Watchdog
X

from the Application.

Click the X' button to the right of an attached Label to remove it from
the Watchdog.

Subscription Routes

Application Watchdogs Subscription Routes Heartbeat

Rank Subscription @ Strategy @
Routes
1 All Alarms v 3  Default
Subscriptions will be evaluated in the order in which they are defined

Subscription Routes forward alarms from a Subscription to a particular
Strategy. This feature allows you to use Subscriptions across multiple
Applications without redefining Subscription logic. A single alarm will
match only one Subscription. Routes are evaluated in the order they
are ranked.

Subscriptions are the preferred method of configuration for fetching
alarms from InTouch Applications. See the Subscriptions for a detailed
explanation of their usage.
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Click the ‘Navigate' buttons to configure Subscriptions or Strategies.

Click the 'Add' button to add a new Route to the Application.

Click the 'Up' button to move the selected Route up a rank.

Click the 'Down' button the move the selected Route down a rank

OOOH®

Click the 'Delete' button to remove the selected Route from the
Application.

Heartbeat

Application Watchdogs Subscription Routes Heartbeat

m| Enable Heartbeat

A heartbeat can be used to write an incrementing numeric value (0 - 9) to an integer tag upon a timer tick. When the value does not increment after
the Write Interval, you can determine when the WIN-911 InTouch Data Source has either stopped running or disconnected from InTouch and take
corrective action.

Note: The integer tag you specify must have a min and max value range of at least (0 - 9).
Tagname HeartBeat
Write Interval 1min 5

m| Enable Heartheat Suspension

A successful heartbeat indicates a healthy Suitelink connection but not necessarily a healthy alarm query. You may wish to suspend the heartbeat
when no alarm activity is detected. Define an InTouch tag to monitor for a changing alarm state, if no alarm is detected within the timeout interval,
the heartbeat will be suspended. Once alarm activity is detected, the heartbeat will resume.

Tagname HeartBeat_Pause

Timeout 1min >
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WIN-911 can indicate its operational status by writing a periodically
changing value to a tag in your InTouch Tagname Dictionary. We call
this function a 'Heartbeat' because it provides a 'vital-sign' to your
Application, allowing for corrective action to be taken.

The Heartbeat takes the form of an Integer value that ramps from 0 to
9 on a period of your choosing. After the value reaches 9 it resets to
one, and the process is repeated ad infinitum. If the tag fails to update
within the specified time, you can assume that WIN-911 is in an
impaired state and no longer able to receive alarm event information.

Note: the heartbeat is the only WIN-911 function that will write data to
InTouch.

To setup a heartbeat:

1. Create a tag in your InTouch - Windowmaker > Tools > Tagname
Dictionary that is a type of Integer which allows input (i.e. Memory Integer).

2. Create InTouch QuickScript that monitors the Tag value and triggers
recovery procedures/methods when the heartbeat fails.

3. WIN-911 Workspace > Alarming > InTouch > Applications > Heartbeat >
Enable Heartbeat.

4. Enter the Tagname of the InTouch Tag you created in step 1.

5. Set the heartbeat update rate (in Minutes) with the Write Interval combo-
box.

6. Save your edits in the WIN-911 Workspace.

The Heartbeat Suspension feature is provided as a means of forcing a
heartbeat failure in the event of a 'partial communications failure'
between your InTouch Application and WIN-911. WIN-911's InTouch
Data Source leverages two Wonderware Toolkits. The 'SuiteLink toolkit'
provides InTouch with data from WIN-911, like alarm acknowledgment
requests and heartbeat data. The 'Alarm Toolkit' provides InTouch
alarm information to WIN-911. If the Alarm Toolkit stops responding
while SuiteLink remains, your InTouch Application will still be receiving
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a healthy heartbeat from WIN-911 even while WIN-911 is not receiving
alarm events.

To setup heartbeat suspension:
1. Create a separate tag in your InTouch - Windowmaker > Tools > Tagname
Dictionary that allows input. You can use a Memory Discrete, for example.
2. Set that tag with an alarm condition that cycles in and out of alarm on a
periodic basis. In our Memory Discrete example, you can set the alarm state
for 'On.’
3. You will need to determine what amount of time you wish to check WIN-
911 for alarm coverage. Let's say every 5 minutes in this scenario.
4. You will need to provide a way to write data to the tag you created in step
1. You can use InTouch QuickScript, or another source of data like OPC. In
this example, the data will need to be toggled at a rate that is less than the
desired timeout, say every four minutes.
5. WIN-911 Workspace > Alarming > InTouch > Applications > Heartbeat
>Enable Heartbeat Suspension.
6. Enter the tagname you created in step 1.
Set the suspension timeout (in Minutes) with the Timeout combo box.

8. Save your edits in the WIN-911 Workspace.

~

This will result in a '"dummy-alarm' that WIN-911 will be advised of
every four minutes. As long as this cycle continues, the heartbeat will
continue updating and you can assume that WIN-911 is alive and
capable of carrying out its duties. If the suspension timeout elapses
without a new alarm being detected, WIN-911 will stop the heartbeat.
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InTouch Tags

WIN-911 supports Subscriptions for InTouch alarms, which provide an
easy to configure means of subscribing to alarms. As they require less
maintenance, we recommend you use Subscriptions over tag
definitions. You must, however, use Tag definitions to support
reporting.

WIN-911 can connect to all types of InTouch Tags. Alarms are
supported for both Discrete and Analog Tags. Message Tag support is
included for reporting purposes.

Tags may be imported from an InTouch DBDump. They may also be
created manually. When manually creating a Tag in WIN-911, you
must first specify the Tag type. Once the Tag type has been set, it
cannot be changed. If you wish to change the Tag type, simply delete
the Tag and recreate it as the desired type.

Tag Type Selector »

Please select the tag type you want to create:

Discrete

lessage

O
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General

o & http://desktop-rbtpddh/WIr O ~ & (2 /Alarming/InTouch/Tags

WIN-377 Contact Notification Reporting -~ System

OPCDA RtOl CIMPLICITY FactoryTalk A&E iFIX  Labels
Subscriptions  Applications mport

éx Tag Alarm
MName Water Tank Level|
Tagname TankLevel
Specify
Application My Application M @
Labels @
@
O
Name

The Name field serves as a unique identifier for InTouch Tags. This
field is user defined and may be independent of the InTouch Tagname.
Provide a user-friendly name here, as this is the name that will be most
prominently displayed in alarm notifications.

Tagname
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The Tagname field must match the tagname of the Tag as it appears
within InTouch. Tagnames must be unique within an Application.
Comparison is case-sensitive.

Application

Select the Application which hosts the Tag you've created.

Labels

Attach Labels to your Tag as a means of organization. See the Labels
for more information regarding Labels.

Alarm

WIN-911 supports four types of alarms for tags: level, rate of change,
deviation and discrete. Level, rate of change, and deviation alarms
belong to analog Tags, and discrete alarms belong to discrete Tags.

For the sake of brevity, only the discrete alarm condition will be
discussed. For analog tags: level alarms have four conditions: HiHi, Hi,
Lo, and LoLo; deviation alarms have two: Major Deviation and Minor
Deviation; rate of change alarms have only one condition, just like
discrete alarms. Each alarm condition has the following configuration:

Strategy Default ¥ @

m Discrete Enabled

Description

e @
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Strategy

Select the Strategy that will dispatch this alarm.

Click the ‘Navigate' button on the right to configure Strategies in the
Strategies workspace.

'‘Alarm' Enabled

Enable the alarm by checking this box. Any alarm may be
independently disabled. For instance, it is possible to define an analog
tag with a rate of change alarm, while the level alarm is disabled.

Description
You may provide an alarm description to add additional context to

your alarms. If you leave the description field blank, your alarm
description will match your InTouch alarm comment.

Labels may be attached to any alarm condition. See the Labels for
more information regarding labels.

Click the 'Add' button to attach Labels to the associated condition.

Click the 'Navigate' button on the right to configure Labels in the
Labels workspace.

x \ Click the 'X' button to delete the Label to the left.
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InTouch Import

Contact Notification Reporting System

OPC DA CIMPLICITY FactoryTalk A&E iFIX Labels
Subscriptions  Applications Tags

Select Application

Select the application you would like to import tags and alarms to. If you haven't yet created an application, use the
arrow to navigate to the application workspace to create a new one,

InTouch App M @

Please upload a C5V file. To obtain a CSV file, perform a DBDump in InTouch.

Before proceeding, you must have an InTouch Application defined.

Click the Navigation button to go to the Applications workspace and
configure an InTouch Application to WIN-911.

You will also need to upload a CSV file that contains Tag definitions.

DBDump

To perform a DBDump in InTouch, start the InTouch Application
Manager (by default located at 'C:\Program Files
(x86)\Wonderware\InTouch') and select one of your defined
Applications.
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v R [ [Pel X ] e | [

InTouch Import

Name Path

Resolution

#a Demo Application 1024 X 768 c\programdatatintouchdemos\demoappl... 1024 x 768
W Demo Application 1230 % 1024 c\programdatatintouchdemosidernoappl... 1280x 1024

L&

Deme Application 800 X 600 c\programdatatintouchdemos'demoappl... 200600
chusers\publiciwonderware\intouch appli.. 1920 x 1020

Versi...
LA
.
R
.

Application ...
Stand Alone
Stand Alone
Stand Alone
Modern

Applic...
323

335

257

10

Date Modified
127772015 1.
127772015 1.
127772015 1o
8/17/2016 ...

Description

Deme Application of "Mow famous” InTou...
Dema Application of "Now famous” InTou...
Deme Application of "Mow famous” InTou...
Mew InTouch application

After that, go to 'File' -> 'DBDump'. Make sure you have an Application selected,

or this option will be disabled. You will see the following dialog:

Application directon:

ch . \hewapp

CSV File to Dump To:

Marme of C5W Dump file:  |DB.CSW
Files: Directories: Drives:
AMWDRE.CSY [] [-a]
andrez C5W [Sprmbolz] [c]
[-d]

Group output by tupes

Hit 'OK’, then the dump file will be saved under
'C:\Users\Public\Wonderware\Intouch Applications\[Name of
selected Application's directory]*'.

Cancel

*Refers to the directory name you specified when you first created the

Application:
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Create New Application >

Enter the directony where you want the application to
be created.

Click "Nexd™to continue.
Application|

< Back Mext = Cancel Help

®

Back on the Import workspace, click on this Upload button to open File
Explorer. Navigate to 'C:\Users\Public\Wonderware\Intouch
Applications\[Name of selected Application's directory]’, then
open the CSV dump file you just created. Once the file is uploaded,
the workspace will tell you how many Tags are defined in the file.

If any of the Tags have already been configured under the selected
Application, the workspace will let you know about this, too. Tag
definitions must be unique within Applications; the same Tagname can
be defined multiple times across your entire InTouch system, as long
as each definition is inside a different Application.

Next

If the CSV file contains at least one Tag to import
to the selected Application, the Next button will
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enable. Click on it to enter the Tag selection
phase.

Select Tags

The available Tags will appear on the left grid:

Available Tags

Drag a column header and drop it here to group by that column

F

Tagname Y |Type Y |Group T |Mumberof Alarms Y

analog2 Analog  $System 7
b | discretel Discrete  $System 0
FacePD Analog  $System 0
hgahgh Analog  $System 4

intouchanalog1 Analog  $System 4

Labels may be attached to any Tag. See the Labels for more information regarding
Labels.

X Click the 'X' button to delete the Label to the left.

@ Click the 'Add' button to attach Labels to the selected Tags.

Click the 'Navigate' button on the right to configure Labels in the Labels
workspace.
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Tags to Import

Drag a column header and drop it here to group by that column

e

Tagname ¥ |Type Y |Group ¥ |Numberof Alarms T |Labels T

analog2 Analog  $System 7
¥ |discretel Discrete  $System 0

The Next button will enable once you have at
Next least one Tag under 'Tags to Import'. Click 'Next'
to advance to the Alarm selection phase.

Select Alarms

You'll see the same type of screen here. This time, you will select the
alarms from the Tags you chose from the previous step.

Available Alarms

Drag a column header and drop it here to group by that column

TagMame Y |Type Y| Limits

Y | Priority ¥ | Labels from Parent Tag ¥
analog? ROC RateQfChangs: 10 1 -
analog? Deviation| MajorDewiation: 50, MinerDeviation: 0 ‘ 1
analog? Level  HiHiLevel: 90, HiLevel: 60, LoLevel: 40, LoLoLevel: 20 1

Each limit under ‘Limits' refers to a different alarm. They are separated

by commas. For each distinct Tag, the total number of limits should
equal the 'Number of Alarms' from the previous grid.

° Click this button to move all available alarms to the 'Alarms to Import’

grid and attach the selected Strategy plus additional Label(s) to
them.

Click this button to move the selected alarms from 'Available Alarms' to

‘Alarms to Import' and attach the selected Strategy plus additional
Label(s) to them.
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Click this button to remove the selected alarms from 'Alarms to Import’
back to 'Available Alarms'.

O Click this button to remove all 'Alarms to Import' back to 'Available
Alarms'.

Labels

Labels may be attached to any Tag. See the Labels for more
information regarding Labels.

x Click the 'X' button to delete the Label to the left.

@ Click the 'Add' button to attach Labels to the selected Tags.

Click the 'Navigate' button on the right to configure Labels in the Labels
workspace.

Strategies

Select the Strategy that will dispatch the selected alarms.

Click the '‘Navigate' button on the right to configure Strategies in the
Strategies workspace.

Alarms to Import

Drag a column header and drop it here to group by that column

TagName T |Type T |Limits T | Priority ¥ | Strategy T | All labels T
v | analog2 Deviation MajorDeviation: 50, MinorDeviation: 0 1 Do Mot Motify
analog? ROC  RateOfChange: 10 1 Do Not Notify
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Next

Import Progress

Once you have at least one alarm under 'Alarms
to Import’, click ‘Next' to import the selected
tags and alarms into your WIN-911
configuration.

Upon a successful import, the workspace will say 'Import Complete!" at

the end of the message:

Importing & tags and 9 alarms...

Saving packaged objects to configuration...
Discrete tags saved to configuration.
Integer/Real tags saved to configuration.
Message tags saved to configuration.
Import Complete!

100

If any errors occur during this process, the progress message will
reflect those errors. Import progress for each Tag is independent from
progress of the others. Thus, if one Tag fails to import, the others
should still continue. The number at the bottom indicates the real-
time percentage of the import that is complete.
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InTouch Runtime

‘

WIN-911 InTouch

When connecting to your InTouch HMI, the user has two modes of
operation to choose from, 1) run as a desktop application
(WIN911.Source.InTouchRuntime.WPFHost), or 2) as a Windows
Service (WIN911.Source.InTouch.Runtime). Each has its own
advantages, so choose advisedly.

Note: The WIN-911.Source.InTouch.Runtime.WPFHost.exe application
and the WIN-911 InTouch Runtime service both require InTouch HMI|
10.7 or newer (no license needed) installed locally.

Note: It is invalid to run both the WPFHost executable and the WIN-
911 InTouch Runtime service at the same time. If both executables are
run there will be no warning or feedback presented to the user and all
alarming will be dysfunctional

Connecting as an Application (Default)

The WIN-911 InTouch runtime will run as an application, which means
a user must always be logged into a Windows session. If you close the
runtime (or log out), WIN-911 will stop receiving alarms.
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To begin monitoring InTouch alarm events, WIN-911 must connect to
a running HMI via the WIN-911 InTouch module. To do this, first start
your InTouch application (WindowViewer), then start WIN-911 InTouch
(WIN911.Source.Runtime.WPFHost).

If WIN-911's connection to InTouch is broken, WIN-911 will reconnect
once InTouch is available again.

Connecting as a Service

The new WIN-911 InTouch Runtime service is installed with a startup
setting of "Disabled”. To use it you will need to change the properties
for the startup setting to “Automatic” via the Windows Service Control
Manager.

When the WIN-911 InTouch Runtime Windows service is running there
is no requirement for a user login or Windows session if the targeted
InTouch HMI is remote. If the InTouch HMI is local, you will need to
import the reg found in the WIN-911 install media media's Support
folder, named “SessionOLegacyMode.reg”.

If you later decide to monitor a remote InTouch HMI system or use the
WIN911.Source.InTouch.Runtime application instead of the Windows
service locally, you will need to manually edit the following registry
value:

"HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Wonderware\Al
armManager\SessionOLegacyMode”. Change the value to “1” (one).
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InTouch ME Overview

The InTouch ME (or ITME) data source provides a means of seamlessly
connecting to Wonderware's InTouch ME information services. The
WIN-911 data source interface to ITME provides access to both tag
data and alarm conditions maintained in the ITME Tags Database.

Multiple data sources can be configured for InTouch ME. This allows
the user to connect to multiple projects. ITME supports the ability to
reconnect to ITME Services if the connection is lost.

Subscriptions allow WIN-911 to subscribe to alarm events according to
filters created by the WIN-911 user. InTouch ME Subscriptions are
configured using Alarm Worksheet Numbers, Messages, Tagnames,
Priorities, and Selections. The use of Subscriptions (as opposed to
individual tags) expedites the WIN-911 alarm configuration process
and is far less demanding on your computer's resources.

InTouch ME Terminology

o Project: The name which encompasses the cumulative instance of the ITME
SCADA that WIN-911 is monitoring.

o Tags: Variables used by ITME to receive and store data obtained from
communication with the plant floor devices and from which alarms are
derived.

e Groups: Organizational property used to associate alarms.

o Alarm Worksheet Number: property used to identify a particular Group
Worksheet.

o Message: The message that was displayed when the alarm became active.

o« Priority: Ranking of alarm urgency from 0 to 255, with 0 being the most
severe.
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o Studio Manager: Primary ITME SCADA executable that contains Tags
Database, Drivers, OPC Clients, TCP/IP Server, Alarm and Trending modules,
etc.

o Selections: Alias associated with alarms to provide a string value that can be
used to categorize, filter, and sort alarms.

Prerequisites

e  WIN-911 must be installed on a computer with network access to an InTouch
ME Project Runtime.

e WIN-911 must be installed with the InTouch ME data source option.

o The InTouch ME TCP/IP Server Runtime must be running for WIN-911 to
connect. Set its startup mode to Automatic (InTouch Machine Edition >Home
> Tasks > TCP/IP Server Runtime).

General Architecture

The WIN-911's InTouch ME data source interfaces with the ITME
TCP/IP Server Runtime. This server provides access to tag data and
alarming, which allows WIN-911 to dispatch alarm notification and
respond to report queries made by remote users. The TCP/IP Server
Runtime facilitates data connection during startup and re-connection
in the event that the connection is broken.

Establishing a Connection

ITME

Set TCP/IP Server Runtime to start automatically. This can be done by
navigating to ITME Studio Manager > Home tab > Tasks > TCP/IP
Server Runtime > Startup > Automatic.
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If you are using the ITME Security option, setup user credentials that
WIN-911 can use to connect to your project. This can be done by
navigating to ITME Studio Manager > Project Explorer > Global tab >
Security > Users.

Verify the Project's TCP port (1234 is default). This can be found by
navigating to ITME Studio Manager > Project Explorer >
MyProjectName > Project Settings > Communication > TCP Port.

WIN-911

Navigate to Alarming > InTouch ME > Projects > Project Details tab.
Enter the ITME Project Name, Server Host, and Port number, as verified
in ITME. If security is enabled, then enter the valid username and
password after enabling Security.

You can test your connection settings using the Test Connection
button. If the test fails, fall back to the verification portion of the setup
and ensure that all of the parameters are set properly and that the
ITME Project is running.

Maintaining a Connection

Data source connectivity is of paramount importance for WIN-911 to
perform its primary functions. Three tools are provided to detect and
respond to data source disconnections: Health, Watchdogs, and
Reconnect.

Health and Watchdog alarm notifications are methods of detecting

and alerting users of a disconnect condition. See Health and
Watchdog sections for more information.
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Reconnect is the logic that WIN-911 performs in response to a
disconnect condition. WIN-911's ITME module will attempt to connect
to the data source periodically until the connection is reestablished.
This function is automatic and requires no configuration by the WIN-
911 user.

Priority vs. Severity

The native alarm priority schema for ITME spans 0 to 255, with 0 being
the most extreme ranking for an alarm. This is in contrast to WIN-911's
native alarm severity schema, which ranges from 0 to 1000, with 1000
being the extreme. WIN-911 internally maps ITME's O priority to WIN-
911's 1000 severity and ITME's 255 to WIN-911's O, in a linear fashion.
To avoid confusion, the WIN-911 Administrator must keep these
distinctions in mind when configuring two portions of your WIN-911
Project: Alarm Formats and Severity Decision Blocks.

Alarm Formats

The native ITME Priority and the WIN-911 Severity are distinct from
each other but serve the same purpose: to evaluate the urgent nature
of the alarm in contrast to others. Both of these rankings can be
displayed to the recipient of a WIN-911 alarm notification and can
thus be a source of confusion.

If you wish to standardize the priority displayed in the notification by
using the native ITME schema, you will need to create a custom format
to assign to your connections. Below is an example of how to do that
using the Email Formats:

Open the WIN-911 User Manual by clicking the Help button at the
upper right of the WIN-911 Configuration GUI and navigate to
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WIN911 > Alarming > InTouch ME > InTouch ME Alarm Event Mapping
using the tree in the left pane.

Look to the right column of the mapping table, titled ITME Properties.
Scroll down the column until you find 'Priority'. Follow the 'Priority' row
horizontally across to the left column (WIN-911 Property) where you
will find the property name '<NativeSeverity/>.' Make a note of this

property.

Open the WIN-911 Configuration and navigate to Contact > Email >
Formats and select the '"HTML Long' name in the XSL Templates list.
This will open the format workspace.

Now select the Copy button on the lower left side of the templates list.
The Format Worksheet will transition into edit mode with the elements
appearing in raw XSLT code.

Change the name of the Format to '/TME HTML Long.'

Scroll about half way down the XSLT map a search for the code block
that references Severity.

< ftr>
<ir=>
<id style="padding-left: 12px; width: 1dem; "= Description: </td> <td> <xslvalue-of
select="NotificationEvent/AlarmEvent/Condition/Description”/> < /td >
< ftr=
<tre
<id style="padding-left: 12px; width: 1dem; " < ftd = <td > <xshvalue-of
select="NotificationEvent/AlarmEvent/Condition[Severity } » </td>
</tr=
<ir>
<td style="padding-left: 12px; width: 1dem; "= Category: </td > <td> <xslwvalue-of
select="NotificationEvent/AlarmEvent/Condition/Category”/> < /td >

o ftrs

Change the first occurrence of Severity to Priority and the second to
NativeSeverity.

292



WIN-911 User Guide

———— e

<td style="padding-left: 12px; width: 1dem; "> Description: </td> <td > <xslvalue-of
select="NotificationEvent/AlarmEvent/Condition/Description”/ = < /td >
< ftr=
<fr=>
<td style="padding-left: 12px; width: 1dem; " </td><td> <xslvalue-of
select="NotificationEvent/AlarmEve nt;"CDndi’[iDn> </td>
< ftr>
<tr=>
<td style="padding-left: 12px; width: 1dem; ">Category: </td> <td> <xslvalue-of
select="NotificationEvent/AlarmEvent/Condition/Category”/> < /td >
<ftr>

Save your changes and you can now choose ITME HTML LONG, which
will display the native ITME priority instead of the WIN-911 Severity.

Alarm Format Report Format Ack Options Alarm Request Options Utilizers

Subject  Alarm Descriptor

Body ITME HTML Leng -
Preview
To: adam.specterl@gmail.com

Subject:  Tank %42 : below a safe level is ACTIVE and ACKED

)
WIN-911 Alert
Pump Station #5 : Tank #42 : below a safe level is...
ACTIVE ACKED
v

Alarm Details

O,

Severity Decision Block

Be aware when utilizing Severity Decision Blocks that the parameter
you set uses the WIN-911 Severity rather than the ITME Priority. If you
wish to base a decision route on a mid-range ITME Priority, say 128,
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you must first render that number into the WIN-911 Severity, which
would be 500, as shown below.

Edit Properties x

Severity Above

‘ ] » 500

O

After dragging a Severity Decision Block onto an Advanced Tactic,
double-click on the block to open the edit palette, select the Edit

button and set the slider to 500. Now close the palette by clicking the
OK button the save the change.

= 500

The figure is rendered in WIN-911 native and indicates the decision
route is going to make a right-hand turn if the Severity is above 500. If
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it was rendered in native ITME the figure would indicate the right-hand
turn would occur when the Priority is less than 128.
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InTouch ME Quick Start

This section addresses how to set a very basic WIN-911 configuration
capable of dispatching InTouch ME alarm conditions. There are two
ways the WIN-911 InTouch ME data source module can receive alarm
information, Subscriptions, and Tags. Both will be addressed.

Assumptions in this section include:

e WIN-911 and InTouch ME are both deployed on the same computer.
e A WIN-911 notification method (Email, SMS, Mobile-911, or Voice) has
already been configured.

o The Default Strategy will server as our notification rule.
e InTouch ME is running a project named MyProject with default settings and

no security. It will have two tags, Digit01 and Digit02 in its tag database and
set to alarm on a value of one.

Common Setup Steps

Open the WIN-911 Configuration and navigate to Alarming > InTouch

ME > Projects. Select the @ Create button at the lower left corner
and the Project Workspace will appear.
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Project Details Health Watchdogs Subscription Routes
Name |

Server |

Port 1234 ¢

Enable Security

@ The Mame field is required.

Enter the name "MyProject" in the Name box.
Enter 'localhost' in the Server box.

Leave the Port and Security settings unchanged.
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Project Details Health Watchdogs Subscription Routes

MName MyProject

Server localhost O

Port 1234 -

Enable Security

| Test Connection

A f you wish to utilize Subscriptions, you must configure them on the Routes tab.

B

Click the Test Connection button.

Connection Result

J Connected to server 'localhost: 1234

Subscriptions & Routes Method

Subscriptions provide a method of defining a range of tags to monitor
based on shared attributes, like Groups, portions of tagnames,
messages, and priorities, so that one subscription can handle a
multitude alarm conditions.

Subscription Routes map a subscription to a notification rule (Strategy)
which dispatches the alarm to a remote user for corrective action.
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Subscription Routes are stacked in a hierarchy that evaluates incoming
alarms by parsing their attributes and matching against the
Subscription definitions in descending order. The first matching
Subscription will catch the alarm and route it to the Strategy for
notification. At that point the alarm is considered handled and the
subscription routes ranked below it are ignored.

The 'All Alarms' subscription that comes pre-loaded with the ITME
data source can be used to subscribe to all alarms in an ITME Project.
Thus, it will behave like a wild-card, accepting any alarm condition that
is passed to in by ITME. We will use that for our example.

Select the Subscription Routes tab.

Project Details Health Watchdogs Subscription Routes _
Rank Subscription @ Strategy @

Routes

®

A f you wish to utilize Subscriptions, you must configure them on the Routes tab.

B

The Subscription Routes tab appears in edit mode. Select the ®Add
new route button at the bottom left and a pre-configured route
appears with a rank of one.

Subscriptions will be evaluated in the order in which they are defined
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Project Details Health Watchdogs Subscription Routes _
Rank Subscription @ Strategy @

1 All Alarms ¥ ¥ Default -

Routes

®

Subscriptions will be evaluated in the order in which they are defined

In the default route, the 'All Alarms' subscription is set to dispatch
every alarm in the ITME project using the Default strategy. When you
Save the Project the configuration will ‘go live.'

Tags Method - Import Utility

WIN-911 also provides a "one-to-one" item monitoring schema called
Tags. With this option, the user defines each tag individually. This
method offers a higher level of customizing than Subscriptions but is
more labor and resource intensive. Another advantage of using the
tags option is its support of tag value data, in addition to alarm
conditions. Thus, you can use tags to create WIN-911 Reports that can
amplify information dispatched to users in the field.

Tags can be used in addition to Subscriptions, where tags take priority
over subscriptions that might otherwise handle notification.

Continuing with our example, navigate to Alarms > InTouch ME >
Imports.

A confirmation box appears with a message concerning Subscriptions.
Click the I Understand box followed by Next.
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Select the Project you would like to import tags to. If you haven't yet configured a Prgject, use the arrow to navigate to
the Projects workspace to create one.

MyProject - @

Browse for the tag file associated with this project.

tagljson O

The Project Selection page appears with your project name auto fed
into the combo box and the accompanying tagl json file below. Use the
red edit tools to the right if the proper selections are not in place.

Note: The default location of the 'tag file' is C: > Users > 'logged-in
username' > Documents > InTouch Machine Edition v8.1 Projects > 'my
project name' > Database.

Select Next on the bottom right.

Available tags Tags to import

Drag a column header and drop it here to group by that column Drag a column header and drop it here to group by that column

name ¥ |scope ¥ |Labels ¥

Digit02  Server

Digit01  Server @

s @ ®

The tag selection page appears with the two resident tags, Digit07 and
Digit02 in the left column. Highlight Digit02 followed by the single
OAdd button to move it over to the Tags to import column.

Leave DigitOT in the left column and click the Next button.
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Available alarms Alarms to import

Drag a column header and drop it here to group by that column

Drag a column header and drop it here to group by that column

name T |group ¥ |type T |Strategy ¥ |AllLabels ¥

Strategy | atomatically Acknowledge - @
e © ®

The alarm selection page appears with the alarm associated with
Digit02 in the left column and the Automatically Acknowledge
Strategy auto fed. Use the O Add all button to move the alarm into
the right column. The pre-selected strategy will suffice so use the Next
button at the bottom right to execute the import.

Importing 1 tags 1 alarms...
Saving packaged objects to configuration...
Tags saved to configuration.

Import complete!
100% complete

After the import process concludes an import report page appears. At
this point the tag is being monitored for live data. Although the
Digit02 tag qualifies for the 'All Alarms' subscription, it is handled by
the Automatically Acknowledge strategy, since tags take priority over
subscriptions in the escalation hierarchy. So anytime Digit02 enters an
alarm condition, WIN-911 will immediately acknowledge it, preventing
any remote notification.

Tags - Manual Entry
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Rather than importing the tags from the 'tag file', you can enter the
tags manually be navigating to Alarming > InTouch ME > Tags. Click
the ®Create button and fill in the following pages:

Tag Alarm

MName MyProject : Digit02

O,

Project MyProject -

TagName Digit02

Labels @

O

®

1. Enter a unique WIN-911 name for the tag. Since native tagnames can be
cryptic, the name attribute provides a more user-friendly rendering of the tag.
This is the name that is sent to the user in the notification message and is
independent to the TagName (defined below).

2. Select the Project name (defined above) that contains the Tag Database that
the tag being defined resides.

3. Enter the TagName exactly as it appears in the ITME Tag Database. If the tag
is not correctly entered, WIN-911 will not be able to connect to it.

4. Select the Alarm tab.
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Tag Alarm

Click the Add button below to create a new alarm for this tag.

Strategy Automatically Acknowledge - @

Alarm Type | Hi

Description  : Bad

Labels @ @
®

®

Select the Alarm Type using the combo-box.

Select the Strategy to dispatch the alarm message using the combo-box.
Enter the optional description in the text-entry box.

@Save your edits.

© N WU,

Note: Multiple alarm conditions can be defined on a single tag.
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InTouch ME Alarm Acknowledgement

InTouch ME alarms can be remotely acknowledged via WIN-911 users
notification devices. When alarms occur, the WIN-911 user will receive
a notification through their notification device (Email, Voice, SMS, etc.).
The user can respond to the message using his device by sending an
acknowledgement request back to InTouch ME. The user must be
granted acknowledgement permission within the WIN-911
Configuration. If the InTouch ME project is set with the security option
enabled, then WIN-911 must likewise be configured with valid
credentials to connect to the project and, hence, acknowledge alarms.
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InTouch ME Subscriptions

Subscriptions are the preferred method of fetching alarm events from
InTouch ME. By this method, WIN-911 provides InTouch ME with a list
of common properties that describe the kinds of alarms that WIN-911
is interested in monitoring. This method is powerful because a single
subscription can be defined to handle a multitude of possible alarm
events. For example, you can say to InTouch ME, "send me all alarms
with a priority of 95 or greater”. Contrast this to defining a tag entry in
WIN-911 for every tag you want WIN-911 to monitor. WIN-911
supports the tag method (see tags) but you should be aware of the
benefits of subscriptions over tags, as listed below:

Advantages of using Subscriptions

» Easier to define and maintain due to its scalability (one subscription to many
alarms vs. one tag entry to one alarm)

 Significantly easier on system resources since a single subscription can handle
the alarm events of any number of tags.

Advantages of using Tags

o Tags can provide data values for reports

o Asingle tag can handle differing alarm types (Hi vs. HiHi) in a unique manner
by providing specific descriptions and strategies for each

o When there is overlap between a Tag entry and a Subscription, the Tag takes
priority in alarm handling and the Subscription is ignored

Subscriptions can be created to match against InTouch ME Alarm
Worksheet Numbers, Messages, Tagnames, and/or Priorities.
Subscriptions may be used across multiple Projects to fetch alarms. By
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default, a Subscription named 'All Alarms' is included. It is a read-only
wildcard that will match against all InTouch ME alarms.

Once defined, subscriptions are assigned to Subscription Routes to
handle alarm notification delivery. The subscription routes are defined
by navigating to Alarming > InTouch ME > Projects > Subscription

Routes.
Contact Notification

InTouch ME RIEIEE
Projects Imports Tags

Navigate to the Subscriptions workspace under Alarming > InTouch
ME > Subscriptions to get started.

Subscriptions
By default, Subscriptions will match all alarms when first created. Users

can click the radio buttons to modify the filtering criteria. In the
example below, specific Tagnames and Priorities are being targeted.
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Name | Sub1

PR T e SRV LTl Specific Alarm Worksheet Numbers
RN SELEL TS Specific Messages
All Tagnames | [ odiilolETe [y T

Tagnames
Wildcard v * fault
Contains v COMMEAIL

All Priorities (e ldde nVRELGEN Specific Priority

100 % ] ] 255 &

UREIE W) Bl Specific Selections
Labels

Whenever multiple categories of filtering are defined, the subscription
will be considered a match if and only if every category matches. In the
example above, both the Tagname and Priority filter categories must
match for the subscription to be considered matching.

String Filters
Four types of string filters exist. They can be used to match against

InTouch ME Tagnames and the Alarm Worksheet Numbers that your

InTouch ME Tags are assigned to InTouch ME. String filters are not
case-sensitive.

Wild Card ~ *
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The first and, easiest to use is the wildcard filter. Enter any string literal
to match it exactly. Enter an asterisk to match any character any
number of times. Enter a question mark to match any character one
time.
o "Tank" will only match the string "Tank
o "*tank" will match any string that ends with "tank". E.g. "Watertank,"
"Britetank."

« "z?g" will match any string that begins with "z," and ends with "g," and has
only one letter between them. E.g. "zig," and "zag."

Regular Expression ¥ Tank?

Regular expressions can be used. Regular expressions are an advanced
method of pattern matching. There are many resources available
online that document their use. Unlike the other options, Regular
Expressions are case sensitive.

Contains * overflow

Does Not Contain ¥ temp

‘Contains' will match any string that contains the substring you enter
exactly. 'Does Not Contain' will match the opposite.

category (e.g. tagname) with default values.

@ Click the 'Delete’ button to delete the selected string filter under the
respective category.
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Alarm Worksheet Numbers

Alarms are created on Alarm Worksheets in the ITME IDE. The
worksheets are identified with numbers. The number can be found by
navigating Project Explorer > Alarms > Sheet. The figure below shows
an Alarm Worksheet Number of 001.

Praject Explorer ax B screenz.sce |ﬂ ALARMOOTALR x|

4-/% Project: CatHallow.APP

r | Alarms ’[%Pumé o Colors in Alarm Contrals
H H . S elense Londiion
... 1: Defense Condition Enable
: Trend Group Name: Activation
Recipes [DEFCON] ‘ | Email Settings... | | Advanced... ‘
FG |l ~ |l ~ EG
i |, Reports
i |, ODBC On Line History Acknowledgment
|, Math Dizplay in Alarm Controls []5ave To Disk FG |0 ~ |l ~ BG
b ) Script P o
i Scheduler :Ck fetid Generate Ack Meszages Normalization
i eep
[ -, Database/ERP ) FG |~ [~ BG
["15end ta printer Generate Maorm Messages
Tag Mame Type Limit Message Priority  Selection
4 Filter text & v Filtertext |'& Filter text & Filter | Filter te
1 Digitd1 Hi v 1.000000 Threat 0
2 Digito2 Hi v 1.000000 Bad 0
i HiHi
HiHI
‘Global M Graphics @Tasks if:Comm * HiHi

Users shall be able to filter on All Alarm Worksheet Numbers or Specific
Alarm Worksheet Numbers using the following expressions, Single
Number and/or an inclusive Range of Numbers.

Groups
Specific Worksheet Number = 82 -
Range of Worksheet Numbers ~ 18 - [] e [} B5

®

Messages
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Messages are optional attributes that can be added to InTouch ME
tags. WIN-911 can filter on messages by matching against portions of
the string as dictated by Wildcard/Regular Expression criteria. The

figure below shows where alarm Messages are created and edited in
the ITME IDE.

[l seriplion: — Colors in Alarm Controls
Defense Condition |
Group Mame: Erjablle
| DEFCON | | Email 5 ettings. | | Advanced | Activation
25 FG [~ [~ BG
On Line History Acknowledament
Display in Alam Contrals [ 5ave Ta Disk FG |0~ |l ~ EBG
e Generate Ack Mezzages Maormalization
[ Beep F6 [~ [~ 56
[ 5end ta printer Generate Morm Messages
| Tag Mame | Type Limit Message Priority  Selection
‘% Filter text Yoy Filtertext |4 Filter text 4 Filter | Filter te
1 Digitd Hi v 1.000000 |Threat Condition 1 0
2 Digito2 Hi v 1.000000 |Threat Condition 2 0
Z HiHi | v
HiHi | v
HiHi | v

Tagnames reflect the name assigned to each tag within the InTouch
ME product. Whenever multiple criteria within this category are
defined, the category will be considered a match if ANY filter criterion
specified as Contains/Does Not Contain matches or if all
Wildcard/Regular Expression criteria match. The figure below shows
where alarm Tag Names are created and edited in the ITME IDE.
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Priorities

Dl eription] — Colorg in Alarm Controls
| Defense Condition
Group Mame: Erjabl.e
| DEFCON | | Email Settings | | Advanced | Activation
gF- FG [~ [~ 66
On Line Histary Acknowledarment
Dizplay in Alarmn Contrals [[]5ave To Disk FG |~ (Il ~ BG
eahi=tied Generate Ack Messages Marmalization
[]Beep FG [~ (Il ~ 56
[ 5end ta printer Generate Morm Messages
Tag Mame Type Limit Message Priority ~ Selection
& Filter text & v Filtertest | Filter text & Filter |'<&; Filter te
1 |Digit0 Hi w 1.000000  Threat Condition 1 0
2 |Digito2 Hi w 1.000000  Threat Condition 2 0
* HiHi | v
* HiHi | v
* HiHi (v

Priority filters are supported for InTouch ME. They can be created to
match an inclusive range. The figure below shows where alarm
Priorities are created and edited in the ITME IDE.

Description:

| Defense Condition

| Colors in &lam Controls

Group Mame: Efjab{e
[ peFcon || Emaisetings. || Advanced. | Activation
Sk FG (Il ~ MM ~ BG
On Line Hiztary

Acknowledgment
Display in Alam Contrals [ 5ave Ta Disk FG |0~ |l ~ EBG
Ak Required

Generate Ack Mezzages Normalization
[ Been FG [~ [~ 65
[ 5end ta printer Generate Morm Messages
| Tag Mame | Type Limit Message Priority | Selection
Q. Fittertext Q .[v|QFittertest | Q Filter text Q Fitter | Fitter tc
1 Digitdd Hi v 1.000000 Threat Condition 1 0
2 Digito2 Hi v 1.000000  Threat Condition 2 0
: HiHi | v
: HiHI | v
* HiHi | v

Use the slider or combo boxes to specify a Priority Range or Specific
Priority.
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All Priorities S« idaf Oyt G N | Specific Priority

100 = [

| 5

They can also be created to match a specific Priority.

Selections

An alias associated with the alarm (e.g., AreaA, AreaB, etc) whose
contents can be used to filter/sort alarms. Whenever multiple criteria
within this category are defined, the category will be considered a
match if ANY filter criterion specified as Contains/Does Not Contain
matches or if all Wildcard/Regular Expression criteria match. The figure

below shows where an alarm Selection can be created and edited in
the ITME IDE.

’[Mptlon: | Calors in Alarm Controls
Group Mame: Er?abl_e
| | Email Settings | | Advanced | et
E8x F& [~ [~ &6
On Line History Acknowledgrent
Dizplay in Alarm Controls [] Save To Disk FG | ~ |l ~ BG
i l=ati=d Generate Ack Messages Mormalization
[]Beep FG |0~ (I~ &G
[[]Send to printer Generate Morm Messages
Tag Mame Type Limit Message Priority Selection
& Filter text v Filtertext |4 Filter text & Filter |4 Filter text
AnalogU‘l Hi v 50.000000 10| Areas
: HiHi |~
HiHi |~
HiHi |~
HiHi v

Labels

Subscription. At runtime, alarms matching the Subscription will have the

@ Click the 'Add' button to the right of 'Labels' to add new Labels to this
specified set of Labels attached.
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changes have been made to the Subscriptions tab, they will persist until

@ Click the 'Navigate' button to navigate to the Labels workspace. If any
the user navigates back to the Subscriptions tab.

‘ x Click the 'Delete Label' button to delete the Label on the left.

Utilizers

This tab simply shows the user which Projects are currently using the
Subscription that they are viewing. A Subscription cannot be deleted
while in use.
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InTouch ME Project

Project
Details

Subscription
Routes

Health,  Watchdogs

The InTouch ME Project Details workspace defines the parameters
WIN-911 requires to establish a connection to the InTouch ME Project
that you wish to monitor for alarm events. It specifies the location and
any credentials required by the Project to successfully pass data to and
from the SCADA during runtime operations.

Contact Notification

LV M Labels
Subscriptions Imports Tags

Navigate to Alarming > InTouch ME > Projects: Project Detalils.
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Project Details Health Watchdogs Subscription Routes

MName MyProject

Server localhost O
Port 1234 +

Username  Guest

Password

Test Connection

Name

Enter a unique, user friendly name to identify the particular InTouch
Me Project you wish to connect with. This name does not have to be
the actual Project name as determined by InTouch ME, but it is

recommended, especially if you are connecting to multiple projects.

Server

Enter the syntactically correct server name that this project resides on.
You can use 'localhost’ if the project is located on the WIN-911 host.
There is a browse button provided for your convenience.

Port

Enter the TCP port as specified by the InTouch ME project settings.
You can enter the port number directly into the text-box or use the
stepper (up/down arrows) located to the right. The default port is
'"1234', but can be modified by the user in the communications tab of
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the project settings. To view the project settings, open the ITME
InTouch Machine Edition > Project Explorer > right-click on the Project
> Project Settings > Communication. The TCP port is located on the
upper-left.

Project Settings | x|
Information iﬁ Configure the project communication behawior, these settings can optimize the
. IE] project performance
Options
Wiewer TCP Preloading tags from server
Communication | Paort: Send Period (ms): Timeout when executing on remote:
| | | 100 | | 2000 | ms
Preferences

D Enable binary control Timeout when executing on local:

| 1000 | ms
Driver and OPC: |5'3I'Id every state v | [ Preload all tags
Tag Integration Execution Environment

Source: Timeout (ms): 30000
Remove Configure... [] Enakle File Compressicn

OPC UA Server

Endpoint URL: opctep:tl | [NodeNamel ‘ : | 42010 |
ldentity Certificates
[_] Enable anonymous login | Self-Signed Certificate Information |

l wrord
Enable Usemame/Password | Certificate Store Management |

Security Policies

[]None Mode n Automatically trust client
certificates

Basic256 |Sign. Sign and Encr v|

|:| Basic128Rsals |Sign, Sign and Encr v| Stack trace level:

| oK || Cancel |

The port can be set to any valid TCP port (0 <-> 65535).

Username

WIN-911 must log into InTouch ME's security system using a valid
InTouch ME user. 'Guest' is the default entry.
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Password

InTouch ME security can be optionally enhanced with the inclusion of a
user-defined password. If InTouch ME is configured with a password
you must enter it here before WIN-911 will be recognized as a valid
user.

Test Connection

Use the Test Connection button to verify the server and port settings.
The ITME Runtime must be running for the test to be valid. If it initially
fails, verify that the ITME Project is running, then check the server and
port settings against those in the ITME Studio Project Settings >
Communication tab.
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InTouch ME Health Alarm

Subscription
Routes

Project
= e'c Health Watchdodgs
Details =

Datasource connectivity is critically important to WIN-911's ability to
dispatch alarms events and provide production data. Situations can
occur where WIN-911 looses its connection to the datasource (for any
number of reasons), leaving it unable to fulfill its primary function. To
guard against such things, you are provided with an InTouch ME
Health Alarm. This is a special alarm event that is derived from WIN-
911's interface with InTouch ME and alerts the user when connection
to the SCADA is broken.

Note: The InTouch ME Health alarm will cover the vast majority of
connection issues. It is recommended as matter of best-practices, to
enhance connection monitoring with a Watchdog.

Contact Notification

InTouch ME TSI
Subscriptions Imports Tags

Navigate to Alarming > InTouch ME > Projects: Health.
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Project Details

Project Connection

Watchdogs Subscription Routes

Description

Strategy
Severity

Labels

WIN-911 is unable to communicate with your InTouch ME Project. Please check that your

project is running and that the server is available on the local network.

Default

®

:@
®

®

Description

The description field provides the recipient useful context for this
unique alarm condition. The default string appears pre loaded and can
be edited as needed by the WIN-911 administrator.

Strategy

Select the Strategy that will dispatch this alarm.

Strategies workspace.

@ Click the 'Navigate' button on the right to configure Strategies in the

Severity

The severity is a user configurable property that alerts the recipient of
the importance of the alarm event. Use the slider or the number
stepper to set the alarm's severity ranking between 0 and 1000, with
1000 being the most extreme. Due to the critical nature of this alarm,
WIN-911 recommends a high severity ranking.
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Labels

Labels may be attached to any alarm condition. See the Labels for
more information regarding labels.

@ Click the 'Add' button to attach Labels to the associated condition.

x \ Click the 'X' button to delete the Label to the left.

Click the 'Navigate' button on the right to configure Labels in the
Labels workspace.
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InTouch ME Watchdogs

Subscription
Routes

me._d Health| Watchdogs
Details

Device connectivity is critically important to WIN-911's ability to
dispatch alarms events and provide production data. Situations can
occur where WIN-911 or InTouch ME looses its connection to a device
(for any number of reasons), leaving it in an impaired state. To guard
against such things, you are provided with Watchdog Alarms.

Watchdog Alarms are special monitoring tools provided by WIN-911
to help ensure the operation and availability of devices in your
production environment. The Watchdog will monitor a changing value
from specific InTouch ME tags and activate when a set period of time
elapses without the tag value updating. The recipient of the Watchdog
alarm can assume that the associated device is offline.

WIN-911 actively polls a tag's value within the platforms database. It
expects a valid response which it compares to a previous value, as
defined by the Watchdog timeout.

To setup a Watchdog:

1. Create a tag within InTouch ME that is set to increment at a set rate, say, 30 seconds.

2. Create a Watchdog in WIN-911 > Alarming > InTouch ME > Projects > Watchdogs
and give it a unique name that will be recognized by the recipient.

3. Enter the syntactically correct tagname in the respective field.

4. Set a timeout, in seconds, which is greater than the increment rate specified in step
1, say, 45 seconds.

5. Select the strategy you want to handle notifications when the Watchdog activates.
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6. Enter a severity that properly conveys the significance of the Watchdog.

It is worth noting that Watchdog alarms are not part of the InTouch
ME alarm system, but rather separate from and in addition to the
alarms managed by the SCADA. WIN-911 polls these tags, evaluates
alarm conditions and handles all related processing. With InTouch ME
native alarm types, WIN-911 is a passive recipient of alarm
information.

Note: A Watchdog alarm can also be used in conjunction with your
Health alarm to monitor WIN-911's connection to InTouch ME.
Although the Health alarm will cover the vast majority of connection
issues, it is recommended as matter of best-practices, to enhance
connection monitoring with an independent Watchdog.

Contact Notification
Labels

Subscriptions Imports Tags

Navigate to Alarming > InTouch ME > Projects: Watchdogs.
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Project Details Health Subscription Routes

Click the Add button to define a new Watchdog Alarm. These alarms will become active
activity from the specified tag for the amount of time specified.

Name Heart_Beat

Description  No update has been received from this tag within the specified timeout period

when there is no

TagName Heart_Beat
Timeout

Strategy Default M @

Severity ]

o @ ®

Name
The name is a user-defined property that identifies the alarm to

recipient. There is no syntax requirement imposed on this text-entry
field except that it must be unique to the project.

Description
The description field provides the recipient useful context for this
unique alarm condition. The default string appears pre loaded and can
be edited as needed by the WIN-911 administrator.

TagName
InTouch ME tag that WIN-911 will monitor for a changing value (or

changing alarm state). This field must match the name of the tag as it
is configured in InTouch ME.
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Timeout

The elapsed time (seconds) when WIN-911 will periodically check the
tag for a changed value. The value must be greater than the expected
change rate of the tag's value. It is recommended that the tag's data
type be a value other than boolean. A good candidate would be a
ramping integer.

Strategy

Select the Strategy that will dispatch this alarm.

Click the '‘Navigate' button on the right to configure Strategies in the
Strategies workspace.

Severity

The severity is a user configurable property that alerts the recipient of
the importance of the alarm event. Use the slider or the number
stepper to set the alarm's severity ranking between 0 and 1000, with
1000 being the most extreme. Due to the critical nature of this alarm,
WIN-911 recommends a high severity ranking.

Labels

Labels may be attached to any alarm condition. See the Labels for
more information regarding labels.

@ Click the 'Add' button to attach Labels to the associated condition.
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x \ Click the 'X' button to delete the Label to the left.

Click the '‘Navigate' button on the right to configure Labels in the
Labels workspace.
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InTouch ME Subscription Routes

Proiect _
Me._c Health Watchdogs Subscription
Details - = Routes

Project Details Health Watchdogs Subscription Routes _
Rank Subscription @ Strategy @

Routes

1 Hi Priority Alarms v | # Default
2 All Alarms v & | Default

Subscriptions will be evaluated in the order in which they are defined

H®

Subscription Routes forward alarms from a Subscription to a particular
Strategy. This feature allows you to use Subscriptions across multiple
Projects without redefining Subscription logic. An alarm will be
handled by the first qualifying Subscription. Subscription Routes are
evaluated in the order they are ranked.

Subscriptions are the preferred method of configuration for fetching
alarms from InTouch Applications. See the Subscriptions for a detailed
explanation of their usage.
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Click the 'Navigate' buttons to configure Subscriptions or Strategies.

Click the 'Add' button to add a new Route to the Application.

Click the 'Up' button to move the selected Route up a rank.

Click the '‘Down' button the move the selected Route down a rank

Click the 'Delete' button to remove the selected Route from the
Application.

HOO®HO®
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InTouch ME Import
Contact Notification

M« NI Labels

Subscriptions  Projects Tags

The InTouch ME Import workspace provides the user with a tool to
easily populate your WIN-911 database with the tags and alarms. This
tool is powerful because it allows you to conduct mass imports quickly
and effectively while eliminating the probability of syntax errors that
are prone to happen when tags are entered manually.

Note: Subscriptions provide a more convenient method of alarm
configuration than importing tags. Tag definitions are only required for
report functionality and advanced scenarios.

Note: WIN-911 does not support importing arrayed tags.

Navigate to Alarming > InTouch ME > Imports to get started.

Subscriptions provide a more convenient method
of alarm configuration than importing tags. Tag
definitions are only required for report
functionality or advanced scenarios.

1. (8] | Understand

2. __Next
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1. Read the recommendation then acknowledge by clicking the "I Understand"
check box.
2. The 'Next' button becomes enabled. Click it to advance to the next step.

InTouch ME stores its configuration in two JSON files that WIN-911
leverages to conduct the import: 1) tagljson, and 2) class.json. These
are typically located by navigating to MyPC > Local Disk (C;) > Users >
username > Documents > InTouch Machine Edition v8.1 Projects >
project name > Database.

Select the Project you would like to import tags to. If you haven't yet configured a Project, use the arrow to navigate to
the Projects workspace to create one.

3. Project T @

Browse for the tag file associated with this project.

4. tagljson O

o

-

3. Select the InTouch ME project from the combo-box or use the @ Create or
modify projects button to create or modify a project in the Project Details
workspace.

4. Select the 'tagl,json' file associated with the InTouch ME project. Use the ©)
browse button to locate the file.

5. Click the Next button to advance to the next step.

The Tag Selection workspace appears. Here you will designate the tags
you want WIN-911 to monitor by migrating the them from the
Available tags list (left) to the Tags to import list (right). You can also
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assign Labels to the tags using the using the ®Attach Labels button at
the bottom left.

Available tags Tags to import

Drag a column header and drop it here to group by that column Drag a column header and drop it here to group by that column

name ¥ |[scope T |Labels T

» | Switch Server
TanklLevel01 Server
TanklLevel02 Server

v | TanklLevel03 Server

@.‘*‘

8.
e © ] o o
[0 == 1]

6. Use the ®Add Labels button to attach Labels to tags as part of the import
process. A @ Create or modify labels button is provided to take you to the
Labels workspace if necessary.

7. Select the desired tags from the left column and use the OAdd All button
move all available tags to the right column, or use the OAdd button the
selectively add tags, one at a time.

8. Use the ORemove All button the send all the tags in the import column back
to the right-hand column or use the ORemove button the selectively return
tags, one at a time.

9. Click the Next button to advance to the next step.
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b ! Al r=3
P
D a D
name Y |group T |[type ¥ |priority T |Labels From Parent T = name T |group T |[type T [Strategy ¥ | All Labels T
v [Tankievei2 1 HiH 0 @ v [switen 1 Hi Automatically Acknowledge
Tanklevel02 1 Hi 0 Tankleveld1 1 HiHi Automatically Acknowledge
TankLevel02 1 Lole 0 TankLevel01 1 Lo Automatically Acknowledge
@ Tanklevel01 1 Lole Automatically Acknowledge
Strategy -
Automatically Acknowledge 1 1 .
e ® 10 ®
14.

10. Use the @ Add Labels button to attach Labels to tags as part of the import
process. A @ Create or modify labels button is provided to take you to the
Labels workspace if necessary.

11. Use the Strategy combo-box to select the strategy you want to handle these
alarms. A @ Create or modify strategies button is provided to take you to
the Strategies workspace if necessary.

12. Select the desired alarms from the left column and use the OAdd All button
move all available alarms to the right column, or use the OAdd button the
selectively add alarms, one at a time.

13. Use the ORemove All button the send all the alarms in the import column

back to the right-hand column or use the ORemove button the selectively
return alarms, one at a time.
14. Click the Next button to execute the import.

This import will now execute and generate an import report that
details the number of tags and alarms that have been successfully
imported.

332



WIN-911 User Guide

Importing 3 tags 5 alarms...

Saving packaged objects to configuration...

Tags saved to configuration.
Import complete!
100% complete

15. Click the Finish button to conclude the import.
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InTouch ME Tags

Note: Subscriptions provide a more convenient method of alarm
configuration than tags. Tag definitions are only required for report
functionality and advanced scenarios.

An InTouch ME tag is an individual data object with properties that can
include values, descriptions, alarm conditions, and acknowledgment
states. The value data types can be Boolean, Integer, Real, and String.
The alarm types can be Hi, HiHi, Lo, LoLo, Rate of Change, Major
Deviation and Minor Deviation. Each alarm state has its own
acknowledgment state, so if a tag is experiencing both a Hi and a HiHi
alarm, and the HiHi alarm condition gets acknowledged, the Hi alarm
remains unacknowledged. WIN-911 does not support String alarms.

WIN-911 breaks tag configuration into two tabs: Tag and Alarm. The
tag tab defines the name and location of the tag. The alarm tab
specifies which alarm conditions WIN-911 will monitor for remote
notification tasking. A tag can be defined without alarming. This is
done when the user would like to provide a tag value in the form of a
report. There can also be one or more alarm conditions that WIN-911
can dispatch. Boolean alarms are handled as a Hi alarm with a value of
one.

Note: Deleting a Project within WIN-911 will cause the mass deletion
of all the associated tags and alarms.
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Contact Notification
Labels

Subscriptions  Projects Imports

To get started, navigate to Alarming > InTouch ME > Tags. The Tags
selection collector appears with existing tags populating the Tags
column. You can edit an existing tag by highlighting it and the Tag
workspace appears in view mode. Click the @ Edit button to modify
the tag. If you wish to create a new tag, click the ®Create button, or
the © Copy button after highlighting the tag you wish to base your
new tag on.

Tag Alarm

Mame Project : Switch

Project Project v

®

TagName  Switch

e @

©

O,

Name

The Name field serves as a unique identifier for InTouch ME Tags. This
field is user defined and may be independent of the TagName. Make
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the name user-friendly, as this is the name that will be most
prominently displayed in alarm notifications.

Imported tags are automatically assigned a name using the
convention: 'Project:Tag'.

Project
Select the InTouch ME Project which hosts the Tag you've created with

the combo-box. There is an @ Add or modify projects button to the
right that will take you to the Projects workspace.

TagName
The TagName field must match the tagname as it appears within

InTouch ME. A TagName must be unique within the Project.
Comparison Is case-sensitive.

Labels

Attach Labels to your Tag as a means of organization. See the Labels
for more information regarding Labels.
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Tag Alarm

Click the Add button below to create a new alarm for this tag.

Alarm Type  Hi - .ﬁ

Strategy Automatically Acknowledge - @

Description

@ ®

Alarm Type

Use the combo-box to select the type of alarm this tag will be
monitored for. The available types are Hi, Hi Hi, Lo, Lo Lo, Rate of
Change, Major Deviation, and Minor Deviation. A\ Delete button is
located to the right to remove this alarm type.

Strategy

Select the Strategy that will dispatch this alarm. Use the @ Create or
modify strategy button to go to the Strategy workspace.

Description

Use this field to enter useful information that conveys context or
special instruction to the recipient.
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Labels

Attach Labels to your Tag as a means of organization. See the Labels
for more information regarding Labels.
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InTouch ME Alarm Event Mapping

The following table is a map of InTouch ME alarm properties to WIN-
911 alarm properties.

WIN-911 Property

Comment

ITME Property

<AlarmEvent>

<AlarmLifetimeld/>

TagName + Type +
StartTime

<ActiveTime/>

Time at which the last transition
from terminal to active occurred.

StartTime

FriendlyName (whatever is entered
in the GUI)

<Alarm>
<Nativeld/> Tag name and the alarm type TagName + Type
concatenated, e.g. “tank.level.”
<Name/> Tag Name. TagName

<Description/>

Project Tag Description

Empty (description not
provided by toolkit)

<Area/> Group Group
<SourceName/> Name of Web Studio Project as See left
configured in WIN-911.
<System/> System See left
<SubSystem/> PeerGroup See left
<SourceType/> ModuleType See left
</Alarm>
<Condition>
<Name/> Name of the Alarm Type. Type (mapped to
HiHi, Hi, Lo, LoLo, Rate, Dev+, Dev- friendly string)
<Category/> The category of the alarm. Type (raw)
HiHi, Hi, Lo, LoLo, Rate, Dev+, Dev-
<Description/> Alarm Description Message
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<NativeSeverity/>

Setting as configured within
Project.

Priority

<Severity/>

Setting as configured within

1000 — (Priority*3.92)

Project.
<Limit/> Setting as configured within Empty (not provided by
Project. toolkit)
<LimitType/> Setting as configured within string
Project.
<LimitOperator/> Setting as configured within Empty

Project.

<EngineeringUnits/>

Setting as configured within
Project.

Empty (not provided by
toolkit)

</Condition>

<Vitq>
<Value/> Value of the Tag Value.ToString()
<ValueType/> The type of the Project tag. “Double”
<EventTime/> The time the last change to active, EventTime

acknowledged or condition was

received.
<Quality/> The Project Tag's quality Empty (always good)
</Vtq>
<State>
<IsAcked/> The ack field for the I'AckReq
corresponding alarm category
<IsActive/> The Alarm field Active
<IsSuppressed/> false
</State>
<Changes>
<ChangeAcked/> Calculated internally.
<ChangeActive/> Calculated internally.

<ChangeQuality/>

Calculated internally.

<ChangeValue/>

Calculated internally.

<ChangeCondition/>

false

<ChangeSuppressed/>

Not supported.
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</Changes>
<Attachments>
<Actor/> The actor received from the UserName
notifier module.
<Comment/> The actor received from the Comment
notifier module.
</Attachments>

341




Labels

Overview

Labels can be attached to alarms as a method of organization. They
can also be used in Advanced Tactics to change the flow of

notification.
- O X
e 2 http://desktop-rbtpddh/ Wik 2 ~ & || @& sAlarming/Labels & Labels
WIN-377 Contact Notification Reporting  System @
OPC DA InTouch RtOl CIMPLICITY FactoryTalk A&E iFIX
= Utilizers
e
3
MName Building2
Description alarms from the north building
Foreground Color O
Background Color O -
Building2
Name

This is a unique identifier for the Label. Make it as descriptive as
possible.
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Description

The Description adds extra context to your Label. This is an optional
field.

Colors

Each Label may be assigned a foreground and a background color.
This is a great way to make Labels visually distinctive in Notifiers which
can display them, like Email or the Log Viewer.

@ & http://desktop-rbtpddh/Wir 2 ~ & 2 /Alarming/Labels

WIN-877 Contact Notification Reporting  System @
OPC DA InTouch RtOl CIMPLICITY FactoryTalk A&E iFIX QEEE

Utilizers

Search: @

Labels

Type Y Name T
COPCDA (Item)  Freshwater Gate Valve
OPCDA (Alarm) Freshwater Gate Valve Valve Open

Tactic Motify Safety Personnel

3 records

Utilizers
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Labels may be applied to alarms, filters, or data items and referenced
in Advanced Tactics by Decision Blocks. The list of items which
reference the Label is displayed here. If a Label is in use, it may not be
deleted. Use this screen to determine where the current Label is
referenced.
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Reports provide operational data that is not necessarily associated
with alarm conditions. Reports can be dispatched in accordance with a
strategy or in response to a query from a remote user.

Reports can be used to:
e query current operating conditions
« provide additional context to alarm events
e organize information

Note: Not all data sources support Reporting.

Utilizers

Number 3 <
Name Frash Water Storage 3

Description

Items Number Type Alarm Point Name Source Area Condition Severity

1 Data SCADAFreshWaterTank.GateValve ~ SCADAFreshWaterTank.GateValve ~ OPCDA

2 Data SCADA.Wastewater.LiftPump.OnState SCADA.Wastewater.LiftPump.OnState OPCDA
3 Data SCADA.Wastewater.Tank Level SCADA Wastewater.Tank Level OPCDA
4 Data SCADA.FreshWaterTank.Level SCADA.FreshWaterTank.Level OPCDA
5

Data SCADA.FreshWaterTank.PumpFlow SCADA.FreshWaterTank.PumpFlow OPCDA

®

B

Number

Each report must have a unique number that distinguishes it from the
others. When WIN-911 delivers a report, this number will be used to
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identify it. This number may also be used to request the report
(instead of requesting by name).

Name
Each report must have a unique name.
Description

An extra text field for organization and administration purposes. The
description can contain location data (like Lift Station 22), or a
description of the data/alarm that adds additional context.

Iltems and Alarms

Select the items and/or alarms to be included in a Report. Clicking the
® button in edit mode will bring up the Items/Alarms selection form.
A search filter is provided at the top of the item list to limit the
displayed items based on the selected property and text entered in the
search text entry box.
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[tems Alarms

Search: @

Name Y  Alarm Point Y Source ¥ Area T Labels T

Pump Pump OPCDA
B SCADA FreshWaterTank.GateValve SCADA.FreshWaterTank.GateValve OPCDA

SCADA FreshWaterTank. Level SCADA FreshWaterTank. Level CPCDA

B SCADAWastewater. Tank Level SCADAWastewater.Tank.Level OPCDA

2 of 4 selected

O
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Info

Serial Number: This number specifies information about the software
which may be required when contacting WIN-911 Software.

Support Code: The support code identifies what support services this

product is entitled to. It may be required when contacting WIN-911
Software for support.

Standby, Activate WIN-911

WIN-911 can be put into "Standby", which stops WIN-911 from
conducting alarm notifications. From "Standby" WIN-911 can then be

activated by clicking the "Activate" button, causing the remote
notifications to resume.
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System Info

Info

System Info is a pooling of platform-specific information that is useful

for administrative and support efforts. Here, in one, convenient

location, you will find important information that pertains to your

specific installation, including licensing and support numbers

(important to have when contacting WIN-911 Software), installed

modules, and contact information.

Serial Number
Support Code 12345678

SQL Server: MyComputeryWINgT1

Installed Modules:
Dispatcher
Email
Mohile
MNavigation
OPCDA
Reporting
Voice

WIN-911 Software
2024 E. 5t. ElImo Rd.
Austin, TX 78744

Support:
+1-512-326-1011 ext. 3

Release Version

The version of the WIN-911 product deployed on this system.

License
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The license identifies whether your WIN-911 system is valid and what

features are enabled. The license may change over the lifecycle of the
WIN-911 system.

Serial Number

The Serial Number is a platform-unique number that identifies the
particular installation on a physical machine. It remains constant
throughout the lifecycle of the WIN-911 system and is often required
when calling WIN-911 Software for sales/technical support.

Support Code

The support code indicates the status of the support contract
associated with this WIN-911 system. Support contracts are purchased
for a span of time and require renewal when they expire. Please
contact WIN-911 Software to review your options with a sales
representative (contact info below). New installations include the first
six-months of technical support, after which, annual support contracts
are available for purchase.

SQL Server

WIN-911 stores configuration information in a pool of SQL databases.
The SQL Server entry identifies the particular instance of the SQL
Server this WIN-911 system utilizes.

Installed Modules

The Install Modules table lists all of the WIN-911 modules that have
been installed on this WIN-911 system.
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Contact Information

WIN-911 Software's physical address, website, phone number, etc.
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Standby & Activate

Standby, Activate WIN-911

WIN-911 can be put into "Standby", which stops WIN-911 from
conducting alarm notifications. From "Standby"” WIN-911 can then be

activated by clicking the "Activate" button, causing the remote
notifications to resume.
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WIN911 Administration

WIN-911 Log Viewer

WIN-911 activity can be monitored using the WIN-9117 Log Viewer.
This tool displays alarm events and notification activity that WIN-911 is
conducting, presented in a convenient format that allows the user to
view, sort, and trace WIN-911 activity. The Log Viewer has two
presentations, Alarms and Notifications. The presentations list the
same data but differ somewhat by their perspectives, giving the user
different ways to sort through and analyze the data. It can be used to
acknowledge alarms, monitor WIN-911's operation status, and
troubleshoot escalation routines.

Alarms

The Alarms view is organized from the perspective of the alarm life-
cycle and catalog events that result from it.
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WIN-911 Log Viewer (Active) == -
Notifications AutoUpdate
Drag a column header and drop it here to group by that column.
-
Select | State| Most Recent Event ¥ | Alarm Point ¥ | Condition Y | Source Type ¥ |Source T |Strategy T |Initial Date/Time 7V |Labels
O B 901472017 8:43:23 PM Gate Valve New Condition COPCDA KEP Default 09/14/2017 8:42:20 PM
O A 9/14/2017 84301 PM Pump Flow Stopped CPCDA KEP Default 9/14/2017 8:43:01 PM
Oa ~ 97142017 84244 PM  Tank Level Below the Low Level OPCDA KEP Bob Alert 971472017 8:42:21 PM
3 Events
Ack Selected | | Ack a Page View alarm details @

Located in the upper banner of the WIN-911 Log Viewer is an indicator
that displays the operational mode of WIN-911. Valid indications
should be Active or Standby.

AutoUpdate

When AutoUpdate is selected, the Viewer dynamically refreshes every
five seconds, ensuring the user a near-live experience of current WIN-
911 activity. All alarms in a terminal state (ended their life-cycle) are
suppressed, clearing the view for current alarms. When AutoUpdate is
not selected, the viewer enters a static state and shows all of the alarm
events that occurred within the selected time period, including alarms
that are no longer active. It allows the user to look back at a segment
of time that is determined using the Display Events From date/time
brackets.

Settings
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The user can customise the display by selecting which columns of data
to include. Click on the gear icon located on the upper-right. From the
selection list you can choose to include columns by checking the box
to the right of the option. The available columns depend on the
selected view and include:

o Select: Check-box that selects the associated alarm event.

« State: Icon indicating Active/Inactive, Acknowledged/Unacknowledged

o Most Recent Event: Date and time of the most recent activity concerning the
associated alarm event.

o AlarmLifetimeld: WIN-911 assigns each alarm event an internal GUID that
identifies it. This GUID is referred to as AlarmLifetimeld and is included as an
option for display.

o Alarm Point: Tagname of point name of the individual alarm

« Condition: High, HiHi, Low, LoLo, Opened, Closed, etc.

o Source Type: The type of data source or SCADA (HMI) that the alarm event
originates from.

» Source: Specific data server that the alarm event originates from.

o Strategy: the name of the strategy that the alarm event is assigned.

« Initial: Date/Time when the alarm event is triggered.

o Labels: Label assigned to the alarm event for organization and remote
notification processing.

WIN-911 Log Viewer Collection Selector List

Alarm event entries can be grouped, filtered, and sorted using the
tools located across the top of the view window. The black bar running
across the top is a grouping workspace where column headers can be
dragged and dropped. In the column headers themselves is a filtering
tool to right of the column titles. This combination of tools allows the
user a virtually unlimited array of ways to focus the view window to
meet his/her specific needs.
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Alarms View

The Alarm view has two pages that the user can toggle between, the
alarm event list (default), and the alarm details. The alarm event list
displays, in AutoUpdate mode, displays all current alarm event. With
AutoUpdate unselected the display lists all alarm events that occurred
between the time and brackets selected by the user. The alarm details
page expands the focus of the selected alarm event, giving the user a
multi-tabbed display that allows the user to drill-down into various
details of the alarm event. The tabs include Notification,
Acknowledgement, Strategy Execution, Tactic Execution, and State
Change.

Alarms View with AutoUpdate

WIN-911 Log Viewer (Active) == -
Motifications AutoUpdate
Drag a column header and drop it here to group by that column.
-
Select | State| Most Recent Event ¥ | Alarm Point ¥ | Condition Y | Source Type ¥ |Source T |Strategy T |Initial Date/Time 7V |Labels
O B 901472017 8:43:23 PM Gate Valve New Condition COPCDA KEP Default 09/14/2017 8:42:20 PM
S 91472017 84301 PM - Pump Flow Stopped CPCDA KEP Default 9/14/2017 8:43:01 PM
O ~ 97142017 84244 PM  Tank Level Below the Low Level OPCDA KEP Bob Alert 971472017 8:42:21 PM
1 of 3 Events
Ack Selected | | Ack a Page View alarm details @

WIN-911 Log Viewer in AutoUpdate mode. This mode will only show
current (in-progress) alarms. The view is automatically refreshed every
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five seconds. Alarms can be acknowledged by selecting the desired
alarms(s) and clicking the Ack Selected button at the lower left corner
of the viewer. When in the Alarms view, you can toggle the viewer into
alarm details mode by double-clicking the desired alarm event.

Acknowledging Alarms with WIN-911 Log Viewer
(optional - configurable)

Alarms can be acknowledged in a selective manner by clicking the
selection box followed by the "Ack Selected" button. The alarms can
also be acknowledged a page-at-a-time, with the "Ack a Page" button.
This will acknowledge all the alarm that are visible on the page.

When acknowledging an alarm from the WIN-911 Log Viewer, select
the desired alarm and click the Ack Selected button.

Acknowledgement Comment Request *

Enter an acknowledgement comment
(optional):

Pump was triggered to raise water IE'-;Ei

OK Cancel

A confirmation pop-up box will appear and present the actor with the
option to add a comment. Click OK to process the acknowledgement.

The ability to preform this action with the WIN-911 Log Viewer is
configurable by the WIN-911 administrator. The default setting is to
allow the Log Viewer to ack. However, this can be disabled by
changing the following setting.
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Open the File Explorer (with file name extensions visible) and find the
file titled "WIN911.Log.Viewer.exe.config". The default location is
shown below.

C:\Program Files (x86)\WIN-911 Software\WIN-911
Enterprise\Dispatcher\WIN911.Log.Viewer.exe.config

Open the file with Notepad and scroll to the bottom where you will
find a block titled “<applicationSettings>".

<applicationSettings>
<WIN911.Log.Viewer.Properties.Settings >
<setting name="ShowAckButtons" serializeAs="String">
<value>True</value>
</setting>
</WIN911.Log.Viewer.Properties.Settings >
</applicationSettings>
</configuration>

Change “<value>True</value>" to “<value> False</value>", then save
and close the file. The next time you open the WIN-911 Log Viewer the

Acknowledge button will not be present. To re enable the button,
simply restore the <value> to True.

Alarms View without AutoUpdate
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Motifications [ AutoUpdate

-
Select | State | Most Recent Event ¥ | Alarm Point T | Condition

WIN-911 Log Viewer (Active)

Drag a column header and drop it here to group by that column.

BE |

Display Events From:  9/14/2017 7:37 PM # - 5/14/2017 937 PM 3 @

T | Source Type ¥ |Source T |Strategy T |Initial Date/Time 7V |Labels

Ack Selected

O LB 901472077 8:4323 PM Gate Valve New Condition CPCDA KEP Default 971472017 8:42:20 PM

O LB 901472017 8:43:01 PM - Pump Flow Stopped CPCDA KEP Default 9/14/2017 £:43:01 PM

O ~  0/14/2017 8:42:44 PM  Tank Level Below the Low Level OPCDA KEP Bob Alert 9/14/2017 £:42:21 PM

O B 901472017 8:28:03 PM - Gate Valve New Condition COPCDA KEP Default 9/14/2017 8:27:44 PM

O B 901472017 8:26:54 PM - Pump Flow Stopped COPCDA KEP Default 0/14/2017 8:26:54 PM
5 Events

View alarm details @

This mode will display the entire history of the alarm events life cycle
(current and expired) that occurred within the selected date and time
as specified by user via the input tool located at the upper right. You
can toggle into the alarm details page by double-clicking on the

desired alarm event.

Alarm Details View, Notification Tab
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Gate Valve : Closed
KEP { OPCDA )

NEMTIGUN Acknowledgement  Strategy Execution  Tactic Execution  State Changes
Drag a column header and drop it here to group by that column
Event Date/Time ¥ | Category ¥ | Motifier ¥ |Connection \4
9/5/2017 9:07:55 AM  Dispatching  Email Adam (adam.specter]@gmail.com)
9/5/2017 9:.07:57 AM  Success Email Adam (adam.specter1@gmail.com)
Notifier Email 1
Connection Adam (adam.specter1@gmail.com)
Strategy Default
Tactic Natify All

The Notification tab will list the notification tasks that have been

dispatched by the dispatcher and the results of the task as reported
back by the notifier module.

There are handles located on the borders of each viewing window that
allows the users to modify the viewing area. When the amount of data
exceeds what can be displayed at one time scroll bars appear to the

right and bottom that the user can scroll through the full extent of the
contents.

Alarm Details View, Acknowledgement Tab
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Tank Pump : Pump is on
KEP ( OPCDA )

Notification [EACGITNERWEGENIE Strategy Execution  Tactic Execution  State Changes

Event Date/Time 7 | Actor \4 Actor WIN-911 Log Viewer

9/5/2017 9:32:06 AM  WIN-911 Log Viewer (via source) Comment water level decreasing

0/5/2017 9:32:06 AM  WIN-911 Log Viewer

Acknowledge

The acknowledgement tab will list all of the acknowledgement activity
associated with the selected alarm event. If the alarm is yet
unacknowledged then the Acknowledge button will be available at the
bottom. The information will include time and date of the activity and
the actor.

Note: The Acknowledge button is an optional setting. It can be
disabled by following the settings listed above in the "Acknowledging
Alarms with WIN-911 Log Viewer" section.

Alarm Details View, Strategy Execution Tab
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Tank Pump : Pumpis on
KEP ( OPCDA )

Notification ~ Acknowledgement [ESREICEII=CNI-L0 Tactic Execution  State Changes

Strategy: Default

Event Date/Time ¥ | Policy Trigger T | Policy Action A

9/5/2017 %:10:20 AM  Initial Event StartTactic (Notify All)
9/5/2017 9:10:40 AM  AnyStateChange (Active Changed) Naotify Previous
9/5/2017 9:32:06 AM  Alarm Becomes Termina Stop Strategy

9/5/2017 93206 AM  AnyStateChange (Ack Changed)  Notify Previous

The strategy execution tab lists all of the strategy's activity as
processed by the policies triggered. Information includes the
time/date, policy trigger, and policy action.

Alarm Details View, Tactic Execution Tab
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Tank Pump : Pump is on
KEP ( OPCDA )

Notification ~ Acknowledgement  Strategy Execution [EEWI4=SENLIN State Changes

Tactic: Notify All -

Event Date/Time T | Details \J

9/5/2017 9:10:20 AM  Tactic Starting..

9/5/2017 9:10:20 AM  StartBlock Blockldentifier: O

0/5/2017 9:10:20 AM  NotifyAllBlock Blockldentifier: Ov

0/5/2017 9:10:20 AM  NotifyAllBlock Blockldentifier: Ov Identified 1 connections (or
0/5/2017 9:10:20 AM  NotifyAllBlock Blockldentifier: Ov Finished all notification disg
9/5/2017 %:10:20 AM  NotifyAllBlock Blockldentifier: Ov Dispatching notification to
9/5/2017 %:10:20 AM  Tactic Terminated

||| No [tem Selected
9/5/2017 9:10:20 AM  EndBlock Blockldentifier: OwvX

The tactic execution tab lists the activities of each of the tactics that
have been triggered by the controlling strategy. Information includes
event time/date and details.

Alarm Details View, State Change Tab
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Tank Pump : Pumpis on
KEP ( OPCDA )

Notification ~ Acknowledgement  Strategy Execution  Tactic Execution [ESetEaehiEllstH

Event Date/Time T | Alarm State Icon | State Changes

9/5/2017 9:10:20 AM .L Active Unacked
9/5/2017 9:10:40 AM ﬂ\A Inactive Unacked
9/5/2017 9:32:06 AM v Inactive Acked

The State Change tab lists the states of the alarm event. The
information includes event time/date, alarm state icon and state
change text.

The various states include:

A Active and unacknowledged
N .
~ Inactive and unacknowledged

V' Active and acknowledged
v

Inactive and acknowledged

Notifications

The Notifications view breaks out the notification process, step-by-
step, by listing them chronologically.
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WIN-911 Log Viewer (Active) == -

Alarms . AutoUpdate

Drag a co eader and drop e to group b at co L

Most Recent Event T | Details T

v [9/14/2017 8:43:23 PM  Email Notification to Bob (bob.specterl@gmail.com) for KEP Gate Valve : New Condition Failure
0/14/2017 8:43:23 PM  Email Notification to Adam (adam.specter1@gmail.com) for KEP Gate Valve : New Condition Failure
0/14/2017 8:43:23 PM  Email Notification to Bob (bob.specterl @gmail.com) for KEP Gate Valve : New Condition Dispatching
0/14/2017 8:43:23 PM  Email Notification to Adam (adam.specter1@gmail.com) for KEP Gate Valve : New Condition Dispatching
0/14/2017 8:43:01 PM  Email Notification to Bob (bob.specterl @gmail.com) for KEP Pump Flow : Stopped Failure

9/14/2017 8:43:01 PM  Email Notification to Adam (adam.specterl@gmail.com) for KEP Pump Flow : Stopped Failure

9/14/2017 8:43:01 PM  Email Notification to Bob (bob.specterl @gmail.com) for KEP Pump Flow : Stopped Dispatching

9/14/2017 8:43:01 PM  Email Notification to Adam (adam.specterl@gmail.com) for KEP Pump Flow : Stopped Dispatching

9/14/2017 8:43:01 PM  KEP Pump Flow : Stopped is Active and Unacked

9/14/2017 8:42:44 PM  Email Notification to Bob (bob.specter] @gmail.com) for KEP Tank Level : Below the Low Level Failure
9/14/2017 8:42:44 PM  Email Notification to Bob (bob.specterl @gmail.com) for KEP Tank Level : Below the Low Level Dispatching

9/14/2017 8:42:44 PM  KEP Tank Level : Below the Low Level is Active and Acked

60 Events
View alarm details

The view has two columns of data: the time-date column for sorting,
and the details column. You can view it with the AutoUpdate option
and focus your view on current events, or without for a historical view
that includes everything, active or otherwise.

Alarm events are color-coded to represent the state of the alarm at the
time of the event.

Active, Unacknowledged

Active, Acknowledged

Inactive, Unacknowledged

Inactive, Acknowledged (Terminal)
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WIN-911 and Redundancy

Any "best practices” method for ensuring operational integrity should
include the consideration of redundancy in the event that critical
software or hardware fails. WIN-911 should be considered a mission-
critical part of your operational nucleus and therefore have a plan for
emergency situations where WIN-911 is no longer able to dispatch
alarm events.

WIN-911 does not currently have redundancy logic that is able to
determine the need for and/or execute a failover. But it does provide
the system administrator with tools that can be used by third-party
software to evaluate the health of WIN-911 and perform a failover
when such a need should arise. These tools can provide information
about the state of WIN-911 and change the operational mode of WIN-
911 from Standby to Active or Active to Standby.

WIN-911 has two modes of operation, Active and Standby. Active is
the default mode and actively monitors alarm events and dispatches
remote alarm notifications. Standby is a mode that will suspend all
remote notifications but does actively monitor alarm events. The mode
of operation can be polled by third-party software and modified based
on the results of the poll.

The tools are found in the Standby Activate folder (C:\Program Files
(x86)\WIN-911 Software\WIN-911\Standby Activate). There you will
find three command-line applications, Activate, IsActive, and Standby.

Activate: this command-line application, upon execution, will change
the mode of operation for the local WIN-911 from Standby to Active.
Once the mode is set to active the local WIN-911 will commence
remote alarm notifications.
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IsActive: this command-line application, upon execution, will query the
local WIN-911 instance for its operational mode. There are two valid
responses, Active (indicating that it is conducting remote notifications)
or Standby (indicating that it is monitoring alarms but not conducting
remote notifications). If the application does not receive a valid
response from WIN-911 in a timely fashion, then the querying
application can assume that WIN-911 is not capable of responding.

Standby: this command-line application, upon execution, will change
the mode of operation for the local WIN-911 from Active to Standby.
Once the mode is set to standby the local WIN-911 will stop all remote
alarm notifications while continuing to monitor alarms.
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Trouble Shooting

WIN-911 Component's Operational Status

WIN-911 is designed to be an "always on" service that is available for
alarm notification tasking and configuration editing at all times.
However, components of WIN-911 can be shutdown manually or by
the operating system under extraordinary circumstances.

Each module of WIN-911 is composed of an Application Server, which
runs in IIS and a runtime executable that runs in the system's services.
Thus the dispatcher module is composed of a dispatcher application
server and a dispatcher runtime executable. Each component is
capable of running independently of the other. So the application
server can be running in IIS and the runtime service can be stopped (or
vice-versa).

If there is any question about the operational status of the WIN-911
system it can be verified by checking Services to ensure all modules
labeled "WIN-911" are started and in automatic startup mode. The
application servers can likewise be checked in the Internet Information
Services (IIS) Manager.

WIN-911 AppServer's Operational Status

View the application server's status by clicking Start and entering /IS in
the Search programs and files field. This will bring up the Internet
Information Service (1IS) Manager. In the Connections tree (left pane)
highlight Application Pools. This will bring up the list and status of
application pools. Check that the following are started:
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e WIN-911.Dispatcher

e  WIN-911.Notifier.Email

e  WIN-911.Source.OpcDa

« WIN-911.Reporting

« NavigationAppPool

e WIN-911.Notifier.Voice

e WIN-911.Notifier.Mobile911
e  WIN-911.Source.iFIX

e WIN-911.Source.FTAE

e  WIN-911.Source.Cimplicity
e WIN-911.Notifier.SMS

WIN-911 Services Status

View the services status by clicking Start and entering Services in the
Search programs and files field. This will bring up the Services
administration window. Scroll to the W section of the list and check
that the following are started:

o WIN-911 Dispatcher Runtime

e  WIN-911 Email Runtime

« WIN-911 OPC DA Source Runtime
e WIN-911 Reporting Runtime

e WIN-911 Cimplicity Runtime

e WIN-911 FTAE Runtime

e« WIN-911 Mobile-911 Runtime

« WIN-911 Navigation Runtime

« WIN-911 Voice Runtime

e WIN-911 SMS Runtime

WIN-911 Diagnostic Information
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WIN-911 writes information, error, and warning messages to the event
logger within the operating system and these messages can be
queried using the Event Viewer and the WIN-911 Dispatcher
Diagnostic tool.

There are three modes of detail intensity that the WIN-911
Administrator can choose from while testing and troubleshooting:
Default or Debug. The default setting logs standard information,
warnings and errors, while debug logs finer details concerning the
program activity. These options are set as follows:

1. Stop all WIN-911 AppServers (1I1S) and WIN-911 Runtime Services (listed above).

2. Open Windows Explorer and navigate to c:\inetpub\wwwroot\Dispatcher.

3. Open Web.config with Notepad and use the Edit\Find tool to locate string
"loggingFlags".

4. Change the loggingFlags value from "Default" to "Debug".

5. Save this file and close Notepad.

6. Navigate back one folder to wwwroot and repeat steps 2 through 6 for any other
module you are troubleshooting.

7. Start all WIN-911 modules (AppServers and Runtime Services) and conduct
troubleshooting.

Once troubleshooting is complete you will want to return your
"loggingFlags" back to the "Default" setting. Use the procedure listed
above but replace the words "Debug" with "Default”.

Event Viewer

To view system messages click Start and enter Event Viewer in the
Search programs and files text box. This will bring up the event viewer.
Dispatcher messages are written to the Windows Logs>Application log.
All other module messages are written to the Applications and Services
Logs>WIN-911. System messages concerning WIN-911 will appear in
the center pane with options to view general and detailed information
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about the selected message. These messages can be used to
troubleshoot issues and can be attached an Email message that can
send to WIN-911 Tech Support for evaluation.

Note: Error message generated by Mobile-911 Server are written to
Applications and Services Logs>Mobile-911.

WIN-911 Log Viewer

WIN-911 Software developed a convenient tool for viewing system
messages concerning the dispatcher module which is the main engine
of WIN-911, responsible for executing strategies and tactics. The Log
Viewer presents a verbose history of strategies and their related tactics
by capturing a snap-shot of events and messages at the time the
diagnostics tool was launched. It can be refreshed by relaunching the
tool.

Select the event you wish to evaluate. Each event has six properties
(Initial Date/Time, Alarm Point, Condition, Source Type, Source, and
Strategy) that can be filtered as well as time window with a beginning
and end time to constrain the viewer presentation.

Double-click on the desired event to bring up a detailed list of
diagnostic information. The data is divided into notification,
acknowledgement, strategy and tactics execution groups. A red
background on an event indicates the presence of an error that was
logged during the event. A yellow background indicates the presence
of a warning.
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Remote Standby & Activate

Overview

The Standby status of a WIN-911 Dispatcher module can be both
accessed and controlled across the network through the utilization of
three simple applets. These applets are particularly useful when
scripting hot backup failovers within your SCADA system or for
displaying the Standby status of one or more WIN-911 systems within
your HMI. Details of the applets and their behavior follow.

Target

By default, each applet targets the WIN-911 Dispatcher installed on
the local computer. This can be easily modified in the .config XML file
accompanying each applet. Simply open the appropriate configuration
file with a text editor and change the endpoint address (highlighted in
the figure below) from localhost to the name or IP address of the
target system. Typically the computer name is recommended as IP
addresses can be dynamic.
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| Activate.exe - Notepad — O *

File Edit Format View Help

<?xml version="1.8" encoding="utf-8"?»
<configuration:»
<appSettings>»
<add key="Cslafuthentication" value="Windows"/>
<add key="CslaDataPortalProxy" value="(Csla.DataPortalClient.WcfProxy, Csla"/»
<add key="logName" walue="WIN-911"/>
<add key="logSource" walue="WIN-911 StandbyActivate"/»
<add key="loggingFlags" walue="Default"/>
<add key="logSinks" walue="Default"/>
<add key="System" value="Default"/>
<add key="ClientSettingsProvider.Servicelri” wvalue=""/»
</appSettings>
<system.serviceModel>
<bindings>
<wsHttpBinding>
<binding name="WsHttpBinding_Secure" maxReceivedMessageSize="100000000"
receiveTimeout="00:18:80" sendTimeout="00:10:00" openTimeout="00:10:88"
closeTimeout="08:18:80">»
<readerQuotas maxDepth="684" maxBytesPerRead="102208888"
maxArraylength="100000088" max5tringContentlLength="1808880888" />
<security mode="Message">
<message clientCredentiallype="Windows"/>
</security>»
</binding>
</wsHttpBinding>
</bindings>
<client>
<endpoint address="http:/ /Il 0sd: 4028,/ Win911/StandbyActivate/ ™
binding="wsHttpBinding" bindingConfiguration="WsHttpBinding Secure”
contract="5StandbyActivate.IStandbyActivate” name="HttpServiceBinding"/>
«/client>
</system.serviceModel>
<startup><supportedRuntime wversion="v4.0"
sku=".MNETFramework,Version=vd.5" /></startup></configuration>

NOTE: The default install location for these applets is a protected
directory and will require elevated priveledges to make configuration file
edits. You can run your text editor as Administrator or make a copy of
the applets to a more accessible directory.

Applets can be copied onto machines across the network from WIN-
911. When copying an applet to another location on the network, be
sure to also copy its configuration file and its two DLL dependencies.
Copying the utility directory in its entirety is recommended.
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Moreover, multiple copies of an applet can be made on a single
machine to target different WIN-911 Dispatcher instances. Simply copy
both the exe and its configuration file and rename the copies to match
one another (e.g. Activate2.exe with Activate2.exe.config or
Activate_Secondary.exe with Activate_Secondary.exe.config). You can
now edit each configuration file to target different WIN-911

Dispatcher instances.

| [ = | Standby Activate - O X
Home Share View 9

&« v A « WIN-911 Enterprise » Standby Activate v ) Search Standby Activate ye
& OneDrive ~ [ MName Date modified Type Size
% WINS11,BusinessCore.dll 8/30/2016 440 PM Application extens... 327 KB
I This PC = _ : pRiteer
1% StandbyActivateHelper.dil 6441 PM Application extens... 3 KB
[ Desktop — - L e ) N
e Standby.exe [ 6 1:29 PM XML Ceonfiguratio... 2KB
= Documents [& Standby 6441PM  Application 7KB
4 Downloads 5 IsActive.exe 7016 1:29 PM XML Configuratio.., 2 KB
J’! Music [55] IsActive 6441 PM Application 7TKEB
= Pictures i Activated exe 64:26 PM XML Configuratio... 2KB
W Videos [0eE] Activate2 64:41 PM  Application 7KB
. i Activate.exe 6 1:29 PM XML Configuratio... 2KB
= 05(C) i a _— -
[ Activate 8/30/2016 4:41 PM Application 7 KB
Apps
Dell
v
10iterns 2 items selected 7.93 KB =

Network/Security Considerations

The applets use WCF for communication with the WIN-911 Dispatcher.
By default, communications are secured at the message level by
Windows and take place over HTTP on TCP port 4020. As such, the
account under which the applets are executed must have credentials
recognizable to the WIN-911 system (i.e. same domain or same
username and password). Additionally, your network domain policy
and firewalls should be adjusted to permit communication. These
defaults can be changed by your system administrator — see the
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following resource for more information:
https://msdn.microsoft.com/en-us/library/ms733027(v=vs.110).aspx

Standby.exe

Description: This applet attempts to place the targeted WIN-911
Dispatcher in standby mode. Note that a Dispatcher already in standby
mode will still indicate success when this applet is executed against it.

Success Return Code: 0
Success Console Output: localized string similar to “Dispatcher set to
standby mode.”

BN C:\Windows\System32\cmd.exe - O bt

Failure Return Code: 1
Failure Console Output: localized string similar to "Unable to set
mode."

EE C:\Windows\System32icmd.exe — O Y

oft Windows 1 16.8.1¢
15 Microsoft tion. All

IIN-911 Software\WIN-911 Enterprise\Standby Activa
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Activate.exe

Description: This applet attempts to place the targeted WIN-911
Dispatcher in active mode. Note that a Dispatcher already in active
mode will still indicate success when this applet is executed against it.

Success Return Code: 0
Success Console Output: localized string similar to "Dispatcher set to
active mode."

BN C\Windows\System32\cmd.exe — O w0

oft Windows on 16.8.16
15 Microsoft yration. All

C:\Program

Failure Return Code: 1
Failure Console Output: localized string similar to "Unable to set
mode."

B C\Windows\System32iemd.exe - O X
oft Windows [V on 16.8.16
15 Microsoft C yration. ALl

C:\Program Files
Unable to set mo

C:\Program Files IIN-911 Software\WIN-911 Enterprise’\Standby Activate>

IsActive.exe

Description: This applet attempts to request the current standby status
of the targeted WIN-911 Dispatcher.
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Success Return Code (Active): 0

Success Console Output (Active): localized string similar to “Active”
Success Return Code (Standby): 1

Success Console Output (Standby): localized string similar to “Standby”

BN C\Windows\System32\cmd.exe — O W
ed.

Enterprise

11 Software\lW Enterpri
mode.

Enterpri

Software\WIN-911 Enterpri

JIN-911 Software\WIN-911 Enterpri

C:\Program File ITN-911 Software\WIN-911 Enterprise

Failure Return Code: -1
Failure Console Output: localized string similar to "Unknown"

BN C\Windows\System32iemd.exe — O X

andby Activate>

C:\Program Files JIN-911 Software\WIN-911 Enterpri andby Activate»
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WIN-911 Network Module Mapper

Overview

WIN-911 is organized as a logical system comprising several
interdependent modules. These modules can be installed collectively
on a local, standalone platform or distributed across several
computers, depending on your needs. These modules need to know
the location of the other members of the logical system. For
standalone systems, the WIN-911 installation process will create a
module map automatically for you. However, you may wish to modify
your WIN-911 system during the lifetime of the product, in which case,
you will need to remap the WIN-911 modules using this tool.

The mapper scans the network looking for logical systems and records
the location of each module. If the system is distributed across a
network, then each computer in the system will need to have Auto
Discovery enabled to be included in the scan.

This program may never be needed and is only provided for those
special cases where the “Logical System” is required to change after
the initial install. If a user decides to add a new module to the Logical
system, the Main install will handle the remapping of the system after
the new module is added. The most common case where the Module
Mapper is required is when one or more of the modules are removed
from the Logical system.
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Logical System @

All WIN-911 Modules which communicate with each other belong to the same Logical System. Please select your Logical System
and confirm the list of its currently installed modules is complete, Use the "browse’ button to locate missing modules

WIN-911 Logical System Name:

[ MycomMPUTER-911 [+

Existing Modules: O

A MYCOMPUTER-911 (1 Computer)
F] mycomputer (3 Medules)
(=) email

® O®

The module map, pictured above, maps six modules (red) spread
across two computers (blue). These comprise a logical system named
"Alarm Alert Manager" (green).

WIN-911 Logical System Name

Use this combo-box to select the Logical System you want to map.

Existing Modules

When the WIN-911 Logical System Mapper is launched it
automatically scans your network for WIN-911 modules (this may take
several minutes). When the scan completes, the modules are listed in a
tree structure organized by Logical System > Computer > Module. If

any modules are missing you can use the browse button O to search
individual computers manually. Hovering over an individual module
icons will show that module's version. Compatible modules are
displayed in red.
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4 Alarm Alert Manager (1 Computer)
4 win-r3gpebrk7jr (2 Modules)

Dispatcher
Module version 3.17.5.0

Modules that are incompatible with the Logical System appear in
grey. These modules cannot be added to your system and must be
upgraded before saving.

4 WIN-HKEVTMIIKSU-VE (1 Computer)

A win-hk&vitm3iksu (3 Modules)

SMS
Module versicn requires upgrade before mapping!

Miscellaneous Buttons

@ Refresh
@ Accept/Save

® Cancel
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Legal Notice

Copyright © 1993 - 2018
U.S. Patent No. 9,535,570
All Rights Reserved

No part of this publication may be reproduced, transmitted,
transcribed, stored in retrieval system, or translated into any language
or computer language, in any form or by any means, electronic,
mechanical, magnetic, optical, chemical, manual, or otherwise, without
the written permission of WIN-911 Software (a DBA of Specter
Instruments, Inc.) 4020 2024 E St. Elmo Rd., Austin, Texas 78744.
The software described in this document is furnished under a license
agreement or
nondisclosure agreement. The software may be used or copied only in
accordance with the terms of agreement.

DISCLAIMER
WIN-911 SOFTWARE MAKES NO REPRESENTATION OR WARRANTIES
WITH RESPECT TO THE CONTENTS HEREOF AND SPECIFICALLY
DISCLAIMS ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR ANY PURPOSE. Further, WIN-911 Software reserves the
right to revise this publication and to make changes from time to time
in the content hereof without obligation of WIN-911 Software to notify
any person of such revision or changes.

NOTICE TO USER
This manual should not be construed as any representation or
warranty with respect to the software named herein. Occasionally
changes or variations exist in the software that are not reflected in the
manual. Generally, if such changes or variations are known to exist and
to affect the product significantly, a release note or README.DOC file
accompanies the manual and distribution drive(s). In that event, be
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sure to read the release note or README.DOC file before using the
product. TRADEMARKS
WIN-911® and Mobile-911™ are trademarks of WIN-911 Software.
Windows XP®, Server 2003 ®, Vista®, Server 2008®, Windows 7®,
Windows 8®, Windows 10®, and Server 2016 ® are trademarks of
Microsoft Corporation.
Microsoft®, Silverlight®, .NET Framework®, and MS® are registered
trademarks of Microsoft Corporation.
Cepstral® is a registered trademark of Cepstral, LLC
iIOS® is a registered trademark of Apple Incorporated
Android® is a registered trademark of Google Incorporated
Blackberry® is a registered trademark of Research In Motion Limited
Proficy®, Cimplicity®, Intellution®, Dynamics®, and iFIX® are
trademarks of GE.
GoXam™ is a registered trademark of Northwoods Software
Ozeki™ is a registered trademark of Ozeki Informatics Ltd.
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