WIN-911 Standard/Interactive/Advanced
Configuration Backup and Restore

Modified on: 7 November 2019

Introduction

WIN-911 Standard, Interactive, and Advanced use Microsoft SQL Server to store its
configuration. This document describes the process for backing up and restoring your
configuration using Microsoft SQL Server 2014 Management Studio.

Important: The backup and restore instructions are only valid for restoring the configuration in
the “same host environment.” The “same host environment” is defined as:

e The same version of WIN-911 Standard, Interactive, and Advanced
e The same set of WIN-911 Modules
e The same version of Microsoft SQL Server.

Purpose

Backing up the WIN-911 configuration is recommended to prevent data loss and should be
executed regularly. These instructions can be used for the following reasons, but are not limited
to:

Backing up data to avoid data loss.

Maintaining snhapshots of the configuration.

Moving the WIN-911 installation to a new computer.

Moving the configuration from a development machine to the production machine.
Copying configurations from a primary WIN-911 system to the secondary WIN-911
system (Hot-Backup configuration).

Applicable Versions

WIN-911 Standard, Interactive, or Advanced v.3.17.14 and newer.

Configured Passwords in WIN-911

All passwords will have to be reentered if you are restoring the backup files on a different
computer or a formatted drive. WIN-911 uses encryption to hide the password in the
GUI. The encryption method is unique to the machine they were configured on.
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Location of passwords that will require reentry:
o FactoryTalk A&E — Applications — Connection tab
CIMPLICTY - Projects — Project tab
iIFIX — Source — Source tab
System Platform — Galaxies — Connection Details tab
InTouch Edge HMI — Projects — Project Details tab
WIN-911 Mobile — Gateways
Email — Gateway — Outgoing Server tab & Incoming Server tab
Voice — Gateway — General tab — VVoice Hardware (SIP/VOIP only)
SMS — Gateway — Gateway tab — Connection Type (Telnet only)

O O O O O O o0 O

Preparing the Databases for Backup/Restore

You will need to shut down WIN-911 or temporarily restrict access to its configuration to
prevent errors during the backup and restore process. There are two ways to fully
shutdown the WIN-911 system.

Option 1: Stop Internet Information Services

1. The easiest way to stop all WIN-911 Runtime Services and Application Pools is to stop
the World Wide Web Publishing Service from Windows Services. Stopping this service
will stop all WIN-911 Application Pools as well as all WIN-911 Runtime Services.

Note: Stopping World Wide Web Publishing Service will stop ALL websites published in
Internet Information Services (11S). If this is a problem, follow the procedures in Option 2
below.

Services I;‘E-
File Action View Help
e B ez HE »anp
Services (Local) " Services (Local)
World Wide Web Publishing Service Name v Description Status Startup Type Log On As A
World Wide Web Publishing Service  Provides W...  Running Automatic Local System
Stop the service Workstation Creates and... Running Automatic Network Servi...
Restart the service Wonderware Suitelink Running Automatic Local System
Wonderware NetDDE Helper Manual Local System
Description: Wonderware Historian Client Acces... Manages cli... Running Automatic Local System
Provides Web connectivity and WMI Performance Adapter Provides pe... Manual Local System
administfatinn throughthe intemet Wired AutoConfig The Wired ... Manual Local System
Information Services Manager . X i
WinHTTP Web Proxy Aute-Discover... WinHTTPi..  Running Manual Local Service
Windows Update Enables the ... Manual (Trig... Local System v
_l"‘.‘. Extended f Standard /
|

2. GE iFIX Users Only: In addition to stopping the World Wide Web Publishing Service,
the iIFIX Runtime WPF Host App must be stopped manually. If the WIN-911 iFIX
module is running, the runtime icon &# will be in the Windows System tray. Right-click
and select Exit.

3. Wonderware InTouch Users Only: In addition to stopping the World Wide Web
Publishing Service, the InTouch Runtime WPF Host App must be stopped manually.
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1.

If the WIN-911 InTouch module is running, the runtime icon 5% will be in the Windows
System Tray. Right-click and select Exit.

Option 2: Stop WIN-911 Modules individually

If you do not stop the World Wide Web Publishing Service, you will need to stop each
WIN-911 Module manually. For each module, there is a corresponding Application Pool
and Runtime Service. The modules may differ for each system since all WIN-911
modules are not required to be installed. Here is the list of all possible modules with their
corresponding Application Pools and Runtime Services:

WIN-911 Module

Application Pool

Runtime Service

CIMPLICITY CimAppPool WIN-911 Cimplicity Runtime
Dispatcher DispatcherAppPool | WIN-911 Dispatcher Runtime

Email EmailAppPool WIN-911 Email Runtime

FTAE FTAEAppPool WIN-911 FTAE Runtime

iFIX iIFIXAppPool No Service (runs as an application)
InTouch InTouchAppPool Optional Service (runs as an application)
InTouch Edge HMI | WebStudioAppPool | WIN-911 InTouch Edge HMI Runtime
System Platform ArchestrAAppPool | WIN-911 System Platform Runtime
Mobile-911 Mobile911AppPool | WIN-911 Mobile-911 Runtime
Navigation NavigationAppPool | WIN-911 Navigation Runtime

OPC DA OpcDaAppPool WIN-911 OPC DA Runtime

Reporting ReportingAppPool | WIN-911 Reporting Runtime

SMS SMSAppPool WIN-911 SMS Runtime

Voice VoiceAppPool WIN-911 Voice Runtime

WIN-911 Mobile MobileAppPool WIN-911 Mobile Runtime

2. Tostop all WIN-911 Application Pools, open Internet Information Services (11S)
Manager. In the Connections pane on the left, open the local server and click on
Applications Pools. Select each WIN-911 Application Pool, click “Stop.”
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L} » WIN-UBNV7INROQE » Application Pools

File View Help

“u' I |2 Iﬂ. q App“cat'on Pools J Add Application Pool...

N Stert Page This page lets you view and manage the list of application pools on the server. Application pools are 5"M

4 ‘i WIN-UBNV7TINROQE (WIN-U| | 3ccociated with worker processes, contain one or more applications, and provide isolation among Application Pool Tasks
Q Application Pools different applications.
b @l Sites

Start

b
Filter: > W Go ~ (& ShowAll | Group by: No Grouping - @ Stop

-

-

Name * Status NET CLRV... Managed Pipel... Identity Applications
2 NET V4S5 Stated V4.0 Integrated ApplicationPoolld...
L NETv45Classic  Started 4.0 Classic ApplicationPoolld...
QAtchstrAAppP... Started  v4.0 Integrated WIN-UBNV71NRO...
2 CimAppPool Started V4.0 Integrated WIN-UBNV71NRO...
Q DefaultAppPool  Started  v4.0 Integrated ApplicationPoolld...
- Di her; ... Started  v4.0 Integrated WIN-UBNV7INRO...
) EmailAppPool Started V4.0 Integrated WIN-UBNV71INRO...
QFT AEAppPool Started  v4.0 Integrated WIN-UBNV71NRO...
2 iFIXAppPool Started V4.0 Integrated WIN-UBNV7INRO...
(2 nTouchAppPool Started 4.0 Integrated WIN-UBNV71NRO...
Q Mobile View Int... Started  v4.0 Integrated NetworkService
(2 Mobiled11AppP... Started  v4.0 Integrated WIN-UBNV71NRO...
Q NavigationApp... Started  v4.0 Integrated WIN-UBNV71INRO...
() OpcDaAppPool  Started 4.0 Integrated WIN-UBNV7INRO...
L ReportingAppP... Started 4.0 Integrated WIN-UBNV7INRO...
L2} SMSAppPool Started V4.0 Integrated WIN-UBNV7INRO...
QVoiceAppPool Started 4.0 Integrated WIN-UBNV71INRO...
<] 0]

= | Features View || Content View

Recycle...

Edit Application Pool
[E) Basic Settings...

Recycling...

Advanced Settings...

Rename

x Remove

View Applications

o Help

N S N -]

3. To stop all WIN-911 Runtime Services, open Windows Services. Select each WIN-911
Runtime Service, click “Stop.”

File Action View Help

e EEc:=z B »enw

i senvices (Loca) | [TEGERteeaaa) L ———

WIN-911 Voice Runtime Name v Description Status Startup Type Log ~
‘:-;.Windaws Audio Manages au... Manual Loc
Stop the service *#3WIN-911 Voice Runtime Allows WIN... Running Automatic
Restart the service £ WIN-911 SMS Runtime Providiesn.. Running Automatic
Qg-, WIN-911 Reporting Runtime  Provides re..  Running  Automatic
Description: ‘:g.WIN-Qﬂ OPC DA Runtime Provides co.. Running Automatic
Allows WIN-911 to make voice i;;WIN-911 Navigation Runtime Navigation... Running Automatic
natifications 5 WIN-911 Mobile-811 Runti... Allows WIN... Running  Automatic
55-, WIN-911 FTAE Runtime Allows WIN... Running Automatic
ﬁ;,WIN-Qﬂ Email Runtime Allows WIN... Running  Automatic
C'E,WIN-WH Dispatcher Runtime Facilitates c... Running  Automatic
QWIN-Q‘H Cimplicity Runtime  Provides co.. Running  Automatic
25-, W3C Logging Service Provides W... Manual

<--[ [ |

Extended / Standard /

4. GE iFIX Users Only: The WIN-911 iFIX Module is running as a Windows application
instead of a Windows service. If the WIN-911 iFIX module is running, the runtime icon
will be in the Windows System Tray. Right-click and select Exit to stop the WIN-
911 iFIX WPF Host App.

5. Wonderware InTouch Users Only: The WIN-911 Wonderware Module is most likely
running as a Windows application, instead of as a Windows Service. If the Wonderware
module is running, the runtime icon & will be in the Windows System Tray. Right-click

and select Exit to stop the WIN-911 InTouch WPF Host App.
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Backing up the WIN-911 Configuration Databases

SQL Server Management Studio will be used to back up the WIN-911 configuration databases.
You must log in to the SQL Server host machine as the WIN-911 user or a user with privileges

to the WIN-911 SQL Instance. If WIN-911 installed SQL Server Express, the WIN-911 host

system will have the tools required for this process.

Backing up a WIN-911 Module’s Database

1.
2.

Open SQL Server 2014 Management Studio.

After connecting to the appropriate instance of the Microsoft SQL Server Database
Engine (‘[COMPUTER NAME]J\WIN911’ by default), in Object Explorer, click the
server name to expand the server tree.

Expand Databases, and select one of the WIN-911 Module databases. The naming

convention for each module’s database is [Computer Name]-V8.Default.[Module Name].
Right-click the database, then Tasks, and then click Back Up. The Back Up Database
dialog box appears.

Object Explorer
Connect> 34y 3¢y m

r 2

vJ;I.X

= 3 Databases

u
| DESKTC
|3l DESKTC
|J DESKTC
|3l DESKTC
| DESKTC
| DESKTC
|3l DESKTC
|J DESKTC
|3l DESKTC
3 Security
3 Server Obji
3 Replicatior
3 Manageme

= 13 DESKTOP-JRITA2S\WINS11 (SQL Server 12.0.2000 - |

[3 System Databases
| J DESKTOP-JRITA2S-V8.Default. CIMPLICITY
Bl LA 2. De DsDE =

New Database...
New Query
Script Database as

Tasks

Policies
Facets

Detach...

Start PowerShell

Take Offline
Bring Online

Reports

Shrink

Rename
Delete

Back Up...
Restore

Refresh

Pronertiec

Generate Scripts...

Extract Data-tier Application...
Manlar Natahaca ta o Windouaee Azora WA
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|| Back Up Database - DESKTOP-JRITA2S-V8 Default.Dispatcher

Sgleclﬂpﬂge % script « Y Help

A General

2 Media Options Source

2 Backup Options
Database: DESKTOP-JRITA2S-VE.Default Dispatcher
Recovery model: SIMPLE
Backup type: Full

[] Copy-only backup

Backup component:

@ Database

Destination

Back up to: Disk

C:\Program Files\Microsoft SQL ServeriMSSQL12 WINI1T\IMSSAL\Backup\DESKTOP-JRITA25-VE.D4 Add..

Connection
Server: Remove
DESKTOP-JRITAZS\WING
Connection Contents
DESKTOP-JRITAZS\WING
24 View connection
Progress
Ready
Cancel
5. Make a note of the backup file location under the Destination section.
6. Next, click Media Options in the Select a page pane.
|| Back Up Database - DESKTOP-JRITA2S-V8.Default.Dispatcher - O X
S‘?Iedﬂw 5 Script « [ Help
2 General
B a2 Ootons]
) Media Optln:. Overwrite media
2 Backup Options .
@ Back up to the existing media set
@ Append to the existing backup set
() Overwrite all existing backup sets
|:| Check media set name and backup set expiration
O Back up to a new media set. and erase all existing backup sets
Reliability
[ Verity backup when finished
|:| Perform checksum before writing to media
Connecti
L "] continue on error
Server. :
Ti ction |
DESKTOP-JRITAZS\WING | o oocon o9
Connection
DESKTOP-JRITAZSIWING
2} View connection
Tape drive
Progress
Ready
Cancel
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7.

8.

There are two options to choose from under the Back up to existing media set selection:
e Append to the existing backup set
e Overwrite all existing backup set
Append to the existing backup set will preserve any prior backups. This option is useful
if you want to keep a series of backups. Using this option will allow you to select a
specific backup at a given point of time to restore. Restoring from a particular point of
time will be discussed more in the Restoring the WIN-911 Configuration Databases
section. Please note your backup files will continue to grow every time a backup is
performed with this option selected.
Overwrite all existing backup sets will overwrite any previous backups stored in the
destination location. The backup file will only contain the most recent backup. This
option is recommended when moving the configuration from one computer to another.

10. Click OK to run the Backup.

Repeat for all Modules

Repeat the steps in the previous section for the rest of the WIN-911 Modules. All modules of the
WIN-911 system must be backed up at the same time to ensure system-wide data integrity.

Restart WIN-911 Services and Application Pools

After backing up all of the databases, you can now restart the WIN-911 Runtime Services and
Application Pools.

1.

N

To restart the WIN-911 Runtime Services, open the Windows Services and start each of
the WIN-911 Runtime Services. See section — Preparing the Database for
Backup/Restore, for a complete list of the WIN-911 Runtime Services.

If you stopped the World Wide Web Publishing Service, you must restart this service.
If you chose not to stop the World Wide Web Publishing Service, but instead, you
manually stopped each WIN-911 Application Pool, open Internet Information Services
(11S) Manager. In the Connections pane on the left, open the local server and click on
Applications Pools. Select each Application Pool, then click Start. See section —
Preparing the Database for Backup/Restore, for a complete list of the WIN-911
Application Pools.
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Restoring the WIN-911 Configuration Databases

Restoring a WIN-911 Configuration will fall under two categories:

1) Restoring a backup to the same WIN-911 system.
e (o back to an older configuration.
2) Restoring a WIN-911 configuration to a different WIN-911 system.
e Moving the WIN-911 installation to a new computer.
e Reinstalling WIN-911 on a formatted hard drive.
e Moving the configuration from a development machine to the production
machine.
e Copying configurations from a primary WIN-911 system to the secondary
WIN-911 system in a hot backup environment

SQL Server Management Studio will be used to restore the WIN-911 configuration databases.
You must log in to the SQL Server host machine as the WIN-911 user or a user with privileges
to the WIN-911 SQL Instance. If you allowed WIN-911 to install SQL Server locally, the WIN-
911 host system would have all the tools required for this process.

Preparing the WIN-911 System for Restore

Restoring the WIN-911 Configuration backup files will require you to shut down all running
WIN-911 Services and Application Pools. Please refer to the section at the beginning of this
document — Preparing the Database for Backup/Restore, for details on how to stop WIN-911.

Restoring on the same WIN-911 machine

This method would be used to restore a previous database backup on the existing WIN-911
system. Please be aware this restore will overwrite the existing WIN-911 Configuration
databases.

1. Open SQL Server 2014 Management Studio found in your Start menu.

2. After connecting to the appropriate instance of the Microsoft SQL Server Database
Engine (‘([COMPUTER NAME|\WIN911’ by default), in Object Explorer, click the
server name to expand the server tree.

3. Expand Databases, and select one of the WIN-911 Module databases.
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4. Right-click the database, point to Tasks, then point to Restore, then click Database. The
Restore Database dialog box appears.

Object Explorer > 1 x
Connect> % %l m [ [Z] &5
= [ DESKTOP-JRITA2S\WINS11 (SQL Server 12.0.2000 - DESKTOP-JRITA2S\WINS11)
= 3 Databases

3 System Databases

|J DESKTOP-JRITA25-V8.Default CIMPLICITY

o

|J DESKTOP-JRITA2S-V8.Def: ~ MNew Database..

|J DESKTOP-JRITA2S-V8.Def: New Query

|J DESKTOP-JRITA2S-V8.Def: Script Database as  »

|J DESKTOP-JRITA2S-V8.Defe  —o..

- Tasks > Detach...

|J DESKTOP-JRITA2S-V8.Defz .

[J DESKTOP-JRITA2S-V8.Defz | Policies b Take Offline

|J DESKTOP-JRITA2S-V8.Def: Facets Bring Online

|J DESKTOP-JRITA2S-VE.Def:  Start PowerShell Shrink

|J DESKTOP-JRITA2S-V8.Def: Reports R —
3 Security [£=
[ Server Objects Rename Restore Database...
3 Replication Delete Generate Scripts.. Files and Filegroups...
i+ 3 Management Refresh Extract Data-tier Application.. Transaction Log...

Properties Deploy Database to a Windows Azure VM...
Export Data-tier Application...

5. Simply clicking OK will restore the latest backup file, overwriting the existing database.

Uy - O X
@ Ready
Select a page S script - | I Help
% General
1% Files S
)4 Options
@ Database: DESKTOP-JRITA2S-V8.Default.Dispatcher ~
| ) Device:
i Database:
Destination
Database: DESKTOP-JRITA25-V8.Default.Dispatcher ~
)
Restore to: ‘The last backup taken (Friday, October 21, 2016 12:47:33 PM) Timeline...
1
Restore plan
Backup sets to restore:
R re Name Component Type Server
DESKTOR-JRITA25-V8.Default. Dispatcher-Full Database Back.. Database  Full  DESKTOP-JRITA2S\WIN911
Connection
3¢ DESKTOP-JRITA2S\WIN
an
[DESKTOP-JRITA2S\WIN
View connection properties
Progress < >
Ready Verify Backup Media
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6.

If you would like to restore to an older backup, click the Timeline button. The Backup
Timeline dialog box appears. Last backup taken is selected by default. Click Specific
date and time to manually select an older backup from a specific point in time.

Destination

Database: [DESKTOP-JRITA2S-V8.Default.Dispatchel " ‘
Restare to: |The last backup taken (Friday, October 21, 2016 12:47:33 PM) | Timeline...

zz e pir (5 Backup Timeline: DESKTOP-JRITA2S-V8 Default.Dispatcher

Backup seisi.ﬁ.ﬁeady

Restare  Nan) Restore to

7 O Last backup taken

@ Specific date and time

Date: 10/21/2016 B~
Time: 1247.33PM
Timeline Interval: Day ~
T ' T T T T
12:00 18:00 000 6:00 12:00
<
Legend
' Full Database Backup Transaction Log Backup

‘\7 Differential Database Backup Tail-Log

- - - -

Repeat for all Modules

Repeat the steps in the previous section for the rest of the WIN-911 Modules. All modules of the
WIN-911 system must be restored at the same time to ensure system-wide data integrity.

Restart WIN-911 Services and App Pools

After you have restored all databases, you must restart the WIN-911 Runtime Services and WIN-
911 Application Pools.

1.

N

To restart the WIN-911 Runtime Services, open the Windows Service applet and start
each of the WIN-911 Runtime Services. See section — Preparing the Database for
Backup/Restore, for a complete list of the WIN-911 Runtime Services.

If you chose to stop the World Wide Web Publishing Service, you must start this service.
If you chose not to stop the World Wide Web Publishing Service, but instead, you
manually stopped each WIN-911 Application Pool, open Internet Information Services
(11S) Manager. In the Connections pane on the left, open the local server and click on
Applications Pools. Select each Application Pool click Start. See section — Preparing
the Database for Backup/Restore, for a complete list of the WIN-911 Application
Pools.
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Restoring on a different WIN-911 machine

This method would be used to restore a WIN-911 configuration on a different WIN-911 system.
Restoring a WIN-911 backup to a different WIN-911 machine may be required if:

1)
2)
3)

4)

You are moving the WIN-911 installation to a new computer.

You are reinstalling WIN-911 on a formatted hard drive.

You are moving the configuration from a development machine to the production
machine.

You are copying the configuration from a primary WIN-911 system to the secondary
WIN-911 system in a hot-backup environment.

Note: Restoring a backup configuration to a new WIN-911 system is only valid for the same host
environment. The same host environment is defined as:

=

w

o The same version of WIN-911 Standard, Interactive or Advanced
o The same set of WIN-911 Modules
o The same version of Microsoft SQL Server.

Open SQL Server 2014 Management Studio found in your Start menu.

After connecting to the appropriate instance of the Microsoft SQL Server Database
Engine (‘[COMPUTER NAME]\WIN911’ by default), in Object Explorer, click the
server name to expand the server tree.

Expand Databases, and select one of the WIN-911 Module databases.

Right-click the database, point to Tasks, then point to Restore, then click Database. The
Restore Database dialog box appears.

Object Explorer v @ x
Connect % ¥ m T ﬂ :3
= [ DESKTOP-JRITAZS\WIN911 (SQL Server 12.0.2000 - DESKTOP-JRITA2S\WINS11)
(= [3 Databases

3 System Databases

|3 DESKTOP-JRITAZS-V8.Default. CIMPLICITY

] DESKTOP-JRITA2S-V8 Defauli Dispatcacy

|J DESKTOP-JRITA2S-V8.Def: ~ New Database...

|J DESKTOP-JRITA2S-V8.Def: New Query

| DESKTOP-JRITA2S-V8 Def: Script Database as — »

|J DESKTOP-JRITA25-V8.Def:

Tasks 4 Detach...

|J DESKTOP-JRITA2S-V8.Defz
[J DESKTOP-JRITA2S-vg.Defz  Folicies b Teke Offline
|J DESKTOP-JRITA25-V8.Def: Facets Bring Online
|J DESKTOP-JRITA25-V8.Defz Start PowerShell Shrink R
| DESKTOP-JRITA2S-V8.Defz Rz R Tl
3 Security B
[ Server Objects Rename Restore 4 Database...
3 Replication Delete Generate Scripts... Files and Filegroups...
[ 3 Management Refresh Extract Data-tier Application.. Transaction Log...
Properties Deploy Database to a Windows Azure VM...

Export Data-tier Application...
Since the backup is taken from a different server, the destination server will not have the
backup history information for the specified database. Select Device to manually specify

the backup file to restore. Click the [...] button. The Select backup devices dialog box
will appear.
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6. Select the backup media type where the database backup resides, File is selected by
default. Click the Add button. The Locate Backup File dialog box will appear.
7. Browse for the specific database’s backup file (.bak) that will be restored. Click OK.

31 -]

:@ No backupset selected to be restored.

""Qj‘}i‘ﬂ':

Select a page script ~ |I@ Help
ﬁﬁ‘ General
= Files RIS
21 Options
() Database:

i

1 @ Device: ‘

1

1 =2

J

] Specify the backup media and its location for your restore operation L

1 : Fil - I

i Backup media type: ile

1 Backup media: —‘

1 Add

1

1 [ Locate Backup File - DESKTOP-JRITA2S\WIN911

Backup File location: [c\Program Files\Micrasoft SQL ServermssaLiz| | g | | | &

(3 Intemet Exp A (3 CIMPLICITY.bak
3 MicrosoftH 2] Dispaicher.bak|
=13 Microsoft S1 [ Emailbak
| ECa 100 L FTAE bak

13 iFIX bak
3 Mobile911 bak
) Navigation bak

3 OPCDAbak
OK
Conne i+ Client SU S ?;"S"Q‘E"f bk
-1 - — =-Ca MssaL |1 Voice.bak
DESKTOF-IRITAZS\WINY £15a MSS
911 sas
[DESKTOP-JRITA2S\WIN £a
View connection properties i
=T
Progress < e E
o9 < >
@ Done
File name: |Dispatcherbak Backup Files(*.bak™ m:" log) v

OK Cancel

8. Now you must edit the destination database name to match the current system. WIN-911
uses the computer name inside each module’s database name. In this example, the
backup database was taken from a system named STEVE-SURFACE. The backup
database will be restored to a new computer named DESKTOP-JRITAZ2S.

Object Explorer

23 1 Restore Database - STEVE-SURFACE-V8 Defauit Dispatcher - o X
Connect = Jm r 2 -
. 22 . @ Ready
DESKTOP-JRITA2S\WINO11 (SQL Server 1202000 - .
o \ (5QL Server Select a page S script - | Help
=3 Databases “ General
(3 System Databases # Files 5
(3 DESKTOP-JRITA25-V8.Default IMPUCITY | 3 gpiiore ouree
[ DESKTOP-JRITA2S-V8 DefaultDispatcher | O Database
(J DESKTOP-JRITA25-V8.Default.Email
(3 DESKTOP-JRITA25-V8.Default.FTAE ® Device: C\Program Files\Microsoft QL Server\MsSQLT2WINGTT\MSSQI\Backup\WIN911
(3 DESKTOP-JRITA2S-V.DefaultiFIX
[J DESKTOP-JRITA2S-V8. Default Mobiled11 Database: STEVE-SURFACE-V8.Default.Dispatcher e
[J DESKTOP-JRITA2S-V8.DefaultNavigation
[J DESKTOP-JRITA2S-V8.Default OPCDA Destination
(J DESKTOP-JRITA25-V8.Default Reporting reve sursace
BN a 5. Default Dispatch -
[J DESKTOP-JRITA25-V8 DefaultSMS Database claultispatcher
J DESKTOP-IRITA25-V8 DefaultVoice Restore to: [The 1ast backup taken (Sunday, Octaber 16, 2016 11:31:45 AM) Timeline.

[ Security
[ Server Objects
£ Replication

3 Management Backup sets to restore

Restore plan

Restore Name Component  Type Server De
STEVE-SURFACE-V8.Default Dispatcher-Full Database Backup ~Database  Full  STEVE-SURFACE\WINOT1 SI
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9. Change the destination database name to match the current system, as shown below.

Object Expl
Ject plorer — 4 Restore Database - DESKTOP-JRITA2S-V8.Default.Dispatcher - o X
Comnect~ %) %) m [ [2] .5 _
. @ Ready
E (B DESKTOP-JRITAZS\WIN11 (SQL Server 1202000~ gy oo S sept < Bre
£ 53 Databases = General
i [ System Databases - Files g
 (J DESKTOP-JRITAZS-VB.DeTaultCMPLICITY | 5 oo ouree
% (J DESKTOP-JRITA2S-V8 Default Dispatcher | O Database:
& (J DESKTOP-JRITA2S-V8 Default Email
& (J DESKTOP-JRITA2S-V8 Default FTAE ® Device: CProgram Files\Microsoft SQL Server\MSSQL12.WINGTT\MSSQL\Backup\WINS11
1 [J DESKTOP-JRITA25-V8 DefaultiFIX
7 (J DESKTOP-JRITA2S-V8.Default Mobiled11 Database: STEELE e L D v
= (J DESKTOP-JRITA2S-V8 Default Navigation
& (J DESKTOP-JRITA2S-V8 Default OPCDA Destination
= [J DESKTOP-JRITA25-V8 DefaultReporting Databace SRR Defaul Dispatcher =
% (J DESKTOP-JRITAZS-V8 Default SMS
@ [ DESKTOP-JRITA2S-V8 DefauitVoice MesEeiar [The last backup taken (Sunday, Octaber 16, 2016 11:31:45 AM) Timeline.
3 Security
13 Server Objects RT———
53 Replication
i £ Management Backup sets to restore:
Restore Name Component Type Server De
STEVE-SURFACE-V8.Default.Dispatcher-Full Database Backup Database  Full  STEVE-SURFACE\WINO1T S

10. Next, click Options in the Select a page pane. Overwrite the existing database
(WITH REPLACE), must be selected. If this option is not checked, an error will appear
when attempting to restore the database. Click OK to initiate the restore.

“» Restore Database - DESKTOP-JRITA2S-V8.Default.Dispatcher - ] X
@ Ready
Select a page 5 Script |y Help
2 General
= Files

Restore options

2 Options

Overwrite the existing database (WITH REPLACE)

[] Preserve the replication settings (WITH KEEP_REPLICATION)

["] Restrict access to the restored database (WITH RESTRICTED_USER)
Recovery state: RESTORE WITH RECOVERY i

Standby file: C\Program Files\Microsoft SQL Server\MSSQL12 WIN911\MSSQL\Backup'

Leave the database ready to use by rolling back uncommitted transactions. Additional transaction logs cannot be
restored.

Tail-Log backup

11. You should receive a message box showing the restore was successful.

Microsoft SQL Server Management Studio >t

Database 'DESKTOP-JRITA25-VE . Default.Dispatcher' restored
successfully.

Repeat for all Modules

You have now successfully restored the configuration of a single WIN-911 Module. This process
must be repeated for all other modules. Once all database backups have been restored, a few
configuration changes must be made within the WIN-911 software before you have completed
the system restore. Please follow the remaining instructions to complete the restore.
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Restart WIN-911 Services and Application Pools

After you have backed up each module’s database, as well as the WIN-911 log file, you can now
restart the WIN-911 Runtime Services and Application Pools.

1. To restart the WIN-911 Runtime Services, open the Windows Service applet and start

each of the WIN-911 Runtime Services. See section — Preparing the Database for

Backup/Restore, for a complete list of the WIN-911 Runtime Services.

If you stopped the World Wide Web Publishing Service, you must restart this service.

3. If you chose to not stop the World Wide Web Publishing Service, but instead, you
manually stopped each WIN-911 Application Pool, open Internet Information Services
(11S) Manager. In the Connections pane on the left, open the local server and click on
Applications Pools. Select each Application Pool click Start. See section — Preparing the
Database for Backup/Restore, for a complete list of the WIN-911 Application Pools.

N

Remapping the WIN-911 Module Endpoints

After you have restored all databases and restarted the WIN-911 Runtime Services and WIN-911
Application Pools, you must remap the WIN-911 Module endpoints for the new WIN-911
system. These endpoints are saved in each database.

1. Open the WIN-911 Module Mapper found in the Start Menu. The WIN-911 Network
Module Mapper window will appear.

WIN-911

B WIN-911 Configuration

&J; WIN-911 InTouch
WIN-911 Log Viewer NEW

WIN-911 Module Mapper NEw
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2. The module mapper will locate all WIN-911 modules. Once the dialog displays the
located modules, make sure that all installed modules appear. If not, click the refresh
button in the bottom left corner of the dialog. Once the complete module list is present,
click the Check in the bottom right corner of the dialog.

(] WIN-911 Network Module Mapper 3.17.12.0

Logical System

Use the 'browse’ button to locate missing modules

WIN-911 Logical System Name:

All WIN-911 Modules which communicate with each other belong to the same Logical System
Please select your Logical System and confirm the list of its currently installed modules is complete.

mE |
@

‘ WIN-UBNV7TNROQE-911

Existing Modules:
4 WIN-UBNV71NROQE-911 (1 Computer)

4 win-ubnv71nroge (13 Modules)

Reporting

®

]
©

O®

3. Next, click the Save button on the Confirm Logical System dialog. You will then
receive a confirmation that the Module Map was updated.

Please confirm you have located all existing modules for
the selected Logical System. Use the 'browse" button to
locate any missing modules.

) Confirm Logical System

Would you like to save all located modules for this

Logical System?

Module Map Updated

"0' The module map has been successfully saved.
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Configured Passwords in WIN-911

As mentioned earlier in this document, all passwords defined in WIN-911 must be
reconfigured if the backup file was restored on a different computer or on a formatted
drive. WIN-911 uses encryption to hide the passwords that are entered in WIN-911. The
encryption method that is used is unique to the computer the backups originated from.

Open the WIN-911 Configuration using a web browser to make the necessary edits to the
passwords. The location of each password that will require reentry are listed below.

FactoryTalk A&E — Applications — Connection tab

CIMPLICTY - Projects — Project tab

iIFIX — Source — Source tab

System Platform — Galaxies — Connection Details tab

InTouch Edge HMI — Projects — Project Details tab

WIN-911 Mobile — Gateways

Email — Gateway — Outgoing Server tab & Incoming Server tab
Voice — Gateway — General tab — VVoice Hardware (SIP/VOIP only)
SMS — Gateway — Gateway tab — Connection Type (Telnet only)

O O O O O O O O O

Conclusion

If you experience any issues, please submit a support request at
https://supportdesk.win911.com/support/tickets/new

WIN-977

SOFTWARE
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