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Welcome to WIN-911 

WIN-911 is the most proven and advanced alarm notification software 

suite available for th e automation industry. Capable of using a wide 

variety of notification met hods, WIN-911 can reach you wherever you 

are. WIN-911 interfaces with SCADA/HMI data servers to monitor 

values and flag alarms. When an alarm is detected, WIN-911 will notify 

remotely located users by dispatching electronic messages containing 

vital inform ation and allowing the recipient to respond by replying to 

the message with acknowledgement instructions. In addition to simple 

notification, WIN -911 allows users to interact with your SCADA/HMI by 

accepting requests for both report data and current alarm conditions. 

  

This product is a complete rewrite of our flagship product WIN -911, 

using current technology and standards. This release supports Mobile, 

Email, Voice, SMS, and Mobile-911 messaging for remote notification 

delivery and subscribes as a client to any OPC DA server, Rockwell 

FactoryTalk Alarm & Events, GE iFIX and CIMPLICITY, Wonderware 

InTouch, InTouch Edge HMI, and System Platform for data monitoring 

and alarm reporting.  

  

Key differences from the WIN-911 Version 7 product are: 

¶ The configuration tool is a browser-based GUI that configures the product live 

during runtime from any system on the network.  

¶ Each module has two primary components, an Application Server running in Internet 

Information Services (IIS), and a runtime executable running in the system's services. 

Hence, WIN-911 is "always on" and does not require a restart to apply configuration 

changes; nor is it affected by Windows users logging in and off the host computer.  

¶ The Email notification method for WIN -911 is capable of two-way 

communication. Thus, a remote user will receive alarm notifications in near-real time 

and be able to acknowledge alarms by responding with the proper credentials. The 

user can also request information from  WIN-911 at his/her convenience.  
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¶ Dramatic enhancements to the Schedule interface allow the user to easily create 

complex schedules via an calendar presentation. Schedules use appointments that 

can revolve around blocks of time, days of the week, weeks of the months, etc. 

¶ WIN-911 introduces a revolutionary concept in the design and deployment of 

complex notification tasking: Tactics and Strategies. Alarms are associated with a 

single Strategy. Each Strategy controls the execution of any number of Basic or 

Advanced Tactics which conduct remote notification procedures. 

  

Release Highlights for Version 4.21.5 

¶ Added support for Windows 10, 20H2 

¶ Added support for CIMPLICITY 11.1 and iFIX 6.5 

¶ Added support for AVEVA InTouch 2020 R2, System Platform 2020 R2, AVEVA Edge 

2020 R2 

¶ Now distributing CodeMeter 7.20 

¶ Restricted file and folder permissions to mitigate the reported vulnerabilities CVE-

2020-13540 and CVE-2020-13539 

  

For details, see the Release Notes on our website: www.win911.com > Resources > 

Documentation > 4.2 1.5 Release Notes 

1.   

Getting Started with WIN-911 
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WIN-911 Installation 

WIN-911 4.21.5 System Requirements 

WIN-911 Server 

¶ Personal Computer with dual core processor. Quad core processor is recommended.  

Please note: Two physical processor cores are required. A single processor core with 

hyper-threading enabled will not meet the system requirements.  

¶ 4 GB of RAM or more. Additional RAM is recommended if additional programs are 

to be run simultaneously.   

¶ 4 GB of hard disk space.  

¶ Compatible OS environment - one of the following (64 -bit OS) with all Windows 

updates applied:  
Please note: Since Microsoft operating systems feature continuous updates, you 

should run the Windows update feature to get the most up to date software.  

¶ Microsoft® Windows® 7 Serv ice Pack 1 

¶ Microsoft® Windows® 8.1  

¶ Microsoft® Windows®10 (1809, 1903, 1909, and 2004, 20H2), Professional 

Edition (or higher).  

¶ Microsoft® Windows® Server 2008 R2, Service Pack 1, Standard Edition (or 

higher).  

¶ Microsoft® Windows® Se rver 2012, Standard Edition (or higher).  

¶ Microsoft® Windows® Server 2012 R2, Standard Edition (or higher).  

¶ Microsoft® Windows® Server 2016 Standard Edition (or higher)  

¶ Microsoft® Windows® Server 2019 Standard Edition (or higher) 

¶ Microsoft SQL Server 2008 R2 through 2017 (Express, Standard, and Enterprise 

Edition) Note: SQL Server 2014 SP2 Express (required for Windows 7 and Server 

2008R2) requires Microsoft .NET 3.5.  

¶ Internet Information Services (IIS). Application Initialization w ill be installed for IIS 7.5 

(Windows 7/2008 R2).  

¶ Microsoft .NET 4.5 required for install (.NET 4.8 Full will be installed) 
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¶ Optional Notification Hardware and Software:  

  

VoIP to 

Analog Voice 

Calls 

¶ Grandstream UCM6202 VoIP PBX required  

¶ Dedicated analog phone line (maximum of 2 phone lines)  

¶ *** Alternativ e to TAPI modems anywhere analog phone lines 

are available ***  

SMS Text 

Messages 

¶ RS-232/USB or Ethernet (network connected) Cellular Modem 

Recommended RS-232/USB: MultiTech MTC-H5, MTC-LVW2, 

MTC-LAT1, MTC-LNA4 

Recommended Ethernet: MultiTech MTR-H5, MTR-LVW2, MTR-

LAT1, Sierra Wireless RV50X 

¶ Ethernet modem required for virtual environments  

¶ Cellular account with unlimited text messages recommended 

VoIP Calls ¶ SIP compatible VoIP Internet account or PBX 

¶ WIN-911 Recommended SIP provider for North America ð 

SIP.US 

Supported VoIP Providers :  

Axvoice VoIPtalk SurVoIP 

Supported VoIP PBX Systems   

Ozeki Phone System 

XE 
Tribox Cisco Unified CM 

OpenSER PBXnSIP 
Cisco Call Manager 

Express 

Asterisk PBXpress SipX ECS 

FreeSwitch FreePBX OpenSIP 

SwyzWare Aasta MX-One Elastix 

Asterisk Now Kamailio   

  

Mobile -911  

  

*** Mobile -911 will reach End of Life on December 21, 2021 

***  

¶ Broadband always-on Internet connection  

¶ iOS, Android and Blackberry devices for the Mobile-911 app 

Mobile  ¶ Broadband always-on Internet connection 
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¶ iOS (12 and up) and Android devices for the Mobile app 

Email ¶ Email server with a DEDICATED Email account from which WIN-

911 can send alarm messages and receive acknowledgement 

and report requests. 

¶ POP/IMAP for incoming & SMTP for outgoing messages. 

¶ Email to SMS option not supported on all carriers and devices.  

  

  

WIN-911 Client 

¶ Internet Explorer 10 and 11 for Windows 

¶ Microsoft Silverlight 5.1.50918.0 (January 2019) 

  

SQL Server Requirements 

WIN-911 uses an SQL Server database to store its configuration data. 

If an SQL Server is not already on your computer then it is important 

to take into consideration the requirements of the different versions of 

SQL Server. You can opt for the WIN-911 Launcher to install SQL 

Server Express 2017 for you, which is good for small to medium 

configurations (5,000 data points or less).  

  

Note to Windows 7 & Server 2008R2 users : SQL Server Express 

2017 is not compatible with these operating syste ms. Therefore, 

you will  need to install SQL Server Express 201 4. This will require 

.NET 3.5 be installed prior to installing SQL Server Express 2014 

available here: 

https://win91 1na.blob.core.windows.net:443/files/Products/WIN-

911//4.21.5/SQL2014.zip 

  

https://win911na.blob.core.windows.net/files/Products/WIN-911/4.21.5/SQL2014.zip
https://win911na.blob.core.windows.net/files/Products/WIN-911/4.21.5/SQL2014.zip
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For more information about specific requirements for SQL Server 

installation and configuration, see Microsoft documentation available 

online. 

  

"https://msdn.mic rosoft.com/en -us/library/bb545450.aspx" 

  

¶ WIN-911 is not compatible with SQL Server 2000. 

¶ In order to authenticate with a remote SQL Server, identical credentials must 

be configured on both machines, and the SQL instance must be configured 

with those credentials.   

  

Option 1: Allow WIN-911 to setup SQL 

If you install WIN-911 and an SQL Server instance named "WIN911" is 

not found, SQL Server 2017 Express can be installed by the Install 

Launcher. This version is suited for small configuration s, up to 5,000 

data points, and is ideal for a single node. 

  

Option 2: Install higher edition of SQL Server prior to installing 

WIN-911 

If a compatible version of SQL Server is already installed and an 

instance named "WIN911" is available on the network or locally, WIN-

911 Launcher installation will continue without interruption. If an 

incompatible version (SQL Server 2000) is present, the process will be 

halted, and you must remove it before the i nstallation can continue.  

  

Option 3: Install SQL Server remotely prior to installing WIN-911 

If you would like to install SQL Server Express on a different computer 

than the WIN-911 host, you should copy the SQL Server Express folder 

https://msdn.microsoft.com/en-us/library/bb545450.aspx
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provided with the WI N-911 install to the desired computer. Ensure that 

the installing user is an administrator with the same credentials as 

WIN-911's host user. Then run the WIN911SQL executable located in 

the root of the SQL Server Express folder.   

  

Note: Higher editions o f SQL are also supported remotely.  

  

Data Source (SCADA) Compatibility Matrix 

WIN-911 is compatible with the following data source version: 

  

Data Source (SCADA 

- HMI)  
Versions  

OPC DA OPC Data Access Classic 1.0, 2.0, 3.0 

InTouch® 10.1, 2012 (10.5), 2012 R2 (10.6), 2014 

(11.0), 2014 R2 (11.1), 2017 Updates 1, 

2, & 3, 2020, 2020 R2 

InTouch Edge HMI® 8.1 SP3, SP4, 2020, 2020 R2  

InTouch ME® 8.1, 8.1 SP1 

InduSoft Web Studio®  8.1, 8.1 SP1, SP3, SP4 

System Platform® 
2012 R2 SP1, 2014 R2, 2014 R2 SP1, 

2017 Updates 1, 2, & 3, 2020, 2020 R2 

FactoryTalk Alarms and 

Events® 

6.00.00, 6.10.00, 7.00.00, 8.00.00, 

8.10.00, 8.20.00, 9.00.00, 10.00.01, 

11.00.00 

iFIX®  
5.5, 5.8, 5.8 SP1, 5.8 SP2, 5.8 SP2 R2, 

5.9, 6.0, 6.1, 6.5  

CIMPLICITY® 10, 11, 11.2 

  

  

Installation Path 
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WIN-911 will install files in two locatio ns on your system, 

C:\ inetpub \wwwroot and C:\Program Files (x86). 

  

WIN-911 System - Distributed or Standalone 

The WIN-911 System is defined as the sum-total of all the modules 

that make up the WIN-911 instance. These modules can be installed 

on a single computer as a standalone system or distributed over 

several computers (EG: allowing a notifier module access to the 

Internet from the DMZ while the rest of the system resides on the 

plant network). Each of these modules fall into one of three categories: 

support, source, and notifier modules. Each module is independently 

capable of performing its unique duties and y et they interactively 

depend on each other in order to fullfil the WIN -911 mission.  

  

Support Modules: 
¶ Dispatcher 

¶ Navigation 

¶ Reporting 

Source Modules: 

¶ InTouch 

¶ InTouch Edge HMI 

¶ System Platform 

¶ CIMPLICITY 

¶ iFIX 

¶ FactoryTalk Alarms and Events 

¶ OPC DA 

Notifier M odules 
¶ Mobile  

¶ Mobile -911 

¶ Email 

¶ SMS 

¶ Voice 

  

To perform a standalone system installation, the user will be required 

to select at least the minimum manifest of modules that make up a 
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complete WIN-911 System. These include support modules, at least 

one source module and one notifier. When selecting a distributed 

WIN-911 System installation, the minimum module requirements are 

relaxed to allow physical distribut ion.  

  

To create a distributed system, you will need to define a WIN-911 

System network (Create Distributed System) and then deploy the 

remaining modules on each of the remote nodes that will comprise 

your WIN-911 System (Join Distributed System).    

  

The following section discusses the creation of a standalone system.  

WIN-911 Standalone System Setup 

The WIN-911 Launcher requires .NET 4.5 (or higher). If the target 

machine lacks this framework, you will need to add the framework in 

order to commence. In Windows 8.1, this can be done through 

Programs and Features> Turn Windows features on or off. With Server 

operating systems use Server Manager> Add roles and features. 

Additionally, you can find an installer for the framework in the support 

sub folder of the installation media or onl ine.  

  

  

  

To install WIN-911 
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Attention: When using a language other than English sel ect it 

here. 

  

Click òNextó to begin WIN -911 Setup.  

  

The installation program checks whether or not the environment 

requirements are met.  
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Such environment requirements include: 

  

¶ Supported 64-bit OS 

¶ Sufficient minimum disk space 

¶ Sufficient minimum processors/cores 

¶ Installing user be a member of local administrator's group  

  

See WIN-911 4.21.5 System Requirements at the top of this document 

for more information.   

  

Note: If these requirements are met, this page will not appear.  

  

The installation program will  then check for the required featu res.  
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Feature requirements include the following:  

  

¶ Microsoft .NET 4.8 

¶ Windows Edition and Feature Set Detection 

¶ IIS Features: Application Initialization, Basic Authentication, Windows Authentication, 

HTTP Redirection and ASP.NET 4.5, HTTP Activation  

  

Any missing feature can be enabled by clicking the Enable Features 

button at the bottom ri ght.  

  

Note: If these requirements are met, this page will not appear.  
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SQL Server Installation 

The install script will check the WIN-911 host for an SQL Server 

instance named "WIN911." If there is no suitable SQL Server, the 

following pop -up will appear: 

  

 
  

This is an optional step and is not required in order to continue with 

the installation, but WIN -911 cannot be used until the SQL Server 

requirement is satisfied.  

  

Note: if you are upgrading, you should select "Use Existing" to keep your 

existing data.  

  



WIN-911 Standalone System Setup 

14 

 

InstallShield Wizard 

 
  

Depending on the state of .NET Framework 4.8, you may need to 

reboot prior t o cont inuing.  

  

 
  

If requested, select Yes and the install process will resume 

automatically once the reboot is performed.  
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The WIN-911 InstallShield wizard will now guide you through the WIN -

911 setup. Click "Next"  to cont inue. 

  

 
  

Accept the terms of the Software License Agreement by clicking the 

top radio button and then select òNextó to advance. 
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Enter the òDOMAIN\username" and password that WIN-911 Services 

will run under. If a username and password are not yet set up in the 

operating system you can use the òNew User Information ...ó script 

to create one (Windows 8.1 and higher). This can be found via the 

control panel, User Accounts. For Active Directory users you will need 

to contact your network administrator or log onto a domain controller 

to create an account with the proper permissions. When entering a 

domain us er's nam e be sure to include the fully qualified domain 

name.  

  

Note: You must be logged in and executing this installation as an owner 

and administrator of the SQL instance. Addit ionally, the selected user 

here (if different) must be a member of the Wind ows local or domain 

administrator group with administrative privileges on the SQL insta nce.  
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Select the desired database server from the pull-down list. (Server OS's 

may require you to enable/start SQL Server Browser service in order to 

browse for SQL Servers)  

  

If you do not see your target server, you may type it into the te xt entry 

field as you see it from SQL Management Studio. 
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Click "Next "  to advance. 
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The support module selection menu allows you to choose which 

components of WIN-911 you install. As a general rule, all support 

features should be installed.  

  

If a selection box appears greyed out, then installation/upgrade of the 

module is mandatory.  

  

Click Next >  to advance.  

  

 
  

Source modules provide connectivity to various data sources that 

WIN-911 supports. The source module selection menu allows you to 

choose which components of WIN-911 you install. Only install the 

source modules you intend to use. You can always add features later 

that are not originally installed by re -running the setup. When 

installing a standalone WIN-911 System you must pick at least one 

source module to conti nue.  
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If a selection box appears greyed out, then the option is either 

required or already present.  

  

Note: Some sources require selection of specific HM I/SCADA 

versions.   

  

Click òNextó to advance.  

  

  

 
  

WIN-911 provides several methods of remote notification to users; 

including Email, Mobile (new in version 4), Voice, and SMS. The notifier 

module selection menu allows you to choose which components of 

WIN-911 to install. Only install the notifier modules you current ly 

intend to use. You can re-run the setup program later if decide to add 
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notifiers to your system. When conducting a standalone WIN-911 

System you must pick at least one notifier module to continue.  

  

If a selection box appears greyed-out, then that opti on has already 

been installed.  
  

Click òNextó to begin the installation and initialization phase of the 

setup.  

  

  

 
  

This portion of the install may take several minutes.  
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Click Finish to conclude the installation process.  
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Once the installation completes, a restart will be required before WIN -

911 can be used . You can elect to do so immediately or later. Make 

your selection and click Finish . 

  

Modifying WIN -911 

Adding features to your existing WIN-911 installation 

Run the WIN-911 Install in the same manner as listed above when 

installing for the first time. When you get to the Select Features page 

the currently installed modules will appear grayed out, indicating that 

they are not available for installation. All currently uninstalled features 

should be available for selection. Select the desired check boxes and 

continue through the install process un til you reach the Finish page. 
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You will then be required to reboot before using WIN-911 in its 

modified f orm.  

  

Removing features from your existing WIN-911 installation 

WIN-911 features can be uninstalled via Control Panel\Programs and 

Features. Each mod3ule will have to be uninstalled individually. Right-

click the WIN-911 module and select Uninstall. Repeat this process 

until all undesired features have been removed. You will then need to 

run the WIN-911 Endpoint Mapper before using WIN-911 in its 

modifi ed form.   

  

Note: To uninstall WIN-911, remove all modules.  

WIN-911 Network Modu le Mapper 

 
  

Whenever you modify your WIN-911 system by uninstalling software 

modules you will need to run the WIN -911 Network Module Mapper. 

The mapping process might take several minutes to appear and may 
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need to be refreshed if the proper number of mod ules are not 

listed. This is normal so allow for extra time during the post -

modification reb oot.  

  

The proper number of modules depends on the number of data 

sources and notifiers you selected during the feature selection. If fewer 

modules appear, then click the refresh button until the proper number 

are listed. To calculate the expected number of modules in your 

system add the Support + Notifiers + Data Sources from the feature 

selection.  

  

Once the proper number of modules are listed, click the save button. 

This will conclude this portion of the install. You should not need to 

run the WIN -911 Network Module Mapper again  unless you 

remove certain features included in the ini tial install.  

  

See WIN-911 Network Module Mapper  for more deta ils.  

  

Licensing WIN-911 

Note: After an initial installation WIN -911 will be configured with a 

demo license that will run 30 days without restriction.  

  

To license WIN-911 click on the CodeMeterControl Center thumbnail 

located in the lower right of your t ray.  

  

Click the òLicense Updateó button and follow the wizard to generate a 

license request file.  
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Select the container with the active license (1). The Status indication 

will verify "Empty license container". Then click Activate License (2).  
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Click the Next > (3) button to advance past the welcome screen.  
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Select the Create license request (4) option and then clic k Next > (5).  

  

 
  

Note the location of the license request and then click Commit (6).  

  

Log onto our website, complete the license request form and submit 

the license request file.  

  

Upon receipt of the license file, save it to the desktop.  

  

Double-click on the license file. This will import and activate the 

license.  

  

http://www.win911.com/win-911-license/
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Remove the Demo license by highlighting it and clicking "Remove 

License".  
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To verify proper licensing, reboot the host  machine, then check the 

Event Logger for any WIN-911 related errors.  
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Create Distributed System 

The WIN-911 Launcher requires .NET 4.0 (or higher). If the target 

machine lacks this framework, you will need to add the framework in 

order to commen ce. In Windows 8.x, this can be done through 

Programs and Features> Turn Windows features on or off. With Server 

operating systems use Server Manager> Add roles and features. 

Additionally, you can find an installer for the framework in the support 

sub folder of the installation media or onl ine.  

  

To begin creating a distributed WIN -911 System you will need to run 

the install on the computer that will host t he support modu les.  
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Attention: When using a langu age other than English s elect it 

here.  

  

Click òNextó to begin WIN-911 Setup.  

  

The installation program checks whether or not the environment 

requirements are met.  

  

 
  

Such environment requirements include: 

  

¶ Supported 64-bit OS 
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¶ Sufficient minimum disk space 

¶ Sufficient minimum processors/cores 

¶ Installing user be a member of local administrator' s group 

  

See WIN-911 4.21.5 System Requirements at the top of this document 

for more information.   

  

Note: If these requirements are met, this page will not appear.  

  

The installation program will the n check for the required features.  

  

 
  

  

Feature requirements include the following: 
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¶ Microsoft .NET 4.8 

¶ Windows Edition and Feature Set Detection 

¶ IIS Features: Application Initialization, Basic Authentication, Windows Authentication, 

HTTP Redirection and ASP.NET 4.5, HTTP Activation  

  

Any missing feature can be enabled by clicking the Enable Features 

button at the bottom right.  

  

Note: If these requirements are met, this page will not appear.  

SQL Server Installation 

The install script will check the WIN-911 host for an SQL Server 

instance named "WIN911". If there is no suitable SQL Server, the 

following pop -up will appear: 

  

 
  

This is an optional step and is not required in order to continue with 

the installation, but WIN -911 cannot be used until the SQL Server 

requirement is satisfied.  

  

Note: if you are upgrading, you should select "Use Existing" to keep your 

existing data.  
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InstallShield Wizard 

 
  

Depending on the state of .NET Framework 4.8, you may need to 

reboot prior to con tinuing.  

  

 
  

If requested, select Yes and the install process will resume 

automatically once the reboot is performed.  
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The WIN-911 InstallShield wizard will now guide you through the WIN -

911 setup. Click "Next"  to cont inue. 

  

 
  

Accept the terms of the Software License Agreement by clicking the 

top radio button and then select òNextó to advance. 
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Enter the òDOMAIN\username" and password that WIN-911 Services 

will run under. If a username and password are not yet set up in the 

operating system you can use the òNew User Inf ormation .. .ó script 

to create one (Windows 8 and higher). This can be found via the 

control panel, User Accounts. For Active Directory users you will need 

to contact your network administrator or log onto a domain control to 

create an account with the pro per permissions. When entering a 

domain user's name be sure to include the fully qualified domain 

name.  

  

Note: You must be logged in and executing this installation as an owner 

and administrator of the SQL instance. Additionally, the selected user 

here (if differen t) must be a member of the Windows local or domain 

administrator group with administrative privileges on t he SQL instance.  

  



Create Distributed System 

38 

 
  

Select the desired database server from the pull-down list. (Server OS's 

may require you to enable/star t SQL Server Browser service in order to 

browse for SQL Servers)  

  

If you do not see your target server, you may type it into the text entry 

field as you see it from SQL Management Studio. 
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Click "Next"  to advance. 
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To create a distributed WIN-911 System you must install all support 

modules on the primary (Dispatcher) WIN-911 host. Thus, all support 

modules are required and selected by default.  

  

Click Next >  to advance.  

  

 
  

Source modules provide connectivity to various data sources that 

WIN-911 supports. The source module selection menu allows you to 

choose which components of WIN-911 you install. Only install the 

source modules you intend to use. You can always add features later 

that are not originally installed by re -running the setup.  

  

When finalizing a distributed WIN -911 System, at least one source 

module is required, but it does not need to be on the same computer 

as your support modules. Thus, you can proceed with the current 

install without selecting a source module. To finalize your WIN-911 
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System, you will need to install a source module to another computer 

using the "Join Distributed System" opti on.   

  

If a selection box appears greyed out, then the option is either 

required or already present.  

  

Note: Some sources require s election of spe cific HMI/S CADA 

versions.   

  

Click òNextó to advance.  

  

 
  

WIN-911 provides several methods of remote notification to users; 

including Mobile, Mob ile-911, Email, SMS, and Voice. The notifier 

module selection menu allows you to choose which components of 

WIN-911 to install. Only install the notifier modules you currently 
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intend to use. You can re-run the setup program later if decide to add 

notifiers to your system.  

  

When finalizing a distributed WIN -911 System, at least one notifier 

module is required, but it does  not need to be on the same computer 

as your support modules . Thus, you can proceed with the current 

install without selecting a notifier  module. To finalize your WIN-911 

System, you will need to install a notifier module to another computer 

using the "Join Distributed System" opt ion.  

  

If a selection box appears greyed out, then that option has already 

been installed.  

  

Click òNextó to begin the installation and initialization phase of the 

setup.   
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This portion of the install may take several minutes. 

  

 
  

Click Finish to conclude the installation process.  
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Once the installation completes, a restart will be required before W IN-

911 can be used . You can elect to do so immediately or later. Make 

your selection and click Finish. 

  

Modifying and Li censing WIN-911 
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Join Distributed System 

The WIN-911 Launcher requires .NET 4.0 (or higher). If the target 

machine lacks this framework, you will need to add the framework in 

order to commence. In Windows 8.x, this can be done through 

Programs and Features> Turn Windows features on or off. With Server 

operating systems use Server Manager> Add roles and features. 

Additionally, you can find an installer for the framework in the support  

sub folder of the installation media or onl ine.  

  

To join a distribut ed WIN-911 System you will first need to create a 

distributed WIN -911 System that includes the support modules. This is 

done by installing the WIN -911 Support modules on your primary 

(Dispatcher) host computer. 
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Attention: When using a language othe r than English select it 

here. 

  

Click òNextó to begin WIN -911 Setup.  

  

The installation program checks whether or not the environment 

requirements are met.  
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Such environment requirements include: 

  

¶ Supported 64-bit OS 

¶ Sufficient minimum disk space 

¶ Sufficient minimum processors/cores 

¶ Installing user be a member of local administrator's grou p 

  

See WIN-911 4.21.5 System Requirements at the top of this document 

for more information.   

  

Note: If these requirements are met, this page will not appear.  

  

The installation program will then check for the required features.   
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Feature requirements include the following: 

  

¶ Microsoft .NET 4.8 

¶ Windows Edition and Feature Set Detection  

¶ IIS Features: Application Initialization, Basic Authentication, Windows Authentication, 

HTTP Redirection and ASP.NET 4.5, HTTP Activation  

  

Any missing feature can be enabled by clicking the Enable Features 

button at the bottom right.  

  

Note: If these requirements are met, this page will not appear.  
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SQL Server Installation 

When joining an existing WIN-911 system, you have the option of 

creating a distinct SQL instance on the new host or you may utilize the 

existing SQL instance.  

  

Note: It will be easier to conduct SQL backups when using a single 

instance, however, this will require network access.  

  

The install script will check the WIN-911 host for an SQL Server 

instance named "WIN911". If there is no suitable SQL Server, the 

following p op-up will appear: 

  

 
  

This is an optional step and is not required in order to conti nue with 

the installation, but  WIN-911 cannot be used until the SQL Server 

requirement is satisfied.  

  

Note: if you are upgrading, you should select "Use Existing" to keep your 

existing data.  

  

InstallShield Wizard 
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Depending on the state of .NET Framework 4.8, you may need to 

reboot prior to continuing.  

  

 
  

If requested, select Yes and the install process will resume 

automatically once the reboot is performed.  

  

The WIN-911 InstallShield wizard will now guide you through the WIN -

911 setup. Click " Next"  to cont inue. 
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Accept the terms of the Software License Agreement by clicking the 

top radio button and then select òNextó to advance. 

  

WIN -911 Distributed Sy stems 

When you are joining an existing distributed system you will now be 

asked to locate all previously installed WIN-911 modules which are 

part of that system. If you are creating a distributed system or 

standalone system, then you will not see this step of the installer. 
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The installer will attempt to discover all previously installed  modules 

with a broadcast on UDP port 3702; however, this discovery attempt 

will be blocked on many networks. If the discovery results do not 

display all existing modules, simply click the browse button and 

browse for or enter the computer name for the tar get system hosting 

WIN-911 modules. If no modules can be found on the target system, 

verify that your network environment allows for communication and 

authentication of the u ser attempting this install. 

  

Once all existing modules have been located, select ôNextõ to continue 

with the i nstallation. IMPORTANT: Do not continue the installation 

until all existing modules appear in the list. 
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Ensure that all of the existing modules appear under the tree. If 

multiple systems are found select the system you wish to join. 

  

Confirm Logical System. 
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If all expected modules appear click Yes to continue.  

  

Click Next to continue.  

  

  

  

The WIN-911 InstallShield wizard will now guide you through the WIN-

911 setup. Click "Next"  to cont inue. 

  

  

  

 
  

Enter the òDOMAIN\username" and password that WIN-911 Services 

will run under. If a username and password are not yet set up in the 

operating system you can use the òNew User Information ...ó script 

to create one (Windows 8 and higher). This can be found via the 

control panel, User Accounts. For Active Directory users you will need 
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to contact your network administrator or log onto a domain control to 

create an account with the proper permissions. When enteri ng a 

domain user's name be sure to inclu de the fully qualifi ed domain 

name.  

  

Note: You must be logged in and executing this installation as an owner 

and administrator of the SQL instance. Additionally, the selected user 

here (if different) must be a member of the Windows local or domain 

administrator group with a dministrative privileges on the SQL instance.  

  

 
  

Select the desired database server from the pull-down list. (Server OS's 

may require you to enable/start SQL Server Browser service in order to  

browse for SQL Servers)  

  

If you do not see your target server, you may type it into the text entry 

field as you see it from SQL Management Studio. 
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Click "Next"  to advance. 
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To created a distributed WIN-911 System you must install all support 

modules on the primary (Dispatcher) WIN-911 host. Thus, all support 

modules are displayed as already existing on a remote computer.  

  

Click Next >  to advance.  

  

 
  

Source modules provide connectivity to various data sources that 

WIN-911 suppor ts. The source module selection menu allows you to 

choose which components of WIN-911 you install. Only install the 

source modules you intend to use. You can always add features later 

that are not originally installed by re -running the setup.  

  

Any existing remote modules will be displayed as such. You may install 

additiona l source modules on this computer. Your distributed system 

will need at least one source module.  
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If a selection box appears greyed out, then the option is either 

required or already present.  

  

Note: Some sources require selection of specific HMI/SCADA 

versions.   

  

Click òNextó to advance.  

  

 
  

WIN-911 provides several methods of remote notification to users; 

including Mobile, Mobile -911, Email, SMS, and Voice. The notifier 

module selection menu allows you to choose which components of 

WIN-911 to install. Only install the notifier modules you currently 

intend to use. You can re-run the setup program later if decide to add 

notifiers to your system.  
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Any existing remote modules will be displayed as such. You may install 

additional notifier modules on th is computer. Your distributed system 

will need at least one notifier module.  

  

If a selection box appears greyed out then that option has already 

been installed.  

  

Click òNextó to begin the installation and initialization phase of the 

setup.  

  

 
  

This portion of the install may take several minutes. 
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Click Finish to conclude the installation process.  
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Once the installation completes, a restart will be required before WIN -

911 can be used. You can elect to do so immediately or later. Make 

your selection and click Finish. 

  

Modifying and Licensing WIN-911 
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WIN-911 Overview 

WIN-911 provides an innovation to alarm not ification products and 

methods. With these new concepts, complex alarm notification rules 

can be easily rendered, significantly reducing development, 

deployment, and maintenance efforts. WIN-911 Software introduces a 

novel flow chart-style graphical interface to easily set up notification 

òStrategiesó and òTactics.ó Appropriate strategies are triggered by 

events such as an alarm state (for example, a new alarm condition or 

alarm that has recurred within a defined amount of time, etc.), and in 

response the strategy invokes a set of instructions (tactics) based on 

the policies developed by the WIN-911 administrator. Each tactic can 

contain multiple instructions and can even contain other tactics (which 

are referred to as sub-tactics). The method of assembling remote 

alarm notification scenarios afforded by WIN-911 is substantially easier 

to build, understand, visualize, and modify than other currently 

available products.  
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Figure 1 is a conceptual drawing that shows both the environment of 

WIN-911 Version 8 and its main components. The typical environment 

will be a plant or factory controlled by automated machinery (1) 

embodying programmable logic controllers (PLCs) or the like. Such 

machinery will typically be integrated into a SCADA network (3) hosted 

by operating systems that will likewise host WIN-911. The automated 

machinery uploads its data to the SCADA Network which centralizes 

that data in a well known manner and makes it available to other 

applications and services running within the operating systems. WIN-

911 may comprise user-defined modules that query data from t he 

SCADA network and invoke strategies that receive alarm events and 

queue tactics that conduct remot e notification procedures. A 

configurati on can contain an unlimited num ber of strategies (5). Based 

upon a derived alarm event (7) each strategy can then invoke any 
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number of user defined tactics (9). Each tactic may comprise a logical 

series of tasks that handle alarm event messaging based on 

predetermined conditions and user input. The tasks are configured by 

utilizing a set of instructions that are subdiv ided into notifications, 

decisions and miscellaneous. A tactic can likewise invoke other tactics, 

which are called sub-tactics. When the tactics are complete or the 

alarm event terminates, the tactics and strategies end.  

  

WIN-911's architecture is distributed between software modules that 

seamlessly interact with each other. Each module consists of three 

primary components which include an application server and GUI that 

runs within Microsoft's Internet Information Services (IIS) (11). This 

allows the invention to be programmed and monitored through 

internal password protected URLs that can be accessed by any 

computer in the network. The third  component is the runtime 

executable that run s in the Operating System's Services. The module 

manifest includes the dispatcher, data source, Email notifier, and 

report modules, which are detailed below.  

  

Dispatcher 

The Dispatcher module is the primary component of WIN -911's 

infrastructure. It maintains the execution of all strategies and tactics; 

receives and implements programming from the GUI whenever a 

schedule, strategy, tactic, or role edit is saved, and directs notifier 

modules during runtime operat ions.  

  

Data Source 

The data source module communicates directly with the SCADA 

network and receives alarm event data which it distributes to the 

Dispatcher and the GUI. It receives and implements programming from 
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the GUI whenever an edit is saved and works in conjunction with the 

GUI to conduct alarm database imports. The module subscribes to 

alarm services provided by the SCADA and validates the data's 

integrity and security. It also receives alarm acknowledgement 

messages from the Email notifier modules which it delivers to the 

SCADA and receives acknowledgement confirmation messages which 

it routes to the controlli ng strategy. 

  

Notifier  

Notifier modules receives remote notification tasking from tactics 

running in  the Dispatcher, subscribes as a client to the configured 

gateway server, and contains the contact connection and gateway data 

entered from the GUI. It receives and implements programming from 

the GUI whenever an edit is saved. It utilizes the configured 

notification protocols to deliver alarm m essages, receives responses 

from the alarm-responder with alarm acknowledgement requests and 

report requests which it relays to the data source module for 

processing by the SCADA.  

  

Reporting 

The Reporting module receives report tasking from tactics running in 

the Dispatcher Module and interfaces directly with the data source and 

notifier modules to conduct reporting as required by a tactic or an 

alarm-responders request. The Reporting module receives and 

implements programming from the GUI whenever an edit is saved.  
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Figure 2 shows a hypothetical time-based series of events that 

demonstrate the interaction o f the modules during runtime. This figure 

highlights how strategies and tactics share information in order to 

execute remote notification rules during the life of an alarm event.  

  

The scenario begins when the WIN-911 administrator assigns an alarm 

event to the strategy he/she developed in the GUI.   

  

Sometime after the configuration goes live the source module delivers 

an alarm event message that it received from the SCADA and routes it 

to the associated strategy within the Dispatcher mod ule.  

  

The strategy processes the alarm event condition according to its 

policy and calls Tactic 1.  

  



WIN-911 User Guide 

67 

Tactic 1 immediately instructs the Email Notifier to send an alarm 

message to Tom Jones and waits the configured amount of time for a 

response from Tom.  

  

After the elapsed time expires, Tactic 1 again instructs the Email 

Notifier to call Bob Jones and deliver the alarm event message and 

process Bob's response, if any. In the scenario Bob declines to 

acknowledge the alarm and Tactic 1 informs the strategy and 

terminates.  

  

Sometime later the source module receives an updated message from 

the SCADA that the alarm event has escalated and routes the update 

to the Strategy. The escalation event takes the form of a  state change 

and the stategy's state change policy calls Tactic 2.   

  

Tactic 2 instructs the Email notifier module to broadcast an 

asynchronous batch of Email messages to all Email connections 

designated with "Manager" roles. One of them responds with an 

acknowledgement code which the Email notifier relays to the source 

module and subsequently delivers acknowledgement request to the 

SCADA.   

  

The SCADA accepts the acknowledgement and informs the source 

module. The source module routes the acknowledgement 

confirmation  to the strategy which stops all tactics in prog ress in 

accordance with its alarm acknowledgement policy and then 

terminates the strategy.   

  

Overview of Tactics and Strategies 

Tactics are smart notification lists that determine who gets noti fied 

and in what order. Strategies receive alarm events and invoke tactics in 

response. As the state of the alarm changes the strategy updates the 
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tactic by stopping it, restarting it, or invoking an entirely different 

tactic. When the alarm state becomes terminal (inactive and 

acknowledged) the strategy concludes by ending all associated tactics. 

So, tactics determine who gets notified, and strat egies determine 

when.  

  

Two kinds of tactics are available for the WIN-911 user: 1) Basic and 2) 

Advanced. The basic tactic (Figure 3) is a simplified, straightforward 

callout list that operates in a synchronous fashion using configurable 

delays to stagger the callout progression. Advanced tactics (Figure 4) 

utilize a highly configurable notif ication flowchart that give the user 

the ability to render complex escalation rules in an intuitive visual 

format.  

  

 
Figure 3: Basic Tactic 
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Figure 4: Advanced Tactic 

  

Strategies are composed of policy statements that specify a condition 

and a subsequent action. For example: a policy could state that when 

an initial alarm event occurs a particular tactic is to be invoke to 

dispatch alarm notifications. The condition would be the initial alarm 

event and the action would be to start tactic X.  

  

In its simplest form (Figure 5), a strategy will contain three policy 

statements, 1) an initial condition -> start tactic x, 2) on a change of 

state -> renotify, and 3) on termination  of the alarm event -> Stop 

Strategy. An unlimited number of policy statements (Figure6) can be 

used by clicking the Advanced Mode but ton.  
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Figure 5: Strategy 

  

 
Figure 6: Advanced Mode Strategy 

  

WIN-911 Graphical User Interface Basics 

WIN-911 introduces a website driven GUI that can be accessed 

anywhere on the network. This frees the user to configu re WIN-911 

from any computer on site afte r providing the pro per credentials.   
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The GUI is logically designed to follow a left-to-right (and top to 

bottom) configuration workflow that is largely self -

documenting. Across the top is a link-driven menu the provides 

navigation to all the WIN -911 workspaces. The large icon menu 

located in the center of the welcome page is the more verbose 

workspace and leads the user through the configuration process with 

little need to refer to user  documentati on. In the event that more 

information is required a help icon can be found on the upper right 

corner.  

  

Connections Selector List 

On the left side of any workspace that exposes multiple objects for 

editing is a collections selector list. Each list is equipped with powerful 

tools for sorting, filtering and grouping the objec ts based on their 

properties. The active sorting column is indicated by a black triangle in 
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the middle of the column heading. Active filtering is indicated by a 

yellow column header.  

  

In the example below the Mobile -911 Connections list is shown.  

  

 
  

Selecting a connection to edit: An individual connection is selected by 

clicking the check box to the left of the connection's pro perties. Only 

one connection can be selected at a time.  

  

Sorting 

When the name column has a black triangle pointing down, th e 

Mobile -911 connections will be arranged by name in descending 

alphabetical order. Clicking on the triangle will reverse the list  and 
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cause it to be arranged in ascending order. A third  click on the triangle 

will deselect the column. Any property column can be sorted.  

  

Search 

The search field will filter the Mobile -911 connections collection 

selector list by suppressing the display of Mobile -911 connections that 

do not con tain the character string entered. Any property column can 

be searched. The search field will be highlighted yellow while the 

search filter is in session. The refresh button  to the ri ght.  

  

 
  

Filtering 

On the right side of the propert y column heading is a black filter 

symbol. Clicking it brings up a custom filter design form. This form 

provides several options the WIN-911 administrator can use to exclude 

unwanted Mobile -911 connections from being listed in the collection 

selector. "And/Or" expressions can be created that key on the selected 

property data for inclusion or exclusion. A filter can be configured for 

any property column. The selected property (Name or Description) 

column header will be highlighted yellow while the custom fil ter is 
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applied. If more than one column has filters applied, each will be 

highlight ed.   

  

Grouping 

Dragging and dropping a property column h eader into the grey area 

above the Mobile -911 connections list will cause the collection 

selector to group the Mobi le-911 connections accordingly. The 

collection selector now lists the title of the selected object i n bold font 

with a drop -down arrow to the  left. Click on the drop-down arrow and 

the collection selector will drop a list of all the Mobile -911 connections 

that contain a particular object title. Groups can be compounded by 

dragging another object into the  "Group by" field.  Grouping can be 

removed by hovering over the group title and clicking the "X" that 

appears to the right of the title. Any property can b e grouped.  

  

 
  

Create/Copy/Delete 
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Select an object by clicking on the selection tick-box to the l eft of the 

object name. This will enable the Create, Copy, and Delete buttons on 

the bottom list. With them you can make co pies of objects, create new 

ones and delete existing objects.   

  

 

  

Example: Configuring an Advanced Tactic 

  

Design advanced tactics by clicking the navigation links 

/notification/tactics/advanced tactics/ . Click the add-create icon (+) at 

the bottom right of the tactics list to bring up a blank advanc ed tactic 

workspace in edit mode (Figure 7). Enter a unique name for the tactic 

and give it a brief description in the fields provided.  The blank tactic is 

represented by a green circular start node (where the tactic begins) 
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and red end node (where the tactic concludes) and directional link 

lines that represent the flow of tasking.  

  

 
Figure 7: Blank Tactic Workspace 

  

Drag and drop tactical instruction blocks from the right hand pane ( 1) 

directly into the tactic design workspace (2). Blocks are chosen from 

the three categories Notification, Decision, and Miscellaneous. Position 

the block by dropping  it on the link in the place where you want the 

block to execute (Figure 8).  
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Figure 8: Placing Notification Block in Tactic 

  

One the notification block is in place, double-click over the center 

(Unspecified) of the block with your mouse to open the edit option 

selection box. Click to enter the edit dia log.  
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Figure 9: Entering Notification Block 

  

  

The Edit Properties box will populate the connections l ist with all of the 

connections in your Contact database. Select the one you want to 

remotely notify and then close the properties box by clicki ng . 
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Figure 10: Edit Properties of Notification Block 

  

Once the edit is complete the tactic will appear (Figure 11) with the 

Noti fication block appearing with the selected connection named  and 

type of connection shown by the red ic on on the left (in this example 

Tom Jones is an Email connection).   
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Figure 11: Complete Edit of Notification Block 

  

To add a delay (Figure 12) between Tom Jones notification and the 

next task, click the Misc tab (1) at the bottom r ight. The Misc panel 

with display and from that click and hold the Delay block (2) icon and 

drag-and-drop (3) it on the tactic beneath Tom's Notificat ion block.  
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Figure 12: Adding Delay Block to Advanced Tactic 

  

Double-click the center of the Delay block to open the Edit Properties 

dialog. From there, use the up-arrows in the Minut es combo-box to 

set the delay for 5 minutes. Click . 

  

 
Figure 13: Editing Delay Block Properties 

  

Next click the Decisions tab (1) and the Decisions selection panel 

appears. Drag-and-drop the Ack Decision block (2) on the tactic, 

beneath the Delay block (3). The left side of the Decision icon with the 

red tip points to  the false path that th e tactic will take of the alarm 

event is NOT acknowledged when the tactic reaches that point. If the 

alarm event IS acknowledged, then the tactic will make a right turn and 

take the true path.  
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Figure 14: Adding Decision Block to Advanced Tactic 

  

Lastly in this example, click the Notification tab (1) and the Notification 

panel reappears (Figure 15). Drag-and-drop the Notify All block ( 2) in 

the false path (3) of the Ack Decision block.  

  

 
Figure 15: Adding Notify All to Decision Block 
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Edit the Notif y All block by double -clicking the center of the icon. This 

will open the Edit Properties dialog (Figure 16) of the Notify All block. 

Select Operators Role and then click . 

  

 
Figure 16: Notify All Edit Properties Dialog 

  

The advanced tactic is now complete and ready to be saved (Figure 

17), however, the button  is disabled (1). The configuration information 

bar at the lower left (2) states that the tactic must be given a name 

before it can be saved. Enter a unique name in the Name field (3) and 

the save button will be enabled, allowing you to save  the tactic for  use 

in a strategy.   

  



WIN-911 Overview 

84 

 
Figure 17: Tactic Complete 
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Getting Started with WIN-911 

The following guide will explain some key concepts of WIN-911 by 

walking new users through the configuration of a simple alarm 

notification system with OPC DA and Email. While the specific 

technologies discussed may not be applicable to your system, 

WIN-911 has been designed in such a way that configuring a 

connection to one data source or configuring a specific notification 

method is not that diffe rent from configuring another. The 

fundamental concepts are the same and this guide will serve as an 

introduction to the platform as a wh ole.  

  

Note: This scenario is based on the OPC DA datasou rce, due to i ts 

generic  and wide -spread use. If you are using  a different 

datasourc e, the details concerning your datasourc e configuration 

are likely to be significantly different in this resp ect.  

  

There are three basic things that must be configured in every WIN-911 

system: who must be notified, when must he be n otified, and what he 

must be notified abo ut.   

  

Accessing the WIN-911 Configuration 
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WIN-911 is configured with a web-driven interface that resides in the 

Internet Information Services (IIS) of the WIN-911 host computer. 

There are two ways to open this website: 1) clicking the shortcut that 

was created in the WIN-911 host's start menu, or, 2) opening a 

browser anywhere on the WIN-911 network and entering the WIN -911 

Configuration URL.  

  

The WIN-911 installation creates a "WIN-911 Configuration" shortcut 

in the start menu of  the OS that hosts WIN-911. Simply double-click 

on the shortcut and your browser will open to the WIN -911 

Configuration website. You will be challenged for the proper 

credentials before you are allowed to proc eed.  

  

The WIN-911 Configuration website can be accessed from any 

computer that is on the WIN -911 network, if you have the proper 

credentials. Simply open a browser and enter the URL: "http://'WIN-

911 computer name'/WIN911". Note that the last segment of the URL 

does not contain a hyphen in WIN911. For example: if WIN-911 is 

installed on a computer named COMP1 and you are a remotely 

located user (say on computer COMP6), you would start IE and enter 
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http://COMP1/WIN911 . From there you can enter your credentials and 

modify WIN-911 as desired.  

  

Configure a Notification Method  

Gateways 

It is considered a best practice to configure any new installation by 

starting on the notification side of things, so we will begin by 

configuring our Email Gateway. Every Notifier has a Gateway. The 

Gateway defines the set of information required by WIN -911 to access 

the outside world. In the Mobile -911 Notifier this is your Mobile -911 

server address, for SMS, your modem hardware settings, for Voice, this 

is your SIP server address and its associated settings or your TAPI 

modem configura tion. 

  

Launch the WIN-911 user interface by opening the shortcut placed in 

your Windows Start Menu after installation. This will open your 

browser and navigate to the locally installed Silverlight application. 

Find the Email Gateway workspace by clicking Contact > Email > 

Gateway. 

  

Configuring your Email Gateway is much like configuring any Email 

client like Outlook or a smart phone application. WIN -911 supports 

SMTP for outgoing ma il and POP or IMAP for incoming mail. Obtain 

your mail server settings from your network administrator, Email 

hosting provider or ISP. Customers using Exchange Server should 

consult with their mail administrator about configuring an SMTP relay. 

Place the settings provided to you in their respective fi elds. 
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There are two configuration items worth bringing to light here. The 

first is, in order to connect to your mail server, you must acknowledge 
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the fact that WIN-911 needs exclusive access to the mail account 

credentials you provide. WIN-911 will use this account to send and 

receive mail. It will also delete any mail sent to this address as it 

processes it, for this reason, you should not use this account for any 

other purpose. Secondly, you can disable incoming mail by unchecking 

the incoming mail option on your gateway. This means that users will 

not be able to acknowledge alarms or make alarm and report requests. 

If you wish to allow some users to have incoming mail privileg es and 

others not to, enable the feature here and configure the option on a 

per-user basis. Weõll discuss this in the next section 

  

Connections 

A connection defines the specific endpoint WIN-911 will send a 

notification to. For the Email module, this is an Email address. In other 

modules, like SMS and Voice, this is a phone number. The connection 

also defines the format that should be applied to messages, for both 

alarms and reports. The connection also determines the hours during 

which a user should be notified, his personalized Schedule.  
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Enter a unique name for the connection and an Email address. Pick a 

Schedule from the list of default Schedules available to you, or if none 

of these meet your needs, click the arrow next to the list of Schedules 

to be taken to a workspace where you may define a new one. 

Schedules are configured using a calendar control much like any 

scheduling application. Use the GUI to configure when a connection is 

on or off duty. When youõre done, use your browserõs back button to 

finish configuring your connection. You may also attach a Role to a 

Connection. Roles are used to organize connections. Weõll talk about 

Roles more when we discuss alarm escalation. There are a few 

predefined Roles already configured. Use the arrow button to create a 

new one, if you would like to. An arrow next to any field will take you 

to a workspace where you may configure that setting. Youõll find this 

pattern repeated throughout the WIN -911 user interface. 

  

 
  

Select an Alarm Format that best  suits your needs. You may format the 

subject and body in any way you wish. WIN-911õs message formats are 

stored as XSLTs. XSL is a powerful programming language used for 

transforming XML documents. WIN-911 uses XSLTs to transform 
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alarms into Email messages, voice calls, text messages, etc. Editing XSL 

is quite a complex task and is well outside the scope of this document. 

For more information on creating XSLTs, consult with W3Schools or 

contact WIN-911õs support department. Weõll be glad to help you 

design a Format that best suits your needs.   

  

 
  

The Ack Option tab defines how alarms should be acknowledged by 

this connection, or if this connection should be allowed to 

acknowledge alarms at all. Select òAck on Any Replyó and when 

WIN-911 receives a reply from this connection about  an alarm, 

WIN-911 will acknowledge the alarm. Select òAck with Passwordó to 

require a specific phrase be present in the reply message.  

  

There are a few more settings available for you to configure, but they 

are not necessary. For the full docum entation regarding Email 

Connections, see the WIN-911 Email manual. Save the Connection and 

weõll move on to configuring your escalation rules.  

  

Configuring Escalation 
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The Dispatcher module is responsible for accepting alarms from data 

sources, running your escalation rules to determine who should 

receive those alarm messages and when. It sends these messages out 

to the appropriate notification module, which will, in turn, send them 

to their final destinat ions. 

  

Strategies 

Strategies are simply a list of  events and how WIN-911 should respond 

to those events.  

  

 
  

The Default Strategy will send every alarm to every connection 

configured in your WIN -911 system and send every update about 

every alarm to every user who previously received a message about 

the alarm. It will stop sending messages after the alarm is Terminal. An 
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alarm is considered Terminal when it is inactive and acknowledged. 

The Strategy only has three rules, formally called Policies, which define 

this behavior.  

  

Initial Event -> Start Tactic òNotify Alló 

Any Alarm State Change -> Re-Notify  

Alarm Becomes Terminal -> Stop Strategy 

  

The first rule means that when the initial alarm is received, WIN-911 

should start a Tactic called òNotify All.ó The Tactic determines who 

should actually be not ified for  an event. The òNotify Alló Tactic tells 

WIN-911 to notify every connection configured in the system about 

the alarm. When it does so, it takes into account the Schedule defined 

for the connection. If the connection is on -duty, the alarm will be sent, 

if it is off-duty, the connection will be passed over. Weõll talk more 

about Tactics later. 

  

The second rule says that when any state change is received for the 

alarm, WIN-911 should send a message to anyone who previously 

received a message regarding the alarm. An alarm is considered to 

have changed state when either the active or acknowledged state 

changes. 

  

The last rule says that when the alarm is both active and 

acknowledged, it should stop processing the strategy rules for the 

alarm. This ends the lifecycle of the alarm.  

  

There are two types of Tactics, Basic and Advanced. Basic Tactics are 

simply a list of connections. When a Basic Tactic is started, everyone 

on the list is notified. Basic Tactics are easy to configure, and 

correspondingly, offer less flexibility regarding notification. That said, 

they meet the majority of usersõ needs and have the added benefit of 

being quite easy to maintain.  
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Advanced Tactics are essentially flow charts which determine who 

should hear about an alarm. Each block in the chart represent either an 

action to be taken or a decision to be made. These actions are 

generally Notification Blocks. Notification Blocks send messages to the 

connections specified in the block. You may also place a Role in a 

Notification B lock. When you do this, any connection which has that 

Role attached, will be notified. Decision Blocks allow the chart to 

branch, decisions may be made based on properties of the alarm or 

the amount of time the tactic has been executing. Advanced Tactics 

are quite powerful and quite nuanced. A full discussion on them can 

be found in the Dispatcher manual. You may have noticed that we 

havenõt configured anything on the Dispatcher yet. Weõll go ahead and 

stick with the Default Strategy for now and move the discussion along 

to the OPC module.   

  

Configure Data Sources 

Sources 

WIN-911 needs to know where to look for your alarms, or in the case 

of OPC DA, where to access your data so it can generate alarms based 

on the information itõs provided. This point is an important one, so Iõll 

state it plainly. Alarms are configured in WIN-911 for OPC DA data 

sources and WIN-911 determines when a specific alarm condition 

exists. Other Data Sources, like iFIX, CIMPLICITY and FactoryTalk 

determine when an alarm condition exists and pass that information 

onto WIN-911. This means that, with the  exception of OPC DA, all of 

your alarm maintenance remains in your SCADA where it belongs. The 

remainder of this guide will assume that you have a locally installed 

OPC DA server and at least one digital point configured in that se rver. 

  



WIN-911 User Guide 

95 

 
  

Start configuring your  OPC DA module by connecting WIN-911 to 

your OPC server. In the OPC DA menu, create a new Source. Once 

again, the Name field is user defined and does not relate to any 

setting on your server, so be as descriptive as possible. The Machine 

Name is the hostname or IP address of the computer that your OPC 

DA server is installed to. If the server is running on the same machine 

as WIN-911, set this to òlocalhost.ó The server name is the name of 

your actual OPC DA server. Leave the radio button set to òSingle 

Source.ó Redundant OPC DA is outside the scope of this document. 

Save the Source and click the Alarms link in the navigation menu to 

create an OPC DA alarm.  

  

Alarms 
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There are two components to any OPC DA alarm, the data on which 

the alarm is based, and alarm definition itself.  Create a new item and 

enter a descriptive name for it. Again, the Name field is user-defined 

and does not relate to any setting on your  OPC DA server. Select the 

OPC DA Source you configured previously. Type the Item ID of your 

OPC DA item in the Item ID field or  click the browse button to browse 

your server directly. Units are optional and are always a good idea, if 

you're dealing with an Analog Item. Since our point is Digital, we'll skip 

it.   

  

Labels 

Labels are another organization feature of WIN -911, much like Roles. 

Tactics can treat Alarms with specific labels differently that other 

alarms. For instance, if you label alarms by building or assembly line, 

you can use a Label Decision Block to notify one set of your personnel 

about alarms on assembly line 1 and another set for alarms on 

assembly line 5. We'll skip labels for our Digital Alarm for now, but this 
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is a powerful feature that you'll want to  revisit once you create your 

production configurati on.   

  

 
  

Click the Alarm tab to define the condition under which this OPC DA 

Item will generate an alarm. Our alarm will be triggered when the 

value is not zero. Enter a descriptive name for the Alarm and set the 

Condition so that when the Item Value is not equal to zero , our alarm 

is triggered. Set the Strategy to the Default Strategy, which we 

discussed earlier. The Strategy selection you make here is how WIN-

911 associates alarms with specific Strategies. We're telling WIN -911 

that when this alarm condition is met, it should execute the Strategy 

defined here. The Strategy then executes the Policies configured within  

it.  

  

Before we save our Alarm, it's worth mentioning that WIN-911's 

configuration is  live. As soon as you make changes to your 

configuration, they're executed. If you need to do maintenance on 

your WIN-911 system and wish to avoid sending nuisance alarms to 

your users, you should place WIN-911 into Standby Mode. You'll find 
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this option in  the navigation menu under "System > 

Standby/Activate."  

  

Once you're satisfied with the changes you've made to your 

configuration, simply place WIN-911 back into Active Mode.  

  

Let's save our alarm and toggle the OPC DA item in our OPC DA server 

to "1." You should receive an alarm message at the Email address you 

configured at the beginning of this guide. It should look something 

like this: 

  

 
  

Congratulations on configuring you first WIN -911 System.  

  

What just happened? You triggered the alarm by toggling it to a non -

zero value. This is the Initial Event that the Default Strategy 

mentioned. Because the initial event was received, WIN-911 started 

the Notify All Tactic, which sent the alarm message out to everyone in 

your WIN-911 system. Everyone includes our one and only Email 

connection, so we received the alarm message.  
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Toggle the OPC DA item back to zero and the alarm state will become 

inactive. Because this represents a state change, the Default Strategy 

will execute the Policy for Any State Change., which tells WIN-911 to 

renotify everyone who was sent the alarm message again. You should 

get an Email indicating that the alarm is now inactive.   

  

If you set your connection up with the "Ack on Any Reply" setting, 

reply to this message. Leave the subject alone, it contains a ticket 

number, which WIN-911 uses to identify which alarm you would like to 

acknowledge. You can leave the body of the Email blank, or leave it 

filled with the history of your thread. If you set WIN -911 to require a 

password to acknowledge the alarm, enter that password anywhere in 

the body of yo ur Email.  

  

After WIN-911 acknowledges the alarm, you'll receive another 

message, because of your renotification policy, which will indicate that 

the alarm has indeed been acknowledged. Because the alarm in now 

Inactive and Acknowledged, WIN-911 will stop the executing Strategy 

and the lifetime of the alarm is now completed. 
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Mobile Gateway 

Your locally installed WIN-911 instance will connect to the WIN-911 

Mobile Web App which fa cilitates communication between WIN-911 

and your WIN-911 Mobile App as well as managing interactions with 

push notification services provided by Google, Apple, and Baidu.  

  

Begin your WIN-911 Mobile configuration by creating a gatew ay 

through which WIN -911 can connect to WIN-911's Mobile Web App.  

  

The gateway will consist of a Site Name, an Email address, and a 

password. It may optionally include additional Mobile Hub 

configurat ion.  

  

Site Name 

This is a unique name which specifies the WIN-911 System from which 

the alarm information originates. This name will show up in the 

Settings of the Mobile App and appear in the alarm information. The 

site name is particularly important when the Mobile app is connected 

to multiple WIN -911 systems so some thought should be given how 

the site name can help the mobile user differentiate one alarm from 

another. You may have a plant with several buildings housing different 

production lines and a different WIN -911 instance monitoring each 

building. In this case it makes sense for your site name to be named 

after the bui lding, i. e. Building 21, Building 22, etc.  
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Username 

The Gateways are authenticated by credentials provided by WIN-911 

Software and will be maintained by the WIN-911 administrator. If you 

do not have a credential set, please contact WIN-911 Software for 

assistance.   

  

Note: If you are evaluating the Mobile product, you can contact WIN -

911 Software for a demo account and credentials.  

  

Password 

The password for the gateway account.  

  

Mobile Hub  

The Mobile Hub is an optional network extension that allow s WIN-911 

to add a layer of separation between the production environment 

(WIN-911 System) and the outside world. It can be remotely located 

on a computer within a DMZ, which has Internet access and access to 

one or more WIN-911 Systems.  

  

Before you can use this option,  you must install and configure the 

Mobile Hub. Note the host computer's name (or addre ss) and the port 

number assigned during the Mobile Hub configurati on.   

  

Select Enable to opt for the Mo bile Hub topol ogy.  
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Hostname 

Enter the Mobile Hub host name or address in the field provided. 

Note: If you are using a host name, please ensure it can be resolved by 

the WIN-911 host. Contrariwise, if you are using an IP address, please 

ensure it is static.  

Port 

Enter the port number  of the Mobile Hub. The port number must  

match what is configured within the Mobile Hub settings. Please 

ensure your firewall allows outbound communicati ons.  

Validate Credentials 

The first time the Gateway is setup using this workspace, you will use 

this button to create your account on the WIN -911 Mobile Web App, 

as defined by what you have entered above. If the creation is 

successful you will receive a "Connected successfully" message. If it 

returns a failure message you will need to troubleshoot the sit uation 

and resolve the issue. One possible issue may be that your firewall is 

not allowing WIN -911 to pass through.  

  

The Validate Credentials button is only available when in edit m ode.  

  

Online Gateway Management 

The Online Gateway Management link opens a browser page which 

displays your WIN-911 Mobile Web account. The first time you open 

this page you will be required to  login using the username and 

password. Once logged in, you can review which Mobile connections 

are registered and delete any that are no longer required. You can use 
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this link in the future to manage or recover your Mobile Gateway 

account password.  
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Mobile Connections 

Mobile Connections define the individuals who make up your alarm 

notification network.  These people will have the WIN-911 Mobile app 

installed on their mobi le device (Android- iOS) and will login with the 

credentials they associate with their Email address. Use these pages to 

grant Acknowledgement permission and Alarm Request Options, set 

Schedules and assign Roles.  

  

General 
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Name 

Each Mobile connection must have a unique name that distinguishes 

the connection.   

  

Description 

An extra text field for organization or to add context not included in 

the other connection properties.  

  

Email Address 

The Mobile Connection (defined here) is linked to a Mobile app (on 

the user's device) via a registration process that involves the user's 

unique Email address. When the connection is first created, an 

invitation to join the WIN -911 Mobile Network will be sent to this 

address with instructions on how to create an account and start 

receiving alarm event information. Note: This Email address will be 

linked to a Microsoft account if it is not alre ady.  

  

Resend Invitation  

When Mobil e Connections are initially created, WIN-911 automatically 

sends an invitation to the Email address. Use this button to manually 

send follow up invitations as circumstance dictate.  

  

Schedule 

View or select the schedule that WIN-911 will honor when sending 

alarm messages to this connection. A connection can have only one 

assigned schedule, but a schedule can contain multiple appointments. 

See Schedules.   
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Roles (for use by Advanced Tactics) 

View or assign roles to the selected connection by clicking the add 

button in edit mode. Each connection can have multiple roles. See 

Roles.  

  

Ack Options 

 
  

Select the connection's acknowledgement options with this tab. There 

are only two options, t o allow or to not.  
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Alarm Request Options 

 
  

WIN-911 Labels provide a way to organize alarms, and connections 

have the ability to request alarms by Label, alarm state, etc.  

  

Select the connection's alarm request options by clicking one of the 

two opti ons: All Alarms, or Specific Alarms. If the Administrator wishes 

to limit the Connection 's alarm request to specific Labels, the Labels 

must be added using the Labels selection tool. There are no limits to 

the number of Labels that can be assigned to a connection.  

  

See Labels for more deta ils.  
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Utilizers 

 
  

The Utilizers tab is a bookkeeping device that lists all of the Tactics 

associated with this Connection. When utilizers are present, WIN-911 

prevents the Connection from being deleted . If you wish to delete the 

Connection, you will first have to modify the utilizing Tactic in a 

manner that will unlink it to this Connecti on. Once all utilizers are 

cleared, the Connection can be safely deleted.  
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Email Gateway 

Define the settings required to connect to your local or Internet -based 

Email server.  

¶ All required settings are available from your Email administrator.  

¶ WIN-911 is capable of using different servers for outgoing and incoming 

mail. 

¶ WIN-911 requires a dedicated Email address due to the way it handles the 

inbox. Any messages left in the inbox will be deleted from the server by 

WIN-911 at runtime.  

  

Outgoing Server 

 
  

Type 
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WIN-911 uses SMTP as the outgoing server protocol.  

  

Host 

Specify the server name or IP address of your out going  Email server. 

  

Use TLS/SSL 

Check this box if the outgoing server WIN-911 will use requires 

encryption.  

  

Allow Invalid Certificates 

Allow WIN-911 to transact with a server using a self-signed certificate 

or an expired certificate.  Note t hat this option  is less secure. 

  

Port 

Enter the port number that the WIN -911 Email server will use to send 

outgoing Email.   

  

Email Address 

Enter the dedicated Email address in the text entry box that WIN-911 

will use to dispatch alarm and report  messages and receive 

acknowledgement and report requ ests. 

  

Username and Password 

Specify the credentials required by your server.   
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Test Outgoing Server Settings 

Click "Test Outgoing Server Settings" button to test WIN -911 ability 

to connect to th e mail server and send messages. If the server values 

have been properly set, WIN-911 will display a "success" message. If 

the test fails, refer to the Windows Event Viewer for details 

concerning the error tha t occurred when the test was attempted and 

take corrective action.  

  

Understanding required Warning Message 

Note: Before the gatewayõs settings can be saved, WIN-911 requires 

that you read the following warning and check the confirmation box to 

the lower right.  

  

The gateway Email account must be reserved for exclusive use by 

WIN-911. Do not attempt to access the account from another Email 

client. Be aware that WIN-911 will delete messages on this account.  
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Incoming Server 

 
  

The incoming server can use either the POP3 or IMAP protocol to 

receive incoming acknowledgement and report requests. 

  

Enable Incoming Email (required for Acknowledgement 

and Report Requests) 

Click this check box to configure WIN-911 to receive incoming mail.  

Type 

WIN-911 supports POP3 and IMAP as the incoming server 

protocol.  The default protoco l is POP3.  
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Host 

Specify the server name or IP address of your incoming mail server. 

  

Use SSL 

Check this box if the incoming server requires encryption.  

  

Allow Invalid Certificates 

Allow WIN-911 to transact with a server using a self-signed certificate 

or an expired certificate. Note that this option is less secure. 

  

Port  

Enter the port number t hat the WIN-911 Email server will use to 

receive incoming mail.  

  

Poll Rate (min) 

Enter frequency in minutes that WIN-911 will poll the server for 

incoming mail. 

  

Use Outgoing Credentials or Specify 

In the event that the mail server uses the same credentials for 

incoming mail as it does for outgoing, use the default setting of "Use 

Outgoing Credentials". Otherwise select "Specify" and enter the 

username and password required by the incoming server.  
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Test Incoming Server Settings 

Click the "Test Incoming Server Settings" button to test WIN-911 

ability to connect to the mail server and receive mail. If the server 

values have been properly set, WIN-911 will display a "success" 

message. If the test fails refer to the Windows Event Viewer for details 

concerning the error that occurred when the test was attempted and 

take corrective action.  
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Email Connections 

Connections specify a destination for alarm notifi cation reports. Email 

connections also determine just what you will see in alarm and report 

Email messages, connection availability and the permissions a 

connection has been granted concerning acknowledgement and 

report requests.  

  

General 

 
  

Name 

Each Email connection must have a unique name that identifies the 

particular Email connection.   
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Description 

An extra text field for organization and administration purposes, 

similar to a code comment. 

  

Email Address 

View or enter the Email address that WIN-911 will send assigned 

alarm and report messages to for this connection. It is acceptable to 

assign a unique Email address to multiple connections if your 

situation warrants such action; however, a warning message will be 

generated to inform  the WIN-911 administrator that a pre -existing 

connection already uses this address and lists the number of times it 

has been used.  

  

Schedule 

View or select the schedule that WIN-911 will honor when sending 

alarm and report messages. A connection can have only one assigned 

schedule, but a schedule can contain multiple appointments. See 

Schedules.   

  

Connection Type 

Standard Email Connection 

This connection type is for sending email messages that will be 

received as email.  

  

User an Email to  SMS Gateway 

This connection type is for sending SMS messages to the alarm 

responder that originate from WI N-911 as an Email 

connection. This type requires a 3rd party Email to SMS proxy. 
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Most wireless service providers offer this service. The alarm 

responder can acknowledge the alarm by replying to the text 

using the ticket number and password, which is discussed in the 

Ack Options  

Roles (for use by Advanced Tactics) 

View or assign roles to the selected connection by clicking the add 

button in edit  mode. Each connection can have multiple roles. See 

Roles.  

  

Send Welcome Message 

Click the "Send" button in view or edit mode to send a WIN -911 

Welcome message to the selected connection. The welcome message 

will test the gateway and connection settings as well as provide the 

recipient vital information about how to use  his/her Email account to 

receive alarm and report messages and request acknowledgements, 

reports, and alarm updates.  
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Alarm Format 

 

Subject 

View or select the contents of the alarm message subject. It can 

contain a static default subject of "WIN -911 Alert" or use a dynamic 

alarm descriptor that is taken from the report definition during 

runtime.  

  

Body 

View or select an alarm message format from the fiv e available 

options: Default Text Simple, Default Text Verbose, Default HTML 

Simple, Default HTML Verbose, and Diagnostic. The simple selections 

include minimal information about the alarm whereas the verbose 

options include amplified detail s. The Diagnostic optio n is the most 

detailed and includes information regarding Emai l notifier modules 



WIN-911 User Guide 

119 

interaction with t he Email server and is not intended for normal 

remote notification operations. The  HTML options include a more 

visually appealing, rich presentation with a color-coded alarm 

condition and acknowledgement information but  will not be 

compatible with "text -only" Email servers or devices.  

  

Preview 

A "What You See is What You Get" window shows the administrator 

what an alarm message will look like with th e current options 

selected.  

  

Report Format 

Subject 

View or select the contents of the report message subject. It can 

contain a static default subject of "WIN-911 Report" or use a dynamic 

report descriptor that is taken from the report defi nition during 

runtime.  

  

Body 

View or select the report message format from the four  available 

options: HTML Report, Default Report (Horizontal), Plain Text Vertical 

Report, and Plain Vertical Report Verbose. The simple selections 

include minimal informat ion about the a larm whereas the verbose 

options include amplified details.  The HTML options include a more 

visually appealing rich presentation with color -coded alarm condition 

and acknowledgement information but are not compatible with text 

only Email servers or end-users.  
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Preview 

A "What You See if What You Get" window shows the administrator 

what a report message will look like with the current options 

selected.  

  

Ack Options 

 
  

Select the connection's acknowledgement options with this tab.  

  

There are three options each Email connection can be configured for 

concerning the ability  to issue acknowledgement requests: Ack on 

Any Reply, Ack with Password, and Do Not Allow. In edit mode this 

setting can be selected or modified by clicking the desired 

button. The "Ack with Password" option contains a text entry box 

where the ack password is defined. The password will not be visible in 

view mode.  
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To provide a comment with your acknowledgement,  enter 

"comment:" followed by your comment in the body of you r reply 

Email.  

  

To acknowledge alarms using a password, include the password in 

the body of your reply Email.  

  

Note: If the connection type is set for "Use an Email to SMS Gateway" 

you may not select "Ack on Any Reply" as your ack type.  

  

Alarm Request Options 

 
  

WIN-911 labels provide a way to organize alarms and connections 

have the ability to request alarms by label, alarm state, etc.  

  

Select the connection's alarm request options by clicking one of the 

two options: All Alarms, or Specific Alarms. If the Administrator wishes 

to limit the connect ion's alarm request to specific labels, the labels 
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must be added using the labels selection tool. There are no limits to 

the number of labels that can be assigned to a connection.  

  

See Labels for more details.  

  

Utilizers 

 
  

The Utilizers tab is a booking keeping device that lists all of the tactics 

associated with this contact. When utilizers are present WIN-911 

prevents the contact from being deleted. If you wish to delete  the 

contact, you will f irst have to modify the utilizing tactic in a manner 

that will unlink it to this contact. Once all utilizers are cleared, the 

contact can be safely deleted.  
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Email Formats 

Email Formats use XSL to determine how alarms and reports are 

formatted in yo ur e-mails. As of 3.16.9, WIN-911 allows users to create 

and customize their own formats for each noti fier. 

  

 

  

Format 

WIN-911, when installed, will initially have 15 Email Formats. 10 of 

them target alarms while the remaining five  target reports.  

  

To create a new Email Format from scratch, click on the '+' button 

located at the bottom left corner of the XSL Templates list. The 

following workspace will then ap pear: 
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* indicates required fields: 
¶ *Name : the name for this Format. Must be unique across all defined Email Formats. 
¶ Target Data : determines if this Format is for Alarms or Reports. By default, this will 

initially be set to Alarm 
¶ Message Part : determines if this Format is for the body of a message or the subject. 

By default, this will initially be set to Body 
¶ Message Format : determines if this Format will use HTML or plain text. By default, 

this will initially be set to  HTML 
¶ *XSLT: the XSLT code that will generate the layout for this Format.  Must be valid 

code. 

  

Due to the granular nature of the code syntax, WIN-911 Software 

strongly recommends copying from one of the 15 original Formats to 

get started. Select a Format from the XSL Template list, then click the 

Copy button at the bottom of the list right next to the '+' button . You 

can then tweak the existing XSLT code however you want to get your 

desired Format.  

  

 

After saving a created Format, you can then select it under Email 

Connections in the Format tabs. If it targets alarms, it'll show up in the 
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Alarm Format tab combo box , Report Format tab combo box 

otherwise. 

  

Notes: 

¶ All Email subject Formats must use plain text. If you select 'Subject', 'Message Format' 

will automatically set to 'Plain Text'. 
¶ All Email HTML Formats must target the body part of the message. If you select 

'HTML', 'Target Data' will automatically set to 'Body'. 
¶ The validity of the XSLT will partially be determined by which 'Target Data' is selected, 

since 'Alarm' and 'Report' each comply with different XML prefixes. 

  

Utilizers 

The utilizers tab shows which Email connections make use of the 

chosen format. 
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Mobile -911 Gateway 

WIN-911 communicates with your Mobile -911 clients through a server. 

Specify the address of your Mobile-911 Server here. 

  

Mobile -911 Server Location 

 
  

Specify 

With this selection the location of the Mobile -911 Server can be 

entered manually by the WIN-911 administrator by entering the IP 

address and port number in the t ext boxes that appear when the 

Specify button is selected. The default IP address for Host is "localhost" 

and the default Port number is 59111. 
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Test Connection 

Click this button to verify the Mobile -911 Server location. If WIN-911 

cannot connect to the server check your settings and ensure that the 

Mobile -911 Service is running.  
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Mobile -911 Connections 

Connections specify a destination for alarm notification reports. 

Mobile -911 connections also determine what you will see in alarm and 

report messages, connection availability and the permissions a 

connection has been granted concerning acknowledgement.  

  

General 

 

Name 

Each Mobile-911 connection must have a unique name that identifies 

the particular Mobile -911 connection.  

  

Description 
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An optional field for entering information concerning the particular 

connection.  

  

Device ID 

Enter the Mobile-911 Device ID for thi s connection. The Device ID is 

found in the device's app under Settings. Since the ID is typically long 

and cryptic, we recommend using the Send Device ID option to Email 

the Device ID to the WIN-911 computer. From there you can copy 

and paste it directly into WIN-911.  

  

Schedule 

Select the schedule that WIN-911 will honor when sending alarm and 

report messages. A connection can have only one assigned schedule, 

but a schedule can contain multiple appointments. See Schedules.  

Roles (for use by Advanced Tactics) 

View or assign roles to the selected connection by clicking the add 

button in edit mode.  Each connection can have multiple roles. See 

Roles.  
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Alarm Format 

 
  

View or select an alarm message format from the two ava ilable 

options: Default Text Simple or Default Text Verbose. The simple 

selection includes minimal information about the alarm whereas the 

verbose option includes amplified deta ils.  

Preview 

The Preview window shows the administrator what an alarm message 

will look like with the current op tions selected.  
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 Report Format 

 
  

Select the report message format from the two available options: 

Plain Vertical Report or Plain Vertical Report Verbose. You can also 

create custom formats using the Mobile -911 Formats tab.  

Preview 

The Preview window shows the administrator what a report  message 

will look like with the curre nt options selected.  
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Ack Options 

 
  

Select the connection's acknowledgement options on this tab.  
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Alarm Request Options 

 
  

WIN-911 labels provide a way to organize alarms and connections 

have the ability to request alarms by label, alarm state, etc.  

  

Select the connection's alarm request options by clicking one of the 

two options: All Alarms or Specific Labels. If the Administrator wishes 

to limit the connection's ala rm request to specific labels, the labels 

must be added using the labels selection tool. There are no limits to 

the number of labels that can be assigned to a connection.  

  

See Labels for more details.  
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Utilizers 

 
  

The Utilizers tab is a device that lists all of the tactics associated with 

this contact. When utilizers are present, WIN-911 prevents the contact 

from being deleted.  If you wish to delete the contact, you will f irst 

have to modify the tactic in a manner th at will unlink it to this contact. 

Once all utilizers are cleared, the contact can be deleted.  
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Mobile -911 Formats 

Mobile -911 Formats use XSL to determine how alarms and reports are 

formatted in your Mobile -911 app. As of 3.16.9, WIN-911 allows users 

to create and customize their own formats for each noti fier. 

  

 

  

Format 

WIN-911, when installed, will initially have five Mobile-911 Formats. 

Three of them target alarms while the remaining two target reports . 

The alarm formats will fundamentally list the alarm state, the value of 

the alarm when your Mobile -911 client is notified, who acknowledged 

the alarm (if acknowledged), the acknowledgement comment (if 

acknowledged), and the labels associated with the alarm. These five 

original Formats cannot be edited nor deleted: 



Mobile -911 Formats 

136 

  
¶ Text Short : an alarm Format that starts with the area, followed by the alarm 

name then the condition  name 
¶ Text Short Condition : an alarm Format that starts with just the condition 

descriptio n 
¶ Text Verbose : the most descriptive alarm Format for Mobile -911. This one lists 

out both the alarm details and the con dition de tails 
¶ Text Vertical Report S imple : a report Format that lists each report item's name, 

value, and unit measurement. The alarms entries will include condition name, 

condition, ack state, who acknowledged the alarm (if acknowledged), and the ack 

comment (if acknowledged) 
¶ Text Vertical Report Verbose : a more descriptive report Format that builds on 

Text Vertical Report Simple. For items, it'll also lists value time, quality, source, 

and ID for items. For alarms, It'll also list the alarms' condition d escriptions, 

severity, alarm state, value when alarm was last triggered, value time, source 

name, and native ID. 

  

To create a new Mobile-911 Format from scratch, click on the '+' 

butto n located at the bottom left corner of the XSL Templates list. The 

following workspace will then appear:  

  

 

  

* indicates required fields: 

  
¶ * Name : the name for this Format.  Must be unique across all defined SMS 

Formats 
¶ Target Data : determines if this Format is for Alarms or Reports.  By default, this 

will initially be set to Alarm 
¶ * XSLT: the XSLT code that will generate the layout for this Format.  Must be 

valid code 
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Due to the granular nature of the code syntax, WIN-911 Software 

strongly recommend copying from one of the eight original Formats 

to get started . Select a Format from the XSL Template list, then click 

the Copy button at the  bottom of the list right next to  the '+' butt on. 

You can then tweak the existing XSLT code however you want to get 

your desired Format.  

  

 

  

Note: The validity of the XSLT will partially be determined by which 'Target Data' is 

selected, since 'Alarm' and 'Report' each comply with different XML prefixes. 

  

Utilizers 

The utilizers tab shows which Voice connections make use of the chosen format. 
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Mobile -911 Advanced Network 

Considerations 

The Mobile-911 Server is a separate product that facilitates WIN-911's 

dispatching of alarm notifications to Andro id, iPhone, and Blackberry 

smart-phone apps. It receives tasking from the WIN-911 Notifier and 

interfaces with Google's, Apple's, and RIM's push notification service 

through a live Internet connection. The Mobile -911 Server can be 

deployed on the local WIN-911 platform or on a separate computer 

with network access to WIN-911.  

  

In cases where the Mobile-911 Server is deployed on a remote node, 

WIN-911 will need a method for locating Mobile -911. If WIN-911 is on 

the same network segment, then "Discovery" is the preferred and most 

easily configured method. When WIN-911 is located on a separate 

network (or network segment), the Mobile -911 Server location must 

be specified by entering the IP and port number at the WIN -

911>Contacts>Mobile -911>Gateway tab.  

  

The network administrator w ill need to set up "port -forwarding" on the 

Mobile-911 network router to enable incoming messages from WIN-

911 to be routed to the Mobile -911 Server's computer port. Likewise, 

WIN-911's network router will need to be configured to r oute 

incoming messages and from the Mobile -911 Server to WIN-911.  

  

When configuring WIN -911to interface with a Mobile -911 Server on a 

remote network, enter the Public IP address (or URL) of the Mobile-

911 network router. Then enter the router port number  that has been 

forwarded to the Mobile -911 Server.  
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The WIN-911 Bridge port is set to 59109 and must be configured as 

such in the Mobile-911 Server Settings Manager.  

  

The Mobile-911 Server listening port is set to 59111. 

  

Mobile -911 Server Router Setup 

For WIN-911 Access 

  

1) Open a browser on a computer that is part of  the Mobile -911 Server 

network and enter the router administration URL (normally 

192.168.1.1). This usually requires a username and password for 

administrative access.  

  

Note: Be careful not to confuse the i nternal URL (192.168.1.1) with the 

Public URL of the router. For this example, we'll use 24.123.252.111 for 

the router's Public URL.  

  

2) Navigate to the Port Forwarding page of the router administration 

GUI. Select a unique port number for WIN-911 to request 

communications with. For this example, we'll use 59100.  

  

3) Enter the local network URL of the Mobile-911 computer (for 

example: 192.168.1.123). 

  

4) Enter the port number that Mobile -911 will use to receive messages 

from WIN-911. The default port is 59111.  

  

5) Click the "Apply" button to estab lish the new forwarding.  

  

The router now actively sends any outside communication request for 

Port 59100 to endpoint 192.168.1.123:59110. Thus Mobile-911 can 

hear messages from WIN-911 on a different network.   
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For Mobile-911 Smartphone Access 

  

In order for a Mobile -911 Smartphone App to send data to a Mobile -

911 Server it will need a Public Port forwarded from the Mobile-911 

network router to the Mobile -911 Server computer. This port is 

separate from the port that WIN-911 will use.  

  

6) Back at the Port Forwarding page of the router administration 

GUI, select a new port number for Mobile -911 Smart phones to 

request communications with. For this example, we'll use 59102.  

  

7) Enter the local network URL of the Mobile -911 Server computer (for 

example: 192.168.1.123). 

  

8) Enter the port number that Mobile -911 will use to receive messages 

from the smartphones. The default port is 59112.  

  

9) Click the "Apply" button to establish the ne w forwarding.  

  

The router now actively sends any outside communication request for 

Port 59102 to endpoint 192.168.1.123:59112. Thus Mobile-911 can 

hear messages from any smartphone configured with this endpoint.  

  

10) From your Mobile-911 Smartphone App, navigate to the Settings 

Tab. Select the Primary Server setup and enter the URL of Mobile-911 

Server (24.123.252.111) and set the Port for 59102.  

  

11) Click the Test Connection button and Mobile-911 App will attempt 

to contact the Mobile -911 Server and provide feedback indicating 

success or failure.  
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WIN-911 Mobile Gateway Setup 

1) From the WIN-911>Contacts>Mobile -911>Gateway page, select 

Specify. 

  

2) Enter the Mobile-911 Server router's Public URL (24.123.254.111, in 

the example above). 

  

3) Enter the Public Port Number for the Mobile-911 Server (59100, in 

the example above).   

  

4) Click the Test button and WIN-911 will attempt to contact the 

Mobile -911 Server and provide feedback indicating success or failure.   

  

5) If the test fails, ensure the perspective operating system firewalls are 

set to grant local and pub lic access to Mobile-911 Server and WIN-

911.  

  

WIN-911 Network Router Setup 

1) Open a browser on a computer that is part of the WIN -911 network 

and enter the router administration URL (normally 192.168.1.1). This 

usually requires a username and password for administrative access. 

For the sake of this example we'll use 24.123.252.222 for the router's 

Public URL.  

  

2) Navigate to the Port Forwarding page of the router administration 

GUI. Select a unique por t number for Mobile -911 Server to request 

communications with. For the sake of this example we'll use 59101.  
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3) Enter the local network URL of the WIN-911 computer (for example: 

192.168.1.223) 

  

4) Enter the port number that WIN -911 will use to receive messages 

from Mobile -911 Server. The default port i s 59109.  

  

5) Click the "Apply" button to establish the new forwarding.  

  

The router now actively sends any outside communication request for 

Port 59101 to endpoint 192.168.1.223:59109. Thus WIN-911 can hear 

messages from Mobile -911 Server on a different network.  

  

Mobile -911 Server Setup 

1) From the Mobile-911 Server Manager Bridge Server tab, select 

Specify. 

  

2) Enter WIN-911's public router URL (24.123.254.222, in the above 

example). 

  

3) Enter the Public Port Number for WIN -911 (59101, in the above 

example). 

  

5) Ensure the operating system firewall is set to grant local and public 

access to Mobile-911 Server.  
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SMS Gateway 

The SMS Gateway is used to configure the necessary settings for WIN-

911 to communicate with the cellular modem(s) it will use to conduct 

remote notifications.   

  

Gateway 

 
  

WIN-911 needs exclusive access to a cellular modem registered with a 

text service provider account. The gateway settings include the location 

of the modem as well as all the necessary information about modem 

COM parameters.  

  

You can configure multiple modem gateways for failover protection in 

the event that  one modem becomes unavailable. WIN-911 
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automatically load balances tasking between the configured gateways 

to ensure optimum through put.  

  

Name 

A unique name must be given to each SMS gateway. We suggest a 

name that would help the administrator identify attributes of the 

modem like its service provider, phone number, etc. The name given 

is at the discretion of th e administrator and does not have any 

bearing on the systems functionality.  

  

Connection Type 

Serial 
When a cellular modem is physically connected via USB or RS232 to 

the WIN-911 host click the Serial button. You will then be prompt ed 

for the associated COM port.  

  

Port Option  

Browse and select the serial port that WIN -911 will use to 

communicate with the cel lular modem. The proper syntax 

would be "COM3" for comm port number 3. See Phone and 

Modems or Device Manager for details.  

  

Telnet 
Remotely located cellular modems can be used by WIN-911 using 

Telnet 

  

Address (for Telnet connections) 

Enter the IP address (or host name) and port number of the 

remote cellular modem 
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User Login (for Telnet connections) 

Tick this box if the remote cellular modem is configured to 

require credentials in order to  log in.  

  

User Name (for Telnet connections) 

Enter the user name that the remote modem requires for 

authentication during l ogin. 

  

Password (for Telnet connections) 

Enter the user password that the remote modem r equires 

for authentication during login.  

  

UDP 
Remotely located cellular modems can be used by WIN-911 using 

UDP.  

  

Address (for UDP connections) 

Enter the IP address (or host name) and port number of the 

remote cellular modem 

  

Radio Type 

WIN-911 supports three types of radio standards, GSM, HSPA, and 

CDMA. The type of radio you choose is dictated by the modem 

hardware and the SMS texting service provider you choose to support 

application. Check with your service provider and hardware 

manufacturer to dete rmine your radio t ype.  

  

GSM 

Multitech mo dels MTC-G3, MTR-G3, MTCBA-G2 are supported 

with GSM networks like AT&T and Verizon.  

  

HSPA 
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Multitech models MTC-H5, MTR-H5, Sierra Wireless Airlink 

RV50X are supported with HSPA networks like AT&T and Verizon 

  

CDMA 

Multitech models MTC-C3, MTR-C2, MTCBA-C1 are supported 

with CDMA networks like Verizon.  

  

Initialization 

This string represents the AT command sent to initialize and test 

the modem.  

  

Enable Incoming 

Tick this box to enable WIN-911 to receive SMS messages from 

the remote users such as alarm, acknowledgement, and report 

requests.  

  

Test Settings 

Several parameters that determine the modem's ability to conduct 

remote notification are tested when this button is clicked: sign al 

strength, registration wi th the service provider, and the bit error  

rate. It also sends a test message to the phone number you enter 

when prompted by WIN -911.  

  

Network Registration Status: your modem should be properly 

registered with your service provider and on its home networ k 

(not roaming). If it reports as roaming, please contact your 

service provider to correct the problem or check our 

https://supportdesk.WIN -911.com/support/solutio ns.  

  

Signal Quality: the network's signal strength should be in the 

acceptable range to ensure a reliable connection to your service 

provides. If the strength is insufficient you should consider 

moving your modem to an area with better reception. Note th at 

the Telnet option allows WIN-911 to connect to a remotely 

https://supportdesk.win911.com/support/solutions
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located modem, in the event that your WIN-911 host is located 

in an area with bad reception. The appropriate signal strength 

should be 10 or more. 

  

Bit Error Rate: the number of bit errors per unit t ime. 

  

Test Message: WIN-911 sends a test message to the phone 

number you enter at the prompt. If WIN -911 receives a 

"message sent successfully" response from service provider, then 

the test message will be considered successful. The phone will 

receive a message: The Modem configuration your provided 

appears correct.   

  

Advanced Settings 

 
  

Baud Rate (serial connection) 

The cellular modem's baud rate may be set from 110 to 921600 

(115200 default). This selection controls the speed at which WIN-

911 will communicate with the cellu lar modem. Refer to the 
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modem's documentation or contact the modem manufacturer 

for the specified recommended Baud.  

  

Data Bits (serial connection) 

The cellular modem data bits can be set to "Unspecified, 5, 6, 7, 

or 8". The default setting is 8 data bits. Refer to the modem's 

documentation or c ontact the modem manufacturer for 

recommended Data Bits.  

  

Stop Bits (serial connection) 

The cellular modem stop bits can be set to "None, 1, 1.5, or 2". 

The default setting is 1 stop bit. Refer to the modem's 

documentation or contact the modem manufactur er for 

recommended Stop Bits.  

  

Flow Control (serial connection) 

The cellular modem flow control can be set to "None, 

XON/XOFF, RTS/CTS (default), and RTS/XOnXOff". The default 

setting is RTS/CTS. Refer to the modem's documentation or 

contact the modem ma nufacturer for recommended flow 

control.  

  

Parity (serial connection) 

The cellular modem Parity can be set to "Even, Odd, None, Mark, 

and Space". The default setting is None. Refer to the modem's 

documentation or c ontact the modem manufacturer for 

recommended Data Bits.  

  

Timeout (seconds) 

This is total time WIN-911 will wait for an expected response 

from the mode m. Setting this value too low may cause the 

initialization and/or modem co mmands to fail. The default value 

is 125 seconds and can be varied from a minimum of 20 and a 

maximum of 600.  
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Test Settings 

Several parameters that determine the modem's ability to 

conduct remote notification are tested when this button is 

clicked: signal strength, registration wit h the service provider, 

and the bit error  rate. It also sends a test message to the phone 

number you enter when prompted by WIN -911.  

  

Purge SMS Queue 

Purge all pending SMS messages from the queue so WIN-911 

will be able to send alarm messages immediately.  
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SMS Connections 

Connections specify a destination for alarm notification messages. 

SMS connections also determine just what you will see in alarm and 

report text messages, connection availability and the permissions a 

connection has been granted concerning acknowledgement and 

report requests.  

  

General 

 
  

Name 

Each SMS connection must have a unique name that identifies the 

particular connection.  
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Description 

An extra text field for organization and administration purpos es, 

similar to a code comment. 

  

Country Code 

Enter the country code of the alarm recipient.  US and Canadians 

users enter +1 (default).  

  

Full Phone Number 

Enter the entire cell phone number, excluding the country code.  

  

Schedule 

View or select the schedule that WIN-911 will honor when sending 

alarm and report messages. A connection can have only one assigned 

schedule, but a schedule can contain multiple appointments. See 

Schedules.   

  

Roles (for use by Advanced Tactics) 

View or assign roles to the selected connection by clicking the add 

button in edit mode.  Each connection can have multiple roles. See 

Roles.  

  

Send Welcome Message 

Click the "Send" button in view or edit mode to send a  WIN-911 

Welcome message to the selected connection. The welcome message 
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will test the gateway and connection settings. The test message 

should read the follo wing: 

  

"Welcome to the WIN-911 System! For instructions on how to use 

the system, make sure your SMS connection is saved, and send in 

the text "help"." 

  

Alarm Format 

 
  

Body 

Select an alarm message format from the six available options: 

Condition Format, Diagnostic Format, List Format, Long Alarm 

Format, Long Condition Format, and Short Alarm Format.  

  

Condition Format, Diagnostic Format, List Format, Long Alarm 

Format, Long Condition Format, and Short Alarm Format. The simple 

selections include minimal information about the alarm whereas the 
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verbose options include details. The Diagnostic option is the most 

detailed and includes information   

  

Preview 

A "What You See is What You Get" window shows the administrator 

what an alarm message will look like with the current options 

selected.  

  

 Report Format 

 
  

Body 

View or select the report message format from the two available 

opti ons: Long Report and Short Report. The short selection includes 

minimal information about the alarm whereas the long option 

includes amplified details.  




























































































































































































































































































































































































































































































































































































