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Welcome to WIN-911 

WIN-911 is the most proven and advanced alarm notification software 

suite available for th e automation industry. Capable of using a wide 

variety of notification met hods, WIN-911 can reach you wherever you 

are. WIN-911 interfaces with SCADA/HMI data servers to monitor 

values and flag alarms. When an alarm is detected, WIN-911 will notify 

remotely located users by dispatching electronic messages containing 

vital inform ation and allowing the recipient to respond by replying to 

the message with acknowledgement instructions. In addition to simple 

notification, WIN -911 allows users to interact with your SCADA/HMI by 

accepting requests for both report data and current alarm conditions. 

  

This product is a complete rewrite of our flagship product WIN -911, 

using current technology and standards. This release supports Mobile, 

Email, Voice, SMS, and Mobile-911 messaging for remote notification 

delivery and subscribes as a client to any OPC DA server, Rockwell 

FactoryTalk Alarm & Events, GE iFIX and CIMPLICITY, Wonderware 

InTouch, InTouch Edge HMI, and System Platform for data monitoring 

and alarm reporting.  

  

Key differences from the WIN-911 Version 7 product are: 

¶ The configuration tool is a browser-based GUI that configures the product live 

during runtime from any system on the network.  

¶ Each module has two primary components, an Application Server running in Internet 

Information Services (IIS), and a runtime executable running in the system's services. 

Hence, WIN-911 is "always on" and does not require a restart to apply configuration 

changes; nor is it affected by Windows users logging in and off the host computer.  

¶ The Email notification method for WIN -911 is capable of two-way 

communication. Thus, a remote user will receive alarm notifications in near-real time 

and be able to acknowledge alarms by responding with the proper credentials. The 

user can also request information from  WIN-911 at his/her convenience.  
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¶ Dramatic enhancements to the Schedule interface allow the user to easily create 

complex schedules via an calendar presentation. Schedules use appointments that 

can revolve around blocks of time, days of the week, weeks of the months, etc. 

¶ WIN-911 introduces a revolutionary concept in the design and deployment of 

complex notification tasking: Tactics and Strategies. Alarms are associated with a 

single Strategy. Each Strategy controls the execution of any number of Basic or 

Advanced Tactics which conduct remote notification procedures. 

  

Release Highlights for Version 4.21.5 

¶ Added support for Windows 10, 20H2 

¶ Added support for CIMPLICITY 11.1 and iFIX 6.5 

¶ Added support for AVEVA InTouch 2020 R2, System Platform 2020 R2, AVEVA Edge 

2020 R2 

¶ Now distributing CodeMeter 7.20 

¶ Restricted file and folder permissions to mitigate the reported vulnerabilities CVE-

2020-13540 and CVE-2020-13539 

  

For details, see the Release Notes on our website: www.win911.com > Resources > 

Documentation > 4.2 1.5 Release Notes 

1.   

Getting Started with WIN-911 
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WIN-911 Installation 

WIN-911 4.21.5 System Requirements 

WIN-911 Server 

¶ Personal Computer with dual core processor. Quad core processor is recommended.  

Please note: Two physical processor cores are required. A single processor core with 

hyper-threading enabled will not meet the system requirements.  

¶ 4 GB of RAM or more. Additional RAM is recommended if additional programs are 

to be run simultaneously.   

¶ 4 GB of hard disk space.  

¶ Compatible OS environment - one of the following (64 -bit OS) with all Windows 

updates applied:  
Please note: Since Microsoft operating systems feature continuous updates, you 

should run the Windows update feature to get the most up to date software.  

¶ Microsoft® Windows® 7 Serv ice Pack 1 

¶ Microsoft® Windows® 8.1  

¶ Microsoft® Windows®10 (1809, 1903, 1909, and 2004, 20H2), Professional 

Edition (or higher).  

¶ Microsoft® Windows® Server 2008 R2, Service Pack 1, Standard Edition (or 

higher).  

¶ Microsoft® Windows® Se rver 2012, Standard Edition (or higher).  

¶ Microsoft® Windows® Server 2012 R2, Standard Edition (or higher).  

¶ Microsoft® Windows® Server 2016 Standard Edition (or higher)  

¶ Microsoft® Windows® Server 2019 Standard Edition (or higher) 

¶ Microsoft SQL Server 2008 R2 through 2017 (Express, Standard, and Enterprise 

Edition) Note: SQL Server 2014 SP2 Express (required for Windows 7 and Server 

2008R2) requires Microsoft .NET 3.5.  

¶ Internet Information Services (IIS). Application Initialization w ill be installed for IIS 7.5 

(Windows 7/2008 R2).  

¶ Microsoft .NET 4.5 required for install (.NET 4.8 Full will be installed) 
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¶ Optional Notification Hardware and Software:  

  

VoIP to 

Analog Voice 

Calls 

¶ Grandstream UCM6202 VoIP PBX required  

¶ Dedicated analog phone line (maximum of 2 phone lines)  

¶ *** Alternativ e to TAPI modems anywhere analog phone lines 

are available ***  

SMS Text 

Messages 

¶ RS-232/USB or Ethernet (network connected) Cellular Modem 

Recommended RS-232/USB: MultiTech MTC-H5, MTC-LVW2, 

MTC-LAT1, MTC-LNA4 

Recommended Ethernet: MultiTech MTR-H5, MTR-LVW2, MTR-

LAT1, Sierra Wireless RV50X 

¶ Ethernet modem required for virtual environments  

¶ Cellular account with unlimited text messages recommended 

VoIP Calls ¶ SIP compatible VoIP Internet account or PBX 

¶ WIN-911 Recommended SIP provider for North America ð 

SIP.US 

Supported VoIP Providers :  

Axvoice VoIPtalk SurVoIP 

Supported VoIP PBX Systems   

Ozeki Phone System 

XE 
Tribox Cisco Unified CM 

OpenSER PBXnSIP 
Cisco Call Manager 

Express 

Asterisk PBXpress SipX ECS 

FreeSwitch FreePBX OpenSIP 

SwyzWare Aasta MX-One Elastix 

Asterisk Now Kamailio   

  

Mobile -911  

  

*** Mobile -911 will reach End of Life on December 21, 2021 

***  

¶ Broadband always-on Internet connection  

¶ iOS, Android and Blackberry devices for the Mobile-911 app 

Mobile  ¶ Broadband always-on Internet connection 
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¶ iOS (12 and up) and Android devices for the Mobile app 

Email ¶ Email server with a DEDICATED Email account from which WIN-

911 can send alarm messages and receive acknowledgement 

and report requests. 

¶ POP/IMAP for incoming & SMTP for outgoing messages. 

¶ Email to SMS option not supported on all carriers and devices.  

  

  

WIN-911 Client 

¶ Internet Explorer 10 and 11 for Windows 

¶ Microsoft Silverlight 5.1.50918.0 (January 2019) 

  

SQL Server Requirements 

WIN-911 uses an SQL Server database to store its configuration data. 

If an SQL Server is not already on your computer then it is important 

to take into consideration the requirements of the different versions of 

SQL Server. You can opt for the WIN-911 Launcher to install SQL 

Server Express 2017 for you, which is good for small to medium 

configurations (5,000 data points or less).  

  

Note to Windows 7 & Server 2008R2 users : SQL Server Express 

2017 is not compatible with these operating syste ms. Therefore, 

you will  need to install SQL Server Express 201 4. This will require 

.NET 3.5 be installed prior to installing SQL Server Express 2014 

available here: 

https://win91 1na.blob.core.windows.net:443/files/Products/WIN-

911//4.21.5/SQL2014.zip 

  

https://win911na.blob.core.windows.net/files/Products/WIN-911/4.21.5/SQL2014.zip
https://win911na.blob.core.windows.net/files/Products/WIN-911/4.21.5/SQL2014.zip
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For more information about specific requirements for SQL Server 

installation and configuration, see Microsoft documentation available 

online. 

  

"https://msdn.mic rosoft.com/en -us/library/bb545450.aspx" 

  

¶ WIN-911 is not compatible with SQL Server 2000. 

¶ In order to authenticate with a remote SQL Server, identical credentials must 

be configured on both machines, and the SQL instance must be configured 

with those credentials.   

  

Option 1: Allow WIN-911 to setup SQL 

If you install WIN-911 and an SQL Server instance named "WIN911" is 

not found, SQL Server 2017 Express can be installed by the Install 

Launcher. This version is suited for small configuration s, up to 5,000 

data points, and is ideal for a single node. 

  

Option 2: Install higher edition of SQL Server prior to installing 

WIN-911 

If a compatible version of SQL Server is already installed and an 

instance named "WIN911" is available on the network or locally, WIN-

911 Launcher installation will continue without interruption. If an 

incompatible version (SQL Server 2000) is present, the process will be 

halted, and you must remove it before the i nstallation can continue.  

  

Option 3: Install SQL Server remotely prior to installing WIN-911 

If you would like to install SQL Server Express on a different computer 

than the WIN-911 host, you should copy the SQL Server Express folder 

https://msdn.microsoft.com/en-us/library/bb545450.aspx
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provided with the WI N-911 install to the desired computer. Ensure that 

the installing user is an administrator with the same credentials as 

WIN-911's host user. Then run the WIN911SQL executable located in 

the root of the SQL Server Express folder.   

  

Note: Higher editions o f SQL are also supported remotely.  

  

Data Source (SCADA) Compatibility Matrix 

WIN-911 is compatible with the following data source version: 

  

Data Source (SCADA 

- HMI)  
Versions  

OPC DA OPC Data Access Classic 1.0, 2.0, 3.0 

InTouch® 10.1, 2012 (10.5), 2012 R2 (10.6), 2014 

(11.0), 2014 R2 (11.1), 2017 Updates 1, 

2, & 3, 2020, 2020 R2 

InTouch Edge HMI® 8.1 SP3, SP4, 2020, 2020 R2  

InTouch ME® 8.1, 8.1 SP1 

InduSoft Web Studio®  8.1, 8.1 SP1, SP3, SP4 

System Platform® 
2012 R2 SP1, 2014 R2, 2014 R2 SP1, 

2017 Updates 1, 2, & 3, 2020, 2020 R2 

FactoryTalk Alarms and 

Events® 

6.00.00, 6.10.00, 7.00.00, 8.00.00, 

8.10.00, 8.20.00, 9.00.00, 10.00.01, 

11.00.00 

iFIX®  
5.5, 5.8, 5.8 SP1, 5.8 SP2, 5.8 SP2 R2, 

5.9, 6.0, 6.1, 6.5  

CIMPLICITY® 10, 11, 11.2 

  

  

Installation Path 
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WIN-911 will install files in two locatio ns on your system, 

C:\ inetpub \wwwroot and C:\Program Files (x86). 

  

WIN-911 System - Distributed or Standalone 

The WIN-911 System is defined as the sum-total of all the modules 

that make up the WIN-911 instance. These modules can be installed 

on a single computer as a standalone system or distributed over 

several computers (EG: allowing a notifier module access to the 

Internet from the DMZ while the rest of the system resides on the 

plant network). Each of these modules fall into one of three categories: 

support, source, and notifier modules. Each module is independently 

capable of performing its unique duties and y et they interactively 

depend on each other in order to fullfil the WIN -911 mission.  

  

Support Modules: 
¶ Dispatcher 

¶ Navigation 

¶ Reporting 

Source Modules: 

¶ InTouch 

¶ InTouch Edge HMI 

¶ System Platform 

¶ CIMPLICITY 

¶ iFIX 

¶ FactoryTalk Alarms and Events 

¶ OPC DA 

Notifier M odules 
¶ Mobile  

¶ Mobile -911 

¶ Email 

¶ SMS 

¶ Voice 

  

To perform a standalone system installation, the user will be required 

to select at least the minimum manifest of modules that make up a 
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complete WIN-911 System. These include support modules, at least 

one source module and one notifier. When selecting a distributed 

WIN-911 System installation, the minimum module requirements are 

relaxed to allow physical distribut ion.  

  

To create a distributed system, you will need to define a WIN-911 

System network (Create Distributed System) and then deploy the 

remaining modules on each of the remote nodes that will comprise 

your WIN-911 System (Join Distributed System).    

  

The following section discusses the creation of a standalone system.  

WIN-911 Standalone System Setup 

The WIN-911 Launcher requires .NET 4.5 (or higher). If the target 

machine lacks this framework, you will need to add the framework in 

order to commence. In Windows 8.1, this can be done through 

Programs and Features> Turn Windows features on or off. With Server 

operating systems use Server Manager> Add roles and features. 

Additionally, you can find an installer for the framework in the support 

sub folder of the installation media or onl ine.  

  

  

  

To install WIN-911 
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Attention: When using a language other than English sel ect it 

here. 

  

Click òNextó to begin WIN -911 Setup.  

  

The installation program checks whether or not the environment 

requirements are met.  
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Such environment requirements include: 

  

¶ Supported 64-bit OS 

¶ Sufficient minimum disk space 

¶ Sufficient minimum processors/cores 

¶ Installing user be a member of local administrator's group  

  

See WIN-911 4.21.5 System Requirements at the top of this document 

for more information.   

  

Note: If these requirements are met, this page will not appear.  

  

The installation program will  then check for the required featu res.  
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Feature requirements include the following:  

  

¶ Microsoft .NET 4.8 

¶ Windows Edition and Feature Set Detection 

¶ IIS Features: Application Initialization, Basic Authentication, Windows Authentication, 

HTTP Redirection and ASP.NET 4.5, HTTP Activation  

  

Any missing feature can be enabled by clicking the Enable Features 

button at the bottom ri ght.  

  

Note: If these requirements are met, this page will not appear.  
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SQL Server Installation 

The install script will check the WIN-911 host for an SQL Server 

instance named "WIN911." If there is no suitable SQL Server, the 

following pop -up will appear: 

  

 
  

This is an optional step and is not required in order to continue with 

the installation, but WIN -911 cannot be used until the SQL Server 

requirement is satisfied.  

  

Note: if you are upgrading, you should select "Use Existing" to keep your 

existing data.  
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InstallShield Wizard 

 
  

Depending on the state of .NET Framework 4.8, you may need to 

reboot prior t o cont inuing.  

  

 
  

If requested, select Yes and the install process will resume 

automatically once the reboot is performed.  

  



WIN-911 User Guide 

15 

The WIN-911 InstallShield wizard will now guide you through the WIN -

911 setup. Click "Next"  to cont inue. 

  

 
  

Accept the terms of the Software License Agreement by clicking the 

top radio button and then select òNextó to advance. 
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Enter the òDOMAIN\username" and password that WIN-911 Services 

will run under. If a username and password are not yet set up in the 

operating system you can use the òNew User Information ...ó script 

to create one (Windows 8.1 and higher). This can be found via the 

control panel, User Accounts. For Active Directory users you will need 

to contact your network administrator or log onto a domain controller 

to create an account with the proper permissions. When entering a 

domain us er's nam e be sure to include the fully qualified domain 

name.  

  

Note: You must be logged in and executing this installation as an owner 

and administrator of the SQL instance. Addit ionally, the selected user 

here (if different) must be a member of the Wind ows local or domain 

administrator group with administrative privileges on the SQL insta nce.  

  














































































































































































































































































































































































































































































































































































































































































































































































































































































